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ABSTRACT

There is an increasing interest in autonomous and unattended
sensory systems, including applications in smart meeting rooms
and surveillance of large areas. In these systems, direction of ar-
rival (DOA) estimation has an important role. Although several
time delay based algorithms have been proposed, little attention
has been given to hardware failures and malfunctions. These are,
however, an important consideration when smart arrays and intel-
ligent sensor systems are developed. In this paper, we address this
problem by modifying a previously proposed single-failure detec-
tor to suit amultiplefailure case. The performance of the modified
method is tested both with simulations and speech data recorded
using a microphone array in a meeting room. Results indicate that
the proposed method can detect failures effectively. The detec-
tor is also combined with DOA estimators. Results show that this
combination is robust against failures and the detector provides an
efficient tool for array self-diagnosis.

1. INTRODUCTION

Recent developments in sensory systems and hardware have cre-
ated new applications for small passive arrays. As new applica-
tions have appeared, also new problems and challenges require
consideration. One of these problems is the possibility of errors
and failures that corrupt the array processing. This problem has
been acknowledged also in acoustic processing [1], and attempts
have been made to to measure the reliability of estimation [2], val-
idate the used sensors [3], and detect failed hardware [4]. Therisk
of failures becomes even larger if systems are automaticaly de-
ployed, unattended, or operate for long periods of time in varying
conditions. Also, the price for any such system should be aslow as
possible, enabling the use of these systems in more applications.
However, low-cost hardware may have lower quality and larger
probability of failures.

One key application for acoustic arrays is direction of arrival
(DOA) estimation and source localization [5]. Time delay based
methods have been suggested asthe most robust approach for DOA
estimation [6], and several algorithms have been proposed [6, 7, 8].
Failure detection for time delay based methods was proposed in
[4]. This approach assumed a small sensor array and approxi-
mately planar wavefronts. The method searched for a sensor pro-
ducing low-confidence time del ays and a detection buffer was used
to decide if the sensor had failed. However, the detection stage in
[4] is not suitable for detecting multiple failures. In this paper, we
modify the detection stage to suit the multiple failure case. The
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performance of the modified detector is tested with simulations
and the detector is also combined with several time delay based
direction of arrival estimation methods to demonstrate its useful-
ness. This combination also results in a failure-robust time delay
based direction of arrival estimator. A speech data example from a
meeting room recording is aso given.

Results indicate that the proposed method can effectively de-
tect failed channels. When these channels are removed from the
processing, estimation can continue without the failure effects.
Also, the detector provides an efficient tool for array self-diagnosis
and can provide users with status of the hardware and e.g. aerts
for maintenance. In addition, the proposed method isnot limited to
DOA estimation only, but can be used for other array applications,
such as beamforming.

The paper is organized a follows. Section 2 gives briefly the
prerequisitesfor the problem at hand. Thefailure detection method
is explained and modifications proposed in Section 3 and results
from simulations and real data are given in Section 4. Finaly,
Sections 5 and 6 provide some discussion, ideas for further work
and concluding remarks.

Because the experiments provided a host of results, an online
page was set up to provide all the results for the interested reader:
These complete results can be found at:
http://www.cs.tut.fi/sgn/arg/spatial/sam04/

2. PROPAGATION VECTOR AND TIME DELAYS

Propagation of a planar wave can be described with the propaga-
tion vector, denoted with k. This vector has the direction of wave-
front propagation and its magnitude is the inverse of the propaga-
tion speed of the wave [9]. When a planar wave passes two sen-
sors of asensor pair (7, 7), thereisatime delay 7; ;) between the
sensor signals. Thistime delay can conveniently be characterized
using the propagation vector [10]

T(i,g) = T(i) * K )

where x(; ;) isthe sensor vector from sensor ¢ to sensor j. Using
al sensor pairs in the array and Egn. (1), al time delays in the
array are determined by a single matrix equation

=Xk )

where X is a matrix having the (gf ) Sensor Vectors as its rows.
(IV is the number of sensors.) Therefore, the time delays are a
linear function of the propagation vector. Given T, DOA estimate
is then simply the solution of Egn. (2) for k& from estimated time
delays [7]. Typicaly the time delay estimation is based on cross-
correlation between channels [11].
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There are several waysto solve Equation (2):
1. The Moore-Penrose least squares pseudoinverse (LS)

~ -1
k= (XTx) X7z ®)
2. Averaging within subarrays (AVG)

N 1 14
k::—VZXU o (4

whereV isthe set of subarraysand X ,, and 7, are the sen-
sor vectors and time delaysin subarray v, respectively. Typ-
ically the set V isthe set of al triplets of linearly indepen-
dent sensor vectors. The nonlinear version of this method
using trigonometric functions and angles of arrival has been
givenin[12].

3. Time delay selection (TDS) for least squares solution [13].
In this approach only the most confident time delays are
used for solution. The definition for confidence will be ex-
plained further in Section 3.

4. Search for a solution kg such that the difference between
estimated timedelays + andtimedelays 7o = X ko ismin-
imized. A computationally efficient method based on the
count-distance (CNT) difference metric was proposed in
[14].

The first three approaches are closed form solutions, wheress the
methods in the last category are exhaustive searches in the solu-
tion space and thus computationally much more expensive. To be
precise, the TDS solution requires also some searching to find the
best time delays but the computations required for this operation
are only afraction of those required in the actual search methods.
Also, the AVG method can become computationally expensive if
the number of sensors, and thus subarrays, islarge.

Note that this kind of estimation gives an unambiguous 3-D
DOA estimate, provided that the array is also 3-D, and does not
require knowledge on propagation speed. In fact, the propagation
vector estimate gives an estimate also for the propagation speed,
although in practical situations this estimate is very rough.

3. FAILURE DETECTION

If thereisamalfunction in asensor or some other part of the signal
channel, the received signal is corrupted. As aresult, time delay
estimates related to this sensor may become erroneous. Because
this work focuses on time delay based DOA estimation, signal er-
rors not corrupting the time delay estimates are not an issue and
therefore do not require detection.

Consider a closed path formed using sensor vectors, i.e. a set
‘P of sensor pairs selected such that

(i,4)eP
Having k # 0 it follows from Egn. (1) that
(3,5)€P

In other words, whenever a planar wave creates time delays in an
array, the sum of time delays should be zero on any closed sensor

vector path in the array if estimation has been successful. Errors
in time delay estimates can be written as

T(id) = Tlig) T €r (i) )

and these errors propagate to the closed-path sum of estimates (6)

D Fag) =D T T Y erti) = D €xti) )
P P P P
N —’
=0

Therefore, error testing can be done by computing closed-path
sums from the array and this is the starting point for the failure
detection algorithm presented in [4]. After time delays from all
sensor pairs have been estimated, the algorithm tests all sensor
pair triangles for the zero sum condition

L,
A :{ 0

Here, D; ;) is the testing threshold that can be obtained by first
setting the norm of maximum tolerable propagation vector error
and then computing the threshold using the geometry of the sensor
vector triangle [13]. The results of testing form the confidence
factors [13] for each time delay:

|76 T 760 — T | <Daan (g
otherwise

(i, ) = Z Ao (20

lex—{i,j}

If all confidence factors of some sensor are zeros, afailure indica-
tor isgiven to this sensor. If asensor produces failure indicators at
arate exceeding the given thresholds, it will be detected as failed.

The detection method in [4] searched only for one sensor pro-
ducing failure indicators and was therefore able to detect only one
failure at atime. The method could be used recursively to detect
severa failures, but convergence is not guaranteed if two or more
sensors fail simultaneously or within the detection buffer.

To overcome this problem, each channel should have its own
failure indicator sequence. Instead of one, all sequences are then
monitored to decide if the failure threshold has been exceeded in
some channel. Therefore we define thefollowing failure indication

buffer
. 1, Vs€8,:5=0
W(i,n) = { 0, otherwise 1D

Here, i is the sensor index, n indexes the time frame being pro-
cessed and S; is the set of confidence factors for sensor 7 at time
instant n. In other words, if al confidence factors of sensor ¢ are
zeros at time n, W (i,n) is set to one, otherwise zero. For the
reasons explained in [4], failure detection can not be based on in-
formation from one time frame, but consecutive time frames must
be used. The detector then decides sensor ¢ to have failed if D,
or more of previous B values on row ¢ of W are ones.

4. EXPERIMENTSAND RESULTS

4.1. Simulations

The proposed detection method was tested with simulations and
real data. In the simulations, time delays were generated and sen-
sor failure was simulated using the procedure described in [4].
Briefly, in this method array operation begins without failures. If a
failure occurs, athree-state model is used to generate time delays
from three different distributions (error states). To avoid excessive
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Fig. 1. Confusion matrix for detection of number of failed sensors.
Rows are numbered by the true number of failures, and columns
by detection. When there were less than three failures, detection
was perfect. Accuracy remains up to four failures, which is satis-
factory because with five or more failures 3-D DOA estimation is
not possible with the used eight sensor array. Zero entries are not
labeled.

idealization, some errors do occur even when there are no failures,
and in the failure mode time delays may be partially correct.

The ssimulated array had eight sensors at the apices of a 0.31
m cube. The base of the cube corresponds to a maximum time
delay of approximately nine samples at 10 kHz sampling rate and
propagation speed ¢ = 343 §.

Simulations consisted of 40000 DOA estimation runs, with
1000 time frames in each run. Number of failing sensors was se-
lected randomly from O to 8. Each case had equal probability of
1/9. Thresholds for triangular tests, D, ; ;) were computed using
value 1/(20c¢) for the norm of maximum tolerable error, asin [4].
Failure detection buffer length was B = 10 frames with detection
threshold Dy,;; = 5 frames.

Detection performance was analyzed in several stages. Firstly,
the ability to detect the number of failures was tested. The con-
fusion matrix for this task is given in Figure 1. With less than
three failures, there are no errors and over 80% accuracy remains
up to four failures. After five failures, performance collapses, but
thisis not a problem because with five or more failures, 3-D DOA
estimation is not possible with the used eight sensor array.

Note that the confusion matrix is not symmetric, because rows
and columns have different interpretations. Rows represent the
true number of failures, whereas columns give the detection resullt.
The detection error tends to be biased towards too large values.
When the number of failuresislarge, errorsin time delays become
interconnected and these cases (e.g. seven and eight failures) are
difficult to separate, which explains the large errors. As explained
above, thisis not a significant problem, since 3-D DOA estimation
is not possible in these situations.

Because wrong sensors may be detected as failed even if the
number of failures was correctly identified, correct identification
of the set of failed sensors was the second stage of performance
analysis. Table 1 shows the results for this analysis for four cases.
Two first columns represent the failures detected in correct order.

correct correct correct correct
order order set set

%ofal %ofcorrect# %ofal % of correct #
1 100.0 100.0 100.0 100.0
2 100.0 100.0 100.0 100.0
3 98.2 100.0 98.2 100.0
4 82.8 99.1 83.6 100.0
5 51.0 96.3 52.9 100.0
6 6.1 100.0 6.1 100.0
7 0.8 100.0 0.8 100.0
8 34.1 34.1 100.0 100.0

Table 1. Detection accuracy for failed sensors. In the first two
columns only detection in correct order was alowed. Two latter
columns alow also the possibility of wrong order of detections
and detection of a failure before a it had occurred, as long as the
correct set was detected in the end. Detection performances are
given relative to all cases (colums 1 and 3) and only those cases
in which the number of failures was correctly detected (columns 2
and 4). Small differences between correct order and correct set de-
tections demonstrate that up to five failures the detection happens
in correct order.

Values are given relative to all cases and cases in which the num-
ber was correctly identified, respectively. Two latter columns give
the cases in which the order of detections may have been wrong
(and even noncausal), but in the end the correct set of failed sen-
sors was detected. These results are also given relative to all cases
and only those cases where number of failures was correctly de-
tected, respectively. Up to five failures, the differences between
detection in correct order and detection of correct set do not ex-
ceed one percentage point. Thisindicates that whenever the failed
set is detected correctly, the detection a so happensin correct order
and causally.

The third stage of the analysis was the measurement of de-
tection delay, i.e. the time elapsed from failure to detection. The
average delays in samples for detection of first, second, third, etc.
failure were 16.1, 14.7, 10.6, 7.8, 4.3, 4.2, 6.0 and 27.4, respec-
tively.

Actual DOA estimation performance was analyzed by com-
puting estimates from simulated time delays. Used estimation
methods were LS, AVG, TDS and CNT (see Section 2). Failure
detection and removal of failed channels was combined with each
method (detection stage adds | etter 'd’ at the end of each acronym).
Error metric was the angular error, i.e. angle between true and es-
timated vectorsin 3-D space

l%Tk’
0 = acos | —— (12)
(it

This metric was chosen, because it measures the DOA estimation
accuracy directly and also correspondsto great circle distances be-
tween true and estimated DOA. Moreover, it should be empha-
sized that Euclidean distance is not suitable for this error anaysis
because the DOA estimation space is spherical, although the prop-
agation vector space is Euclidean. To keep the metric consistent,
only DOA estimates after the failure detection were used in error
analysis.

Average angular errorsfor each failure case are givenin Figure
2 and as an example of the error distributions, cumulative distribu-
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Fig. 2. Average errorsin degrees (angle between vectors) for DOA
estimators in simulations as a function of number of failures. Pro-
posed detection method (acronyms ending with 'd’) improves es-
timation performance in all failure cases, and methods using de-
tection outperform the others in all cases. In each failure case,
methods are given in the order they are in the legend.
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Fig. 3. Cumulative distributions of error (angle between vectors)
for DOA estimates when one sensor has failed. Failure degrades
the performance of al methods, except TDS. Detection (acronyms
ending with’'d") restores the estimation performance and gives bet-
ter performance than TDS only. Angle axis is logarithmic for vi-
sualization.

tion of error for al methods in case of one and three failures are
givenin Figures 3 and 4, respectively. Results clearly indicate that
the proposed detection method improves DOA estimation perfor-
mancein the presence of failures, even for the robust TDS method.
This, combined with the fact that detection accuracy is good for
small numbers of failures, indicates that the proposed method is
robust to failures.

It should be noted that the TDS method is indeed robust and
performs quite well even without the detection stage. The tradeoff
for this robustness, however, is the large error (more than twice of
that of the other methods) when no failures have occurred.

4.2. Speech data experiment

The proposed method was also tested with speech data from the
IDIAP Smart Meeting Room [15]. The signals have been recorded
with an eight sensor circular array at 16 kHz sample rate. Because
the IDIAP database does not provide locations for speakers, there
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Fig. 4. Cumulative distributions of error (angle between vectors)
for DOA estimates when three sensor s have failed. Now the fail-
ure degradation for TDSisalso visible. Failure detection provides
still major improvements, although original performance can not
be achieved. Angle axisislogarithmic for visualization.
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Fig. 5. DOA estimation errors for a speech signal with LS and
LSd methods. Least squares estimate without failures was used
as the reference. Failures occur at ¢t = 10.0 sand ¢ = 30.0 s.
Detectionsareat t = 16.3 sand t = 33.2 s. Failure detection (in
LSd) restores the DOA estimation capability.

was no absolute reference for DOA estimates. However, for the
failure detection task it is sufficient to use the DOA estimates from
original signals not including failure effects. In the given example,
faillureswereinserted at ¢ = 10.0 sinchannel 2andatt = 30.0 s
in channel 4. In the first failure, output of channel 2 was replaced
with Gaussian white noise. The second failure modeled a channel
synchronization problem, inserting 0.5 sof silenceat ¢ = 30.0 and
thus making the channel lag all other channels.

DOA estimation results for the example are given in Fig. 5.
Failures were detected at ¢ = 16.3 and ¢ = 33.2, respectively.
After detections, the L Sd method using detection produces correct
results while LS method not utilizing detection remains largely er-
roneous. The occasional deviations from apparent speaker direc-
tion are caused by pauses in speech. Time delays were estimated
with cross correlation, using windows of 4096 samples with 50%
overlap.

5. DISCUSSION

How often and what kind of failures will occur in practical situa-
tions? Thisisadifficult question to answer, because exact models
of different types of failures and their probabilities would require
very specific knowledge on the target application and hardware,
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which may be difficult to obtain or completely unavailable.

In addition, exact modelling of failures would be unwise be-
cause the objective of the research was to come up with a gen-
eral and widely applicable method. It is unlikely that this kind
of model would include all necessary failure types. In fact, this
is the main reason for developing algorithm-level techniques for
failure detection, because failure databases can not contain infor-
mation of all different types of failures that may occur. Of course,
if any additional information is available, its use should obviously
be considered to improve detection.

However, even with the somewhat simple experiments, the
performance and usability of the proposed method has been ver-
ified. Although the simulations do not model failures exactly, they
show that whenever there is erroneous behavior in time delays the
proposed method can be used for failure detection. The speech
data example supports these observations.

The increase in computational complexity introduced by the
failure detection is low. Mainly, the computational load consists
of computing the (g’ ) triangular tests (9) and summing the results
into confidence factors (10). In addition there is a minor memory
requirement for the failure indication buffer and an indexing table
for the triangles. The detection thresholds and the indexing table
can be computed beforehand offline. If TDS estimation is used,
the triangular tests are required aready for the actual estimation
and thus the increase in computations is amost negligible. Grid-
based DOA estimation is computationally much more demanding
than failure detection, and therefore the increase in computational
demands should be acceptable. If the computational increases are
tolerable, this method can a so be used for many other array appli-
cations not using time-delay based DOA estimation, such as beam-
forming.

The proposed method has some critical points and downsides.
Several thresholds are required in detection stage and care has to
be taken when selecting them. Topics for further research include
reducing the number of required thresholds by combining error in-
formation more flexibly from different stages. Thresholds should
also be parameterized more to make them easy to determine, per-
haps automatically. A more fundamental improvement would be
to replace simple thresholding with better and more intelligent de-
tection algorithms.

Because planar wavefronts were assumed, performancein near-
field situations is a problem. Any significant nonplanarities may
result into false alarms. These may also be caused by discon-
tinuous sound activity, especialy if there are long periods of si-
lence or uncorrelated input. To access these factors, and also for
proper performance analysis, comprehensive real data experiments
are needed. However, the speech example is encouraging because
the speaker was relatively close to the array and pauses in speech
provided some discontinuity, yet the algorithm performed well.

6. CONCLUSIONS

In this paper, a new agorithm-level method for detecting multiple
channel failuresin asmall sensor array was proposed. The perfor-
mance of the detection method was demonstrated with simulations
and real data. Resultsindicate that the proposed method can effec-
tively detect and remove failed channels from array processing,
thus providing failure-robust DOA estimators and a tool for array
self-diagnosis. Thisisan important feature when intelligent sensor
systems are considered.

7. REFERENCES

[1] W. A. Rosen and A. D. George, “Fault tolerance in au-
tonomous acoustic arrays,” Journal of the Franklin Institute,
vol. 336, no. 1, pp. 19-32, 1999.

[2] T. Pirinen, P. Pertila, and A. Visa, “Toward intelligent
sensors - reliability for time delay based direction of ar-
rival estimates,” in Proceedings of the 2003 IEEE Interna-
tional Conference on Acoustics, Speech and Sgnal Process-
ing (ICASSP’ 03), 2003, vol. V, pp. 197-200.

[3] P. Aarabi, “Localization-based sensor validation using the
Kullback-Leibler divergence” |EEE Transactions on Sys-
tems, Man, and Cybernetics, vol. 34, no. 2, pp. 1007-1016,
2004.

[4] T.Pirinen, J. Yli-Hietanen, P. Pertild, and A. Visa, “ Detection
and compensation of sensor malfunction in time delay based
direction of arrival estimation,” in (to appear) Proceedings
of the 2004 |1EEE International Symposium on Circuits and
Systems (ISCAS 2004), 2004.

[5] J. C. Chen, Y. Kung, and R.E. Hudson, “Source localization
and beamforming,” |EEE Sgnal Processing Magazine, vol.
19, no. 2, pp. 3039, 2002.

[6] M. Brandstein and D. Ward, Eds,,
Springer-Verlag, 2001.

[7] J. Yli-Hietanen, K. Kaligjarvi, and J. Astola, “Low-
complexity angle of arrival estimation of wideband signals
using small arrays,” in Proceedings of the 8th IEEE Sgnal
Processing Workshop on Statistical Sgnal and Array Sgnal
Processing, 1996, pp. 109-112.

[8] K. Varma, T. Ikuma, and A. A. Beex, “Robust TDE-based
DOA-estimation for compact audio arrays,” in Proceedings
of the Second IEEE Sensor Array and Multichannel Signal
Processing Workshop (SAM 2002), 2002, pp. 214-218.

[9] D.E. Dudgeon and R. M. Merserau, Multidimensional digi-
tal signal processing, Prentice-Hall, 1984.

[10] S. Haykinand J. Justice, Array signal processing, Academic
Press, 1985.

[11] C. Knapp and G. C. Carter, “The generalized correlation
method for estimation of time delay,” |EEE Transactions on
Acoustics, Soeech, and Sgnal Processing, vol. 24, no. 4, pp.
320-327, 1976.

[12] R. Blumrich and J. Altmann, “Medium range localisation of
aircraft viatriangulation,” Applied Acoustics, vol. 61, no. 1,
pp. 65-82, 2000.

[13] J. Yli-Hietanen, K. Koppinen, and J. Astola, “Time-delay
selection for robust angle of arrival estimation,” in Proceed-
ings of the IASTED International Conference on Signal and
Image Processing, 1999, pp. 81-83.

[14] J. Yli-Hietanen, K. Kalligjarvi, and J. Astola, “Robust time-
delay based angle of arrival estimation,” in Proceedings of
the 1996 IEEE Nordic Sgnal Processing Symposium (NOR-
SG 96), 1996, pp. 219-222.

[15] D.Moore, “ThelDIAP smart meeting room,” Tech. Rep. 02-
07, Dalle Malle Institute of Perceptual Artificial Intelligence
(IDIAP), 2002.

Microphone Arrays,

(©2004 |EEE. Original version to appear in Proceedings of the Third |EEE Sensor Array and Multichannel Signal Processing Workshop (SAM 2004). Personal use of this material is permitted. However, permission to reprint/ republish this material
for advertising or promotional purposes or for creating new collective works for resale or redistribution to servers or lists, or to reuse any copyrighted component of this work in other works must be obtained from the |EEE.



