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Abstract

TAMPERE UNIVERSITY OF TECHNOLOGY
Department of Information Technology
Institute of Communications Engineering

Juha Majalainen: Implementation of Policy Management Tool for Bandwidth Provision-
ing

Master of Science thesis: 59 pages

Supervisors: Prof Jarmo Harju and Dr. Tech Mika Grundstrém

December 2002

Keywords: COPS, DiffServ, LDAP, PIB, policy, policy-based networking, policy manage-
ment tool, XML

This Master’s thesis describes the implementation of Policy Management Tool (PMT) for
bandwidth provisioning on the Linux operating system. The thesis was done as part of
the ICEFIN project at Tampere University of Technology, Institute of Communications
Engineering.

The goal of policy-based networking is to define a relationship between the needs of the
network users and available resources. Every user in the policy-based network has a pre-
defined high-level policy statement. Using policy statements, user can request available
network resources. The policy statement specifies which kinds of quality of service (QoS)
a network user is receiving at what times of the day.

In this thesis, the DiffServ architecture and mechanisms, developed by IETF, are used as
the framework for QoS. The PMT implementation uses XML to define high-level policy
statements and every policy statement is stored into an LDAP directory service and local
tree hierarchy for later use. Resources allocated by the user of the policy-based network
are distributed to policy enforcer using COPS protocol and special platform independent
Policy Information Base (PIB).



Tivistelma

TAMPEREEN TEKNILLINEN KORKEAKOULU
Tietotekniikan osasto
Tietoliikennetekniikan laitos

Juha Majalainen: Implementation of Policy Management Tool for Bandwidth Provisio-
ning

Diplomity6: 59 sivua
Tarkastajat: Prof. Jarmo Harju ja TKT Mika Grundstrém
Joulukuu 2002

Avainsanat: COPS, DiffServ, LDAP, PIB, policy, policy-based networking, policy manage-
ment tool, XML

Tassa diplomitydssa esitellaan policy-based -verkon policy management tool (PMT) -
konseptin toteutus Linux-kaytt6jarjestelmaan. Tyo tehtiin osana ICEFIN -tutkimusprojektia
Tampereen teknillisen korkeakoulun tietoliikennetekniikan laitoksella.

Policy-based -verkko on konsepti, jossa pyritddn automaattisesti I6ytamaan verkon vapaa-
na olevat resurssit ja varaamaan naita resursseja verkon kayttajien kesken tehokkaasti. Jo-
kaiselle verkon kayttajalle on etukateen maaritelty sdannat, joiden avulla vapaita resursse-
ja varataan. Naiden saantojen avulla voidaan dynaamisesti maaritelld minkalaista palvelun
laatua kayttaja voi verkolta saada ja mihin aikaan.

Tassad diplomitydéssa palvelunlaadulla tarkoitetaan IETF:n kehittamaa DiffServ-
mekanismia, jota voidaan kayttaa palvelunlaadun tarjoamiseen IP-verkoissa. PMT -
toteutuksessa resurssien varaamiseen tarvittavat s&dnnot on maaritelty XML-kielen avulla
ja nama saannot on talletettu paikallisiin tietorakenteisiin ja LDAP-hakemistopalvelimelle
my6hempéaa kayttoad varten. Kayttajien varaamat resurssit levitetaan verkon aktiivilaitteille
COPS-protokollan ja laiteriippumattomien Policy Information Base (PIB) -taulujen avulla.

Policy management tool -toteutuksen avulla voidaan helposti hallita ja maaritella policy-
based -verkon resursseja. Policy-based -verkon resurssien varaaminen toimii hyvin hallin-
nollisesti saman verkon sisalla, mutta useiden hallinnollisesti eri verkkojen vélilla resurs-
sien hallinta on erittain monimutkaista teknisista ja poliittisista syista johtuen.
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1 Introduction

Exponential growth of the Internet and bandwidth hungry applications presents a real chal-
lenge to network administrators and service providers who must provide reliable bandwidth
and guaranteed service levels to network users in an environment of finite resources.

The ability to identify users on the network and give them controlled access to network re-
sources is generally referred to as policy-based networking. The basic policy-based network
architecture is defined in RFC 2753 [1].

This Master’s thesis describes the implementation of Policy Management Tool (PMT) for
bandwidth provisioning. According to IETF (Internet Engineering Task Force) the policy
management tool is responsible for such functions as policy editing, policy representation,
rule translation, rule validation and conflict resolution. The goal of this thesis was to exam-
ine a policy-based network by implementing a policy management tool client and testing it
as part of a policy-enabled network. The thesis was done as part of the ICEFIN project at
Tampere University of Technology, Institute of Communications Engineering.

The structure of this thesis is as follows. A brief introduction to quality of service, general
concepts of differentiated services and different Per-Hop Behaviors (PHBSs) are presented
in Chapter 2.

Chapter 3 describes Extensible Markup Language (XML) and gives an introduction to ele-
ments and attributes used to define a Document Type Definition (DTD). The Policy Man-
agement Tool implementation uses policy DTD and XML data to represent high-level poli-



cies.

Chapter 4 describes Lightweight Directory Access Protocol (LDAP) and LDAP directory
service. LDAP section also gives a brief introduction to elements and attributes used to
define new LDAP schemas. The PMT implementation uses LDAP directory service to

store high-level policies.

The policy-based networking framework designed by IETF's RAP working group is de-
picted in Chapter 5, and Chapter 6 describes COPS (Common Open Policy Service) proto-
col developed in the RAP working group. The COPS is a protocol for exchanging network
policy information between different policy-based network elements.

An implementation of the architecture in general, and specifically the implementation of
the Policy Management Tool are described in Chapter 7. Finally, Chapter 8 summarizes the

thesis.



2 Differentiated Services

2.1 Introduction

Present-day Internet only provides best-effort service. Traffic is processed as quickly as
possible but there is no guarantee as to timeliness or actual delivery. With the transformation
of the Internet into a commercial infrastructure, demands for service quality have rapidly

developed.

Today'’s IP networks are large complex systems consisting of many different services. New
multimedia applications need real-time performance guarantees such as bounded delay and
minimum throughput. The current Internet does not support these Quality Of Service (QoS)

parameters and it is a real challenge to integrate them in the existing architecture.

The differentiated services (DiffServ) architecture proposes the use of a well-defined set of
building blocks from which a variety of services may be built. The DiffServ architecture
was designed by the Internet Engineering Task Force’s (IETF) DiffServ working group [2].
DiffServ Architecture is defined in RFC 2474 [3] and RFC 2475 [4]. In this architecture,
each packet carries an information (DiffServ byte) used by each hop to give it a particu-
lar forwarding treatment in a DiffServ-aware router. DiffServ mechanisms allow network
providers to allocate different levels of service to different users of the Internet.



2.2 Differentiated Service field

Currently the IP version 4 (IPv4, RFC 791 [5]) header includes a Type of Service field
(ToS, Figure 2.1) intended to indicate the Quality of Service (QoS) Internet packets should
receive. QoS quantifies delay, throughput and reliability that an IP or packet stream is

receiving.

0|12 (3 |4 |5 |6 |7

precedence D | T |[R |C |0
Figure 2.1: The ToS octet as defined in RFC 1349 [6]

The first 3 bits, labelegrecedencen Figure 2.1, are assigned to represent the packet’s
precedence (relative priority), the next 4 bits, labeled D,T,R,C in Figure 2.1, indicate the
desired type in routing/forwarding service. ToS bits are marked in the table as follows:
D for minimize delay, T for maximize throughput, R for maximize reliability and C for
minimize cost. The last bit was specified to be always zero.

O|1 2 |3 4|5 |6 |7

DSCP CuU
Figure 2.2: The DiffServ field defined in RFC 2474 [3]

In DiffServ, the 8-bit Type of Service (ToS) field in the IPv4 header is replaced by the
Differentiated Services field (DiffServ field, Figure 2.2). The DiffServ field is defined in
RFC 2474 [3]. The DiffServ field contains a value that DiffServ-enabled routers use to
determine a specific forwarding treatment at each node along a traffic path. The treatment
given to a packet with a particular DiffServ codepoint is called a per-hop behavior (PHB,
see section 2.4) and is administered independently at each network node. The first six bits
of the DiffServ field contain the DiffServ codepoint (DSCP). The DSCP indicates the PHB
used at each DiffServ-aware node. The last two bits in the DiffServ field are designated
Currently Unused (CU), and support non-DiffServ-enabled devices that use the original

ToS byte to determine the forwarding treatment.
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2.3 Architecture

A network using particular DiffServ mechanisms to provide edge-to-edge QoS is referred to
as a differentiated services domabiffServ domaiip A differentiated services domain can
represent different administrative domains or autonomous systems, different trust regions,
different network technologies, hosts and routers, etc. Edge routers surrounding a DiffServ
domain are known as DiffSeoundary nodesCore routers providing transit service are
known as DiffServinterior nodes Figure 2.3 depicts this architecture. Boundary nodes
are pictured with the symbd@N, interior nodes witiN, Non-DiffServ nodes witiN and
customer equipment witGE. Customer equipment is a common term for servers, desktop

computers, VoIP phones etc.

DiffServ domain

Figure 2.3: DiffServ — basic architecture

DiffServ boundary nodes sit at the edges of a DiffServ domain. DiffServ boundary nodes
function as both DiffServ ingress and egress nodes for different directions of traffic flows
(Figure 2.4). When functioning as a DiffServ ingress node, a DiffServ boundary node is
responsible for the classification, marking, and possibly conditioning of ingress traffic. It
classifies each packet based on an examination of the packet header, and then writes the

-

DiffServ interior nodes select the forwarding behavior applied to each packet, based on an

DSCP to indicate one of the PHB supported within the DiffServ domain.

} Boundary Node }—> Boundary Node {

Figure 2.4: Ingress and Egress nodes

Ingress

—

Egress

examination of the packet’s DSCP. DiffServ interior nodes map the DSCP to one of the
PHB groups supported by all of the DiffServ interior nodes within the DiffServ domain.
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2.4 Per-Hop Behaviors

A per-hop behavior (PHB) is a description of the externally observable forwarding behav-
ior of a DiffServ node applied to a particular DiffServ behavior aggregate [3]. Behavior
Aggregate is a collection of packets with the same codepoint crossing a link in a particular
direction. The concept of forwarding behavior can be interpreted to mean those aggregate
actions that interior nodes perform with packets having a similar codepoint in the DiffServ
field. The DiffServ architecture supports the delivery of scalable service discrimination
based on this hop-by-hop resource allocation mechanism. PHBs are usually needed in cases
when several behavior aggregates are competing on resources in a node, which is then able
to make service discrimination based on the defined PHBs in that DiffServ node.

The DiffServ working group has defined three PHBs that have a recommended codepoint
for mapping. The Expedited Forwarding (EF) PHB, the Assured Forwarding (AF) PHB
group, and the Default (BE) PHB.

The EF PHB can be used to implement a low latency, low jitter, low loss, end-to-end service
such as a virtual leased line (VLL). AF is a family of PHBs, called a PHB group, that is
used to classify packets into various drop precedence levels. The drop precedence assigned
to a packet determines the relative importance of a packet within the AF class. The BE PHB
Is the traditional best-effort service model.

2.4.1 Default PHB

RFC 1812 [7] specifies the default PHB as the conventional best-effort (BE) forwarding
behavior. When no other agreements are in place, all packets are assumed to belong to this
traffic aggregate. A packet assigned to this aggregate may be sent into a network without
following any specific rules, and the network will deliver as many of these packets as fast
as possible. The recommended DSCP for the default PHB is 000000b.



2.4.2 Expedited Forwarding PHB

RFC 3246 [8] specifies the EF PHB. The EF approach is to divide packets into two classes.
Most packets are forwarded using the best effort available under current network condi-
tions. A small subset of network traffic is given a special EF codepoint. This subset of
traffic provides the highest QoS possible. Expedited Forwarding PHB is suggested for ap-
plications that require a hard guarantee on the delay and jitter. Typically mission critical
applications such as Voice over IP (VolP), video, and online trading applications would
require this service.

EF Pipe
EF marked packets Total Bandwidth \*@—V EF marked packets
BE packet
— >(BEpackels

BE packets
Dropped BE Packets

Figure 2.5: Virtual leased line using EF

The EF PHB is designed to provid@w loss low delay low jitter andassured bandwidth
end-to-end service. In effect, the EF PHB simulates a virtual leased line to support highly
reliable voice or video and to emulate dedicated circuit services.

Figure 2.5 depicts a virtual leased line using EF. All the packets marked with EF PHB are
forwarded and some of the BE packets on the network are dropped to make room for EF
marked packets when congestion arises.

The Expedited Forwarding treatment polices and drops packets on a network boundary
nodes’ ingress interface, and shapes traffic on egress interface to make sure that the connec-
tion to the next provider is at the same priority level. The recommended DSCP for the EF
PHB is 101110b.



2.4.3 Assured Forwarding PHB

The Assured Forwarding PHB Group is defined in RFC 2597 [9]. Assured forwarding
groups packets into one of four classes. Each class has three drop precedencievevels,
mediumandhigh. Each class or type of traffic is independent of the other classes and can
have its own unique drop precedence. In case of congestion, the drop precedence of a
packet determines the relative importance of the packet within the AF class. A congested
DiffServ node tries to protect packets with a lower drop precedence value from being lost
by preferably discarding packets with a higher drop precedence value.

AF provides forwarding of IP packets in four independent AF classes. Within each AF
class, an IP packet is assigned one of three different levels of drop precedence. An IP
packet that belongs to an AF classind has drop precedengds marked with the AF
codepointAF;;, wherel < ¢ < 4andl1 < j < 3. Currently, four classes with three
levels of drop precedence in each class are defined for general use. Table 2.1 describes the
codepoints defined for AF PHB.

Drop precedence class1 | class2 | class3 | class 4
low 001010b| 010010b| 011010b| 100010b
medium 001100b| 010100b| 011100b| 100100b
high 001110b| 010110b| 011110b| 100110b

Table 2.1: AF PHB Codepoints




3 Extensible Markup Language

3.1 Introduction

Extensible Markup Language (XML) [10] is a subset of the Standardized Generalized
Markup Language (SGML) [11]. Markup languages (such as HTML, XML, or SGML)
are designed to add structure and convey information about documents and data. XML
provides an application independent way of sharing data. In markup languages, the main
mechanism for supplying structural and semantic information is by decorating the docu-
ment with elementsncluding astart tag optionally some content, and &md tag For
example the tags used to markup HTML documents and the structure of HTML documents
are predefined. XML allows the author to define his own tags and his own document struc-
ture using XML building blocks.

An XML document primarily consists of a strictly nested hierarchy of elements with a
single root. Elements can contain character data, child elements, or a mixture of both
(see Section 3.3). In addition, they can have attributes (see Section 3.4). Child character
data and child elements are strictly ordered; attributes are not. Section 3.2 describes how to
create a new grammar (known as a Document Type Definition (DTD) ) for XML documents
using elements and attributes. The names of the elements and attributes and their order
in the hierarchy form the XML markup language used by the document (see example in
Section 3.6). This language can be defined by the document author or it can be inferred
from the document’s structure.



3.2 Document Type Definition

The XML document grammar is described usinD@cument Type DefinitioDTD) [10].

The DTD describes allowable elements and attributes in the XML document. Elements
are described in Section 3.3 and attributes are described in Section 3.4. The DTD also de-
scribes the structure of those elements and attributes. An XML document that is structured
according to the rules defined in the XML specification is termedl formed An XML
document is well-formed if it contains at least one unique root element which contains the
whole document and all the tags are correctly nested. The root element also must have
correct opening and closing tags. In addition all the tags and attributes must conform to
the rules for writing tags, and all the values of the attributes must be quoted. In addition to
being well formed, an XML document can alsovsdid. A valid XML document must con-

tain a DTD, and the grammar of the document must conform to that specified in the DTD.
The process of testing to make sure that an XML document conforms to the description of
the grammar described in the DTD is commonly ternaatidation

A DTD can be either internal or external. An internal DTD actually places the structure
within the XML document. While this makes it very simple to validate the document, the
DTD is not reusable — it must be included with every XML document. An external DTD is
stored separately from the XML document, and the document points to the DTD via a line
at the beginning of the XML document.

When using internal DTD’s the DTD must be placed between the XML declaration and the
first element (root element) in the document. The keyword DOCTYPE must be followed
by the name of the root element in the XML document and keyword DOCTYPE must be in
upper case (see example in Section 3.6).

An external DTD is stored separately from the XML document. The XML document points
to the external DTD via a DOCTYPE line at the beginning of the XML document. External
DTD’s are useful for creating a common DTD that can be shared between multiple doc-
uments (see Appendix B). Any changes that are made to the external DTD automatically
updates all the documents that reference it. Internal DTD declarations have priority over
external DTD declarations. Each XML document can be associated with exactly one DTD
using DOCTYPE declaration.

10



3.3 XML Elements

XML consists of many building blocks such as elements and attributes. Elements are the
fundamental building blocks of XML data. Elements are logical units of information in

a DTD - they represent information objects. Elements either contain information (text),
or have a structure of subelements. Any useful document will include several element
types, some nested within others usaohgice listssequence listandcardinality operators
Choice lists are described in Section 3.3.6, sequence lists in Section 3.3.5 and cardinality
operators in Section 3.3.8.

Inthe DTD, XML elements are declared with an element declaration. Figure 3.1 depicts an

element declaration syntax.

<IELEMENT element—name (element-type) >

Figure 3.1: Element Declaration

Element-namés the name of the element in XML document aldment-typeepresent a
piece of information for that element. Element declaration must end withsthelfaracter.

<IELEMENT element-name "ANY’

=~ 'EMPTY’

MIXED

CHILDREN

—* ’'CHARASTER’

Figure 3.2: Element Declarations

Element may have different element types (see Figure 3.2). Usually element type is ei-
ther EMPTY (see Figure 3.4) or character element type (PCDATA/CDATA). Element type
EMPTY is described in Section 3.3.2 and character element type is described in Sec-
tion 3.3.3. Element may also have child elements. Child element type is described in
Section 3.3.4. Other element types are ANY (see Section 3.3.1) and mixed content (see
Section 3.3.7).

11



3.3.1 Element type ANY

Element type ANY may contain any well-formed XML data. Element type ANY means
that the element can contain zero or more child elements of any declared type, as well as
character data.

<IELEMENT element-name (ANY?) >

Figure 3.3: Element type ANY

Figure 3.3 depicts element type ANY declaration. Element type ANY can include character
data, other elements, comments and anything else as long it is well-formed. Element type
ANY should be avoided because it entirely defeats the purpose of using a DTD.

3.3.2 Element type EMPTY

Sometimes an element has no data. Element type that does not contain any data is called
EMPTY element. Figure 3.4 depicts EMPTY element declaration. EMPTY element means
that the element has no child elements or character data and it is used only as a holder for
attributes.

<IELEMENT element-name (EMPTY?) >

Figure 3.4: Element type EMPTY

Empty elements can be used for configuration files that use name-value pairs. For example:
<IELEMENT BandwidthAllocationRequest EMPTY>
<IATTLIST BandwidthAllocationRequest

Slald CDATA #REQUIRED

Barld CDATA #REQUIRED
>

ElementBandwidthAllocationRequest declared as EMPTY element type but it is also
used as a holder for attribut&$ald andBarld. Attributes are described in Section 3.4.
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3.3.3 Character element type

Character element type is one of the fundamental data types in XML. Character types can
parsed by the parser (PCDATA) or ignored by the parser (CDATA). PCDATA stands for
parsed character datand CDATA stands focharacter datahat contains no mark-up.

<IELEMENT element-name ('CHARACTER’) >

Figure 3.5: Character element type

3.3.4 Child elements

Complex XML documents also need child elements. Child element types are declared using
parentheses in the parent element type’s declaration. For example:

<IELEMENT parent_name (child_name)>
<IELEMENT child_name allowable_contents>

In this example there must be one child element and the child element must contain some
well-formed data. The child element must be declared in a separate element type declara-
tion. Child elements may be constrained to appear in a specific sequeegeece lissee
Section 3.3.5) and/or limited to list of several mutually exclusive choicksi¢e list see
Section 3.3.6). The number of occurrences of a given child element may be specified using
single charactetardinality operator Cardinality operators are described in Section 3.3.8.

3.3.5 Sequence list

Sequence list can be used separating child elements with comma (,) operator.
<IELEMENT parent_name (child1_name,child2_name)>

<IELEMENT childl_name allowable_contents>
<IELEMENT child2_name allowable_contents>

In the example above, there must be two child elements, and they must always appear in

the sequence shown in the declaration.
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3.3.6 Choice list

XML document can also use choice lists. Choice lists are described using vertical bar (|).
Using choice list, only one of several child elements is permitted.

<IELEMENT parent_name (childl_name]|child2_name)>
<IELEMENT childl_name allowable_contents>
<IELEMENT child2_name allowable_contents>

In the example above, there may be two child elements. In this case the child elements’
order is not important. The parent element can consists child1l element or child2 element.

Combining choice lists and sequence lists is also permitted. Using both of these two types
provides a very powerful and complex content model for describing elements in XML.
These combinations can be nested using additional pairs of parentheses but parentheses
must always be matched in pairs.

3.3.7 Mixed content

Mixed content can be used using character element type and child elements together. If
character element is present, the element type is either mixed or character element type.

The absence of character element type indicates that element type is element only.

<IELEMENT element_name (character_type | childl_name | child2_name)>

In the example above elemeslement_nameées declared using choice list, character ele-
ment and child elements. If element is declaredrased contentthe declaration must
place character element type first in the group and the group must be a choice list. Such
groups are generally referred torasxed contenfas opposed to element-only groupsebr

ement contentTechnically, mixed content refers to any element containing character data.
A mixed element is of very limited usefulness. It is usually better to place the text in an

attribute and use a standard element declaration as described above.
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3.3.8 Cardinality operators

Cardinality operators define how many child elements may appear in a declaration. In
XML, cardinality operators arguestion mark?), asterisk(*) and plus(+).

Question markndicates that a child element is optional and single-valued (zero to one)
which means that the child element can appear at most once, but may not appear at all.

Asteriskindicates that the child element is optional and multi-valued (zero to many) which

means that the child element can appear multiple times, but may not appear at all.

Plus indicates that the child element is mandatory and multi-valued (1 to many) which
means that the child element may appear multiple times, but must appear at least once.

The absence of cardinality operator means that there must always be exactly one of each
of a child elements. This means that all child elements are required. Sequence lists and/or
choice lists can be used together with cardinality operators.

<IELEMENT A ( (B|C)?, D+, E*, F )>
<IELEMENT B #PCDATA>
<IELEMENT C #PCDATA>
<IELEMENT D #PCDATA>
<IELEMENT E #PCDATA>
<IELEMENT F #PCDATA>

The example shown above uses cardinality operators, choice lists and sequence lists. Ele-
ment A contains child elements B,C,D,E and F. Child elements B and C are described in a
choice list and there may be only zero or one of elements B and C. In this case the child
elements’ order is not important because we are using choice list. The rest of the elements
are in a sequence list and in this case the child elements order must always appear in the se-
guence shown in the declaration. There must be one or more child element D, zero or more
child element E and one and only one of child element F. So combination of choice lists,
sequence lists and cardinality operators provides for very powerful and complex element
declaration.
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3.4 XML Attributes

XML attributes are normally used to describe XML elements, or to provide additional infor-
mation about elements. XML elements can have attributes only in the start tag. Attributes
can be used to describe the meta-data or properties of the associated element. Attributes are
also an alternative way to markup document data. Element attributes are described using
the ATTLIST declaratiorisee Figure 3.6).

3.4.1 ATTLIST declaration

Inthe DTD, XML element attributes are declared with an ATTLIST declaration. Figure 3.6
depicts an attribute declaration syntax.

<IATTLIST H element-name }—,‘ attribute_name }—,‘ attribute_type H default_value >

Figure 3.6: ATTLIST Declaration [10]

ATTLIST declaration defines the element which can have the attribute, the name of the
attribute, the type of the attribute, and the default attribute value. XML attribute types are

described in Table 3.1 and default values are described in Section 3.4.2. More detailed
information for attribute defaults and attribute types are described in XML standard [10].

Values Description

CDATA The value is character data

(evallevall..) | The value must be an enumerated value
ID The value is an unique id

IDREF The value is the id of another element
IDREFS The value is a list of other id’s

NMTOKEN | The value is a valid XML name
NMTOKENS | The value is a list of valid XML names
ENTITY The value is an entity

ENTITIES The value is a list of entities
NOTATION | The value is a name of a notation

xmil: The value is predefined
Table 3.1: Attribute type values [10]
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3.4.2 Attribute default values

There are four different attribute defaults in XML.

#DEFAULT

means that the attribute must have a value every time this element is listed. Although there
is no default value provided by the DTD, the attribute when actually implemented in an
XML document must define a value.

#FIXED

Sometimes it is wanted to provide a default value that the document author may not modify.
In that case, #FIXED attribute default can be used. An attribute declaration may specify
that an attribute has a fixed value. In this case, the attribute is not required, but if it occurs,
it must have the specified value.

Values Description

#DEFAULT value | The attribute has a default value
#REQUIRED The attribute value must be included in the element
#IMPLIED The attribute does not have to be included

#FIXED value The attribute value is fixed
Table 3.2: Attribute default values [10]

#IMPLIED

The attribute value is not required, and no default value is provided. If a value is not
specified, the XML processor must proceed without one.The processor ignores this attribute
unless it is used as part of this element. It does not assume any default value.

#FIXED value

An attribute can be given any legal value as a default. The attribute value is not required
on each element in the document, but if it is not present, it will appear to be the specified
default. Value (default values) provides a default value for that attribute. If the attribute is

not included in the element, the processing program assumes that this is the attributes value.
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3.5 XML declaration components

Every XML document should use an XML declaration, to state its nature to XML document
readers. XML declaration components are described in Table 3.3. Editors, browsers and
document processors use the declaration to determine how a document should be processed.
The declaration becomes increasingly important with large and complex documents but
should also be used in smaller and experimental documents. The XML declaration includes
information on markup language, markup language version, presence of external markup
declarations and character encoding.

Component | Description

<?xml Starts the XML declaration.

version XML 1.0 is the current and only version of XML.
standalone | Specify whether external markup declarations may exist.
encoding Specify the character encoding.

?> Closes the XML declaration.
Table 3.3: XML declaration components [10]

<?xml version="1.0" standalone="no"?>

In the example above xml version 1.0 is used and external markup declarations may exist.
Currently XML version 1.0 is the only version of XML. XML declaration must be situated

at the first position of the first line in the XML document and the version number attribute
Is mandatory. If other attributes are declared (standalone or encoding) in an XML declara-
tion, they must be placed so thetindaloneattribute is first angtncodingattribute is next
(attribute order can shown in Table 3.3).

Most common encoding character sets are:

UTF8, UTF16, 1ISO10646UCS2, 1SO10646UCS4, 1SO88591 to 1SO88599, 1SO2022JP,
Shift_JIS, EUCJP.

For a full list of encodings check the IANA's website [12].

More detail information for XML declaration components is described in XML stan-
dard [10]
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3.6 Simple DTD example

This is a very simple example of DTD data within the doctype declaration:

<IDOCTYPE top [

<IELEMENT top ( ServiceLevelAgreement )>
<IELEMENT ServicelLevelAgreement (#PCDATA)>
1>

1. IDOCTYPEis the tag for starting a document type declaration, which specifies the
type of document that is validating against. It contains either the validation data or a
pointer to the location of that data.

top is the name that is given this type of document

[ announces the beginning of DTD data

IELEMENT starts the element definition.

ServicelLevelAgreement is the name given to the element. This will be the tag
used in XML document.

(#PCDATA) describes the type of data that will be contained in the element. In this
example, the data will be "Parsed Character DatdPEDATA This basically means
textual content.

] ends the set of DTD data.

8. >ends the IDOCTYPE tag.

o ahrowbd

N

In the DTD shown above, the language contains two eleme&psindServiceLevelAgree-
ment Thetop element (root element) contains a sin§kerviceLevelAgreemeakement.

The same example using external DTD can be made for example:

<?xml version="1.0"?>

<IDOCTYPE top SYSTEM "policy.dtd">

<top>

<ServiceLevelAgreement Slald="FASTER_DEMO"
</top>

wherepolicy.dtdconsist declaration for elemerttsp andServiceLevelAgreement

The external DTD used in Policy Management Tool (policy.dtd) is much more complex and
it is defined in Appendix B. The main reason to explicitly define the document type defini-

tion (DTD) is that documents can be checked to conform to it. For example, if a document
type definition is defined for thep, authors using this DTD could use a validating parser

to ensure that their documents are similar to the document type definition.
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4  Lightweight Directory Access Protocol

4.1 Introduction

The Lightweight Directory Access Protocol (LDAP) is an open standard protocol for ac-
cessing on-line directory services. Currently, the LDAP has two versions, version 2 (v2)
and version 3 (v3). The LDAP v2 is the original version when LDAP was developed. It

is defined in the RFC1777 [13] specification. The LDAP v3, defined in RFC2251 [14], is
designed to provide more security (see Section 4.9) and other functions that the LDAP v2
lacks. LDAP runs directly over Transmission Control Protocol (TCP), and can be used to
access a stand-alone LDAP directory service or to access a directory service that is back-
ended by X.500 (see Section 4.2).

4.2 History

LDAP was originally developed as a front end to X.500, the OSI directory service. X.500
defines the Directory Access Protocol (DAP) for clients to use when contacting directory
servers. DAP is a heavyweight protocol that runs over a full OSI stack and requires a sig-
nificant amount of computing resources to run. LDAP runs directly over TCP and provides
most of the functionality of DAP at a much lower cost. This use of LDAP makes it easy to
access the X.500 directory.
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4.3 Directory Entry

The LDAP information model is based on directory entri€ntry is the basic building

block of a directory. Each directory entry contains one or more attributes aatirdoute

(see Section 4.8.1) contains type and one or more values. The types are typically mnemonic
strings, likecn for common name, omail for email address. The values depend on what
type of attribute it is.

LDAP Directories can hold information on entries of any kif@bjectclasss a special at-
tribute that tells the LDAP server which attributes are required and which attributes may be
allowed in a particular LDAP entry. The objectclass attribute supports the object-oriented
concept of inheritance in that you can create a new objectclass that inherits all of the re-
quired and allowed attributes of its parent.

Typical information about the entries includes email addresses, fax and telephone numbers,
photographs, security information (public key certificates and passwords), as well as an
object’s capabilities and the policies that control them. Table 4.1 depicts an LDAP entry.

Name Value
dn: uid=majis,ou=cs,ou=tut,dc=fi
cn: Juha Majalainen
mail:  majis@cs.tut.fi
telePhoneNumber: +358 40 8376125
uid: majis
Table 4.1: LDAP Entry

4.4 Directory Service

A directory is used to record information about a particular group of entr@sectory
servicestores and retrieves information from the directory on behalf of a set of authorized
users. A directory is a specialized database optimized for reading, browsing and searching.
Directories are tuned to give quick response to high-volume lookup or search operations.
They may have the ability to replicate information widely in order to increase availabil-
ity and reliability, while reducing response time. Directories tend to contain descriptive,
attribute-based information and support sophisticated filtering capabilities.
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4.5 Directory Information Tree

Each entry must have a uniqgue name called a distinguished name (DN). The full DN format
Is described in RFC2253 [15]. The DN describes the path to an entry in an LDAP directory.
The DN is constructed by taking the name of the directory entry itself called the Relative
Distinguished Name or RDN and concatenating the names of its ancestor entries. RDN
is the left-most component of a distinguished name. It must be an unique element in its
location in a directory tree. For example a DN uid=majis,ou=cs,ou=tut,dc=fi have a RDN
uid=majis (see Figure 4.1).

Directory entries are organized as a simple tree-like hierarchy, which is called Directory
Information Tree (DIT, see Figure 4.1). The topmost level is the root or the source directory,
which is generally the domain name component of a company, organization or a country
(dc=fi). This level branches out to organizational units like departments (ou=tut), branches
(ou=cs), divisions, etc. Below that are entries for individuals with common name, such as

users (uid=majis), specific network resources.

|

Root DSE

de=fi Q de=net

ou=tut

|

The Country

The Organization

|

dn: de=fi ‘

Organizational Unit
ou=atm

dn: ou=tut,dc=fi ‘
Person uid=majis
\ dn: ou=cs,ou=tut,dc=fi

dn: uid=majis,ou=cs,ou=tut,dc=fi

cn: JuhaMajalainen

J

mail: majis@cs.tut.fi
telePhoneNumber: +358 40 8376125
uid: majis

Figure 4.1: LDAP Directory Information Tree
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4.6 LDAP Client-Server Model

An LDAP directory service is based on a client-server model. One or more LDAP servers
contain the data elements that form the directory tree. Client-Server configuration without
any referrals is described in Figure 4.2. réferral is an entity that is used to redirect a
client’s request to another server. A referral contains the names and locations of other
entries. It is sent by the server to indicate that the information that the client has requested
can be found at another location (or locations), possibly at another server or several servers.

) 1. Request

Client Server
2. Response
L

Figure 4.2: Client-Server configuration

In the example in Figure 4.2 the LDAP client connects to the LDAP server to obtain a set of
information or to request the server to perform an operation. After that the server performs
the operation or provides the requested information. If the server is unable to fulfill the
client request, it refers the client to another LDAP server that might be able to perform the
requested tasksdferral). A global directory service enables the LDAP client to connect
to any available LDAP server when accessing a specific LDAP directory tree.This is an
important feature of a global directory service, like LDAP. Client-Server configuration with
referrals is described in Figure 4.3.

3. New Request from Superior Server

Superior Server

] L Request

Client Server

2. Referra
L

Figure 4.3: Client-Server configuration with referrals
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4.7 LDAP Operations

LDAP functional model Determines how clients access and update information in an LDAP
directory, as well as how data can be manipulated. LDAP offers nine basic functional
operations: Add, delete, modify, bind, unbind, search, compare, modify DN (distinguished
name), and abandon. Basic LDAP commands are described in Figure 4.2. Add, delete,
and modify operations govern changes to directory entries. Bind and unbind operations
enable and terminate the exchange of authentication information between LDAP clients
and server, granting or denying end-users access to specific directories. Search operation
locates specific users or services in the directory tree. Compare operation allows client
applications to test the accuracy of specific values or information using entries in the LDAP
directory. Modify DN operation makes it possible to change the name of an entry and
abandon operation allows a client application to tell the directory server to drop an operation

in progress.
LDAP command | Description
add Add a new directory entry
delete Delete a particular directory entry
modify Modify a particular directory entry
bind Start a session with an LDAP server
unbind End a session with an LDAP server
search Search the directory for matching directory entry’s
compare Compare one directory entry to a set of data
modify DN Rename or modify the distinguished name of a directory entry
abandon Abandon an operation previously sent to an LDAP server

Table 4.2: Basic LDAP commands

A typical LDAP exchange between a client and server might consist of the following steps:

1. The client opens a TCP connection to an LDAP server and submits a bind request.
The bind operation includes the name of the directory entry as well as the credentials
that will be used to authenticate the client. Credentials can be a simple password or a
digital certificate.

After verifying the bind credentials submitted by the client, the server notifies the
client that the bind operation has been successfully completed.

The client submits a search request to the server.

The server performs the search request and returns the matching entries to the client.
The client submits an unbind request to the server and closes the connection.

The server fulfills the unbind request.

N

ook w
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4.8 Schema Specification

The LDAP schema is the definition of what can be stored in the directory. The basic thing
in an entry is amttribute (see Section 4.8.1). Each attribute is associated with a syntax
that determines what can be stored in that attribute (plain text, binary data, encoded data of

some sort), and how searches against them work (case sensitivity, for example).

An objectclass(see Section 4.8.2) says what other attributes can or should be present.
Schema may be extended to support additional syntaxes, matching rules, attribute types,
and object classes (see Section 4.8.3).

4.8.1 Attribute Type Specification

An attribute type definition specifies the attributes syntax and how attributes of that type are
compared and sorted. The attribute types in the directory form a class hierarchy.

|dentifier Description

NUMERICOID (mandatory) | AttributeType identifier

NAME name used in AttributeType

DESC description

OBSOLETE true if obsolete; false or absent otherwise
SUP derived from this other

EQUALITY Matching Rule name

ORDERING Matching Rule name

SUBSTRING Matching Rule name

SYNTAX Numeric OID of the syntax of values of this type
SINGLE-VALUE default multi-valued

COLLECTIVE default not collective
NO-USER-MODIFICATION | default user modifiable

USAGE Description of attribute usage

Table 4.3: Attribute TypeDescription

Table 4.3 correspond to the definitionAttribute TypeDescriptiomn RFC2252 [16].

attributetype ( <oid>

NAME ‘Slald’

EQUALITY octetStringMatch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )
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For example attributetyp8laldis a single valued octet string.

4.8.2 Object Class Specification

All LDAP entries in the directory are typed. That s, each entry belongs to object classes that
identify the type of data represented by the entry. The object class specifies the mandatory
and optional attributes that can be associated with an entry of that dgsctclasss a
special attribute that tells the LDAP server which attributes are required and which attributes
may be allowed in a particular LDAP entry. The objectclass attribute supports the object-
oriented concept of inheritance in that you can create a new objectclass that inherits all of
the required and allowed attributes of its parent. An objectclass is similar to a table in a

relational database.

Identifier Description

NAME Objectclass identifier

DESC Description

OBSOLATE true if obsolate, false or absent otherwise
SUP Superior Objectclass

ABSTRACT see RFC 2252.
STRUCTURAL | see RFC 2252.
AUXILIARY see RFC 2252.
MUST Attributes that must be present

MAY Attributes that may be present
Table 4.4: ObjectClassDescription

Table 4.4 correspond to the definition ObjectClassDescriptiom RFC2252 [16]. The
format for representation of object classes is defined in X.501 [17]. In general every entry
will contain an abstract clas$of or alias), at least one structural object class, and zero or

more auxiliary object classes.

objectclass ( <oid>

NAME 'ServiceLevelAgreement’
SUP top
STRUCTURAL

MUST Slald)

For example objectclasServiceLevelAgreemerg structural objectclass and it has one

mandatory attribute Slald.
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4.8.3 Subschema

LDAP v3 specifies that each directory entry may contain an operational attribute that iden-
tifies its subschema subentry. A subschema subentry contains the schema definitions for
the object classes and attribute type definitions used by entries in a particular part of the di-
rectory tree. If a particular entry does not have a subschema subentry, then the subschema
subentry of the root DSE is used. Root DSE is an entry that is located at the root of the DIT.

4.9 LDAP Security

To access the LDAP service, the LDAP client first masthenticate(see Section 4.9.1)

itself to the service. It must tell the LDAP server who is going to be accessing the data so
that the server can decide what the client is allowed to see and do. If the client authenticates
successfully to the LDAP server, then when the server subsequently receives a request from
the client, it will check whether the client is allowed to perform the request. This process is
calledauthorization(see Section 4.9.2).

4.9.1 Authentication

The authentication mechanisms supported in LDAP version 3 are anonymous, simple, and
the Simple Authentication and Security Layer (SASL) authentication. The SASL mecha-
nism is described by RFC 2222 [18]. SASL allows secure authentication and encryption
of the LDAP data between the client and the server. SASL acts as a security framework
and can be used with various security packages, such as Kerberos [19], Generic Security
Services API (GSSAPI) [20], or Transport Layer Security (TLS) [21].

4.9.2 Authorization

Authorization to LDAP directory entries is based on access control list (ACL). The ACL
Is composed of a series of access control instructions (ACIs) where the ACI is an attribute
that can be assigned to any directory entry. Access control is supported in different ways by
different LDAP server implementations. It is not discussed in more detail in this section.
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4.10 Directory Enabled Network

LDAP standard defines basic elements for a number of fundamental applications such as
white pages, e-mail, and user and group management. But as directories become increas-
ingly successful and the number of applications relying on them increases, there is a cor-
responding need for new schema. The Directory Enabled Networks (DEN) [22] initiative,
supported by numerous network software vendors, is a promising start.

DEN is an effort to define models and schema for network level devices and services, such
as routers, switches, and VPNs (virtual private networks). Through DEN, these devices and
services use LDAP to implement authentication and policy services. The DEN is one where
users and applications interact in a controlled way with network elements and network
services to provide predictable and repeatable services to users, while also strengthening
security and simplifying provisioning and management of network resources.
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5 Policy-Based Networking

5.1 Introduction

Mission-critical network applications such as Voice over IP (VolP) and video applications
coupled with the explosive growth of the Internet presents a real challenge to network man-
agers and service providers who must provide reliable bandwidth and guaranteed service
levels to network consumers in an environment of finite resources. Mission-critical applica-
tions are competing for bandwidth with low priority traffic such as FTP. Individual business
priorities must be defined to ensure minimum software requirements for high priority ap-

plications.

Defining a relationship between the needs of the network consumers and available resources
is the goal of Policy-Based Networking (PBN). The PBN framework is designed by the
IETF’s Resource Allocation Protocol working group (RAP-WG). The basic architecture is
defined in RFC 2753 [1].

Policy-based networking is the management of a network so that various kinds of traffic
such as data, voice, and video get the priority of availability and bandwidth needed to serve
the network’s consumers effectively. Usipglicy statement§see Section 5.3), network
administrators can specify which kinds of service to give priority at what times of day on
which parts of their network. This kind of management is often known as Quality of Service

(QoS) management.
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5.2 Policy Terminology

Terms commonly used with Policy-Based Management are defined in RFC 3198 [23] and
RFC 2753 [1].

According to RFC3198 [23] a policy can be defined from two perspectives: A policy can
be a definitive goal, course or method of action to guide and determine present and future
decisions. Policies are implemented or executed within a particular context. In the network
context policies can be defined as a set of rules to administer, manage, and control access

to network resources.

In this section policies are defined from two levelsow-Level Policiesand High-Level
Policies High-level policies are for the network administrators and low-level policies are
for the network devices. Sections 5.2.2 and 5.2.1 take a closer look at these two levels of

policy.

Section 5.3 describes a policy-based network elements and architecture. According to
IETF policy elements can be separated into Policy Enforcement Point (PEP), Policy De-
cision Point (PDP), Policy Repository and Policy Management Tool (PMT, see Section 7).
The PDP is a logical entity that makes policy decisions for itself or for other network el-
ements that request such decisions (see Section 5.3.3) and the PEP is a logical entity that
enforces policy decisions (see Section 5.3.4) made by P8Ry repositoryis a specific

data store that holdsolicy rules their conditionsandactions and related policy data (see
Section 5.3.2).

Policy ruleis a basic building block of a policy-based system. It is the binding of a set
of actions to a set of conditions - where the conditions are evaluated to determine whether
the actions are performed [23Policy conditionds a representation of the necessary state
and/or prerequisites that define whether a policy rules’ actions should be perfdraliey.
actionis a definition of what is to be done to enforce a policy rule, when the conditions of
the rule are met.
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5.2.1 High-Level policy

High-Level policies are specified in a format that is intuitive to a network administrator.
That means that policy definition must be done in terms that are familiar to the network
administrator.

The high-level policies required for network management can be specified in many differ-
ent ways. For example administrators can use XML (see Section 3) to specify high-level
policies. XML provides an application independent way of sharing data. Since XML is a

tagged syntax that allows the marking of different types of information, mapping from the

XML elements or attributes to high-level policies is relatively straightforward.

A high-level policy is usually quite static compared with the state of the network. The
configuration of a device within the network can change more dynamically as compared to
the high-level policy definition [24].

The IETF Policy work group [25] is defining a policy information model [26] to represent,
manage, share, and reuse policies and policy information in a vendor-independent, inter-
operable, and scalable manner (see Section 5.4).

5.2.2 Low-Level policy

Low-Level policies must be specified precisely and consistently for each device in the net-
work. Mapping from high-level policies to low-level policies is not so straightforward. A
low-level policy must be specified to a level of detail that can be understood by a network
element. From the point of view of network element, the policy must be specified with all
the details that is needed for the enforcement of a policy. The low-level policies must be
specified to match the device’s capabilities which means that each device needs the individ-
ual configuration of a specific device [24].
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5.3 Architectural Elements

A network policy statements a formal set of statements that define how the network’s
resources are to be allocated among its consumers. Consumers can be individual users,
departments, host computers, or applications. Resources can be allocated based on many
factors such as time of day and availability of resources. Allocation can be static or dy-
namic. In order for policies to be active in the network, a network administrator needs to

define them and the policy enforcement points need to enforce them.

Figure 5.1 depicts PBN architectural elements.

( Policy Enforcement Point )

L Policy Decision Point ]

Optional communication path

l— — — — — =

( Policy Repository j ( Policy Management Tool ]

!

Policy Specification

Figure 5.1: Architectural Elements [25]

High-Level policies and policy statements are created by network managers uRalg a

icy Management ToglPMT, see Section 7) and stored inPalicy Repository(see Sec-

tion 5.3.2). During network operation, the policies are retrieved from the policy repository
by aPolicy Decision Poin{PDP, see Section 5.3.3) and enforced totcy Enforcement

Point (PEP, see Section 5.3.4). More detailed information about Policy-Based Management

can be found in article [27].
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5.3.1 Policy Management Tool

An administrator uses the policy management tool to define the different policies that are
to be enforced in the network. The PMT needs to support the notion of policies specified as
high-levelabstractions as opposed to the policies specifiddvadevelabstractions. The
high-level policies are used to express a network administrators objectives, which are then
translated into a low-level policies that are interpreted by each of the devices.

High-Level Policies . .
Policy Editor

[ Rule Translation ]

[ Resource Discovery ]

v [ Policy Distributor ]

Low-Level Policies

Figure 5.2: Policy Management Tool

Figure 5.2 depicts the policy management tool components.

Policy Editor is the means by which an administrator can edit and input the high-level
policies within the network. It presents a user interface to network administrator. Policy
editor is optimized for ease of use using appropriate techniques to depict the structure of the
high-level policy information being entered at the level that is more human-friendly than
that represented in the low-level policy.

Therule translationcomponent is responsible for ensuring that the high-level policies are
mutually consistent, correct and feasible with the existing capacity and topology of the
policy-enabled network. Policies are considered inconsistent if they specify different con-
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flicting actions to be taken for the same traffic flow. The rule translation validates the syntac-
tic and semantic correctness of administrators input and checks that proper and acceptable
values are specified for the different parameters that constitute the high-level policies.

The capabilities and topology of the network must be known to determine which policies
are applicable to which set of policy targets. Topology of the network, the users and appli-
cations operational in the network is determined byrds®urce discovergomponent.

The policy distributoris responsible for that low-level policies are distributed topgbgcy
repositoryand detect when the stored policies are modified.

5.3.2 Policy Repository

The policy repository is used tstore the policies generated by the policy management
tool. Policies araetrievedby the policy decision point or policy enforcement point (see
Section 5.3). The central repository can be used to distribute and share the same policies
among multiple policy systems.

Among the various alternatives, the LDAP-accessible (see Section 4) directory is the major
contender. LDAP is the natural repository for policies. The directory service has a common
name space which means that policies defined for a component can be reused or shared by
other components.

LDAP directories are also hierarchical so policies can have precedence defined by their
position in the DIT (see Figure 4.1). The directory services are distributed databases with
master and slave concepts. The replication can be total or partial. The benefit is that the
policies can be located closer to where they will be enforced. The LDAP directory is also a

central repository. The benefit is that the policy is managed centrally, from a single point.

A schema (see Section 5.4) for storing policies in LDAP is under standardization at the
IETF’s Policy WG [25]. The LDAP mapping of the policies is specified in [28] and the
information model is defined in [26]. A policy is stored as multiple linked entries in the
directory. Each entry has generic attributes and specialized attributes for QoS, Security etc.
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5.3.3 Policy Decision Point

The PDP is responsible for interpreting the policies stored in the policy repository and en-
forcing them to PEP. The PDP acts as a central command center for policies in the network.

PDP

‘ Policy Rule Tracker ‘

A

Policy Repository %—»‘ Policy Rule Locator ‘4—»‘ State Resource Validation

A

‘ Policy Rule Transformation

A

\J

‘ Policy Enforcement Point ‘

Figure 5.3: Policy Decision Point

Figure 5.3 depicts the policy decision tool components. PDP consist four components:
policy rule locator policy rule transformationstate resource validatioand policy rule
tracker. Policy Rule locator component is the means by locating the set of policy rules that
is applicable to any PEP it is managing and retrieves the policy rules from the repository.

If PDP successfully retrieves the policies from the repository, it checks the current state
of the network and updates the local state repository using the state resource validation
component and also validates that the conditions required for the application of any policy

is satisfied.

The policy rule transformation component translates the set of rules it retrieves from the
policy repository to the format and syntax that is understood by the PEP. If the state resource
validation component allows more reservations the PDP enforces the translated set of rules
to the PEP. Using policy rule tracker component, The PDP monitors the repository keeping
track of the changes in the policies that might take place. Policy rule tracker also listens

notifications from the policy management tool.
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5.3.4 Policy Enforcement Point

A device that can apply end execute the different policies is known as PEP. The PEP is
responsible for executing the policies as defined by the PDP. It is also responsible for mon-
itoring any statistic or other information relevant to its operation and reporting it to the
appropriate places. The PEPs could be different devices, for example a network device
such as router or switch, a firewall, a server or a host system.

Policy Repository H Policy Decision Point ‘

A

‘ Policy Rule Transformation

H‘ Policy Rule Enforcer ‘

I
I
I
:
I
Hardware |
I
I
I
I
I
I

PEP

Figure 5.4: Policy Enforcement Point

Figure 5.4 depicts the policy enforcement point. The PEP consist at least two components
such agolicy rule transformatiortomponent angolicy rule enforcerromponent.

The policy rule transformation component translates the set of rules it retrieves from the
PDP to the format and syntax that is understood by the policy rule enforcer. The policy rule
enforcer executes the policies retrieved from the policy rule transformation component to
the format and syntax that is understood by the underlying hardware.

The policy rule enforcer is also responsible for monitoring any statistics or other informa-
tion relevant to its operation and for reporting it to the appropriate places.
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5.4 |ETF's Policy Schema

The IETF Policy work group [25] is defining a policy information model [26] to repre-
sent, manage, share, and reuse policies and policy information in a vendor-independent,
inter-operable, and scalable manner. Figure 5.5 depicts that model. The IETF has chosen
a rule-based policy representation in its specification. This model is an abstraction and
representation of the entities in a managed environment and is independent of any specific
repository, application, protocol, or platform. The policy classes and associations defined
in this model are sulfficiently generic to allow them to represent policies related to anything.
However, it is expected that their initial application in the IETF will be for representing
policies related to QoS and to IPSec.

System
PolicyGroup PolicyRepository
~ . .
PolicyRule PolicyAction

P

PolicyTimePeriodCondition

v

PolicyCondition

Figure 5.5: Overview of the Core Policy Classes and Relationships [26]

The IETF is also defining a mapping of that model to a directory schema [28] so that a
LDAP directory can be used as a repository. The policy model defines a policy rule and
its component policy conditions and policy actions. This model defines two hierarchies of
object classes: structural classes representing information for representing and controlling
policy data as specified in [26], and relationship classes that indicate how instances of the
structural classes are related to each other. Classes are also added to the LDAP schema to
improve the performance of a client’s interactions with an LDAP server when the client is
retrieving large amounts of policy-related information.
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The IETF has also defined extensions to that model called QoS Policy Information Model
(QPIM) [29], which contains a set of abstractions specific to differentiated services and in-
tegrated services management. That model presents an object-oriented information model
for representing policies that administer, manage, and control access to network QoS re-
sources.
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6 Policy Provisioning using COPS

6.1 Introduction

The COPS (Common Open Policy Service) protocol was developed in the Resource Al-
location Protocol (RAP) Working Group [30] of the IETF. The current COPS protocol is
specified in RFC2748 [31]. The COPS is a protocol for exchanging network policy infor-
mation between a policy enforcement point (PEP, see Section 5.3.4) and a policy decision
point (PDP, see Section 5.3.3).

The COPS protocol is a client/server model where the PEP (client) sends requests (see
Section 6.6.1) to the remote PDP and the PDP (server) returns decisions (see Section 6.6.2)
back to the PEP.

Section 6.2 takes a closer look in COPS (Common Open Policy Service) [31]. The COPS
runs directly over TCP which guarantees reliable exchange of messages between policy
clients and a server (see Section 6.3). Therefore, no additional mechanisms are necessary
for reliable communication between a server and its clients. Section 6.5 describes the use of
the COPS protocol for support of policy provisioning (COPS-PR) [32]. The data carried by
COPS-PR is a set of policy data known as a Policy Information Base (PIB, see Section 6.4)
and COPS-PR message content used for efficient transport of policy data is described in
Section 6.6.
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6.2 Common Open Policy Service

The COPS is a protocol for exchanging network policy information between the PEP and
the PDP. Figure 6.1 depicts the usage of various policy components in a typical COPS exam-
ple. COPS protocol provides message level security for authentication, replay protection,
and message integrity. The connection between the PEP and the remote PDP is reliable,
because the COPS uses TCP as its transport protocol. The PDP listens on a well-known
TCP port number (COPS=3288 [12]). The location of the remote PDP can either be con-
figured, or obtained via a service location mechanism. If the remote PDP is not available,
e.q. due to an network error, the PEP must try to connect to a remote backup PDP or revert
to a local PDP (LPDP). At the beginning the PEP initiates the TCP connection and after
that the communication between the PDP and the PEP is mainly stateful request / decision

exchange.
Network Node 1 Network Node 2 Network Node 3
Policy Server
PEP CopPs -m Cops PEP
LPDP LrDp

Figure 6.1: A COPS Usage [31]

The COPS protocol is stateful when request/decision state is shared between client and
server. This means that request from the PEP are installed or remembered by the remote
PDP until they are explicitly deleted by the PEP. At the same time, decisions from the
remote PDP can be generated asynchronously at any time for a current installed requests.
State from various events may also be inter-associated which means that the server may
respond to new queries differently because of previously installed Request/Decision state(s)
that are related. Additionally, the COPS is stateful in that it allows the server to push
configuration information to the client, and then allows the server to remove such state
from the client when it is no longer applicable [31].

The Figure 6.1 also depicts the framework of the policy-based admission control. The re-
sources are allocated or released inside a PEP. There is at least one policy server in each
policy domain. According to RFC3198 [23] administrative domain is a collection of ele-
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ments and services, and/or a portion of an Internet over which a common and consistent set
of policies are administered in a coordinated fashion.

6.3 Common COPS operations

The COPS protocol operates using a TCP connection between the PEP and the PDP. Fig-
ure 6.2 depicts standard COPS operations. The PEP connects to the PDP by using a
client-open message (OPN) that describes PEPs capabilities and the type of the policy de-
cisions it can enforce. Mandatory option for OPN messagé’iSP ID>. The PEP ID is

used to identify the PEP client to the remote PDP. The PDP responds with a client-accept

(CAT) message that contains parameters for maintaining connection between PEP and PDP.
Mandatory parameter for CA message&léeep alive Timer Value>

PEP PDP

CLIENT-OPEN (PEP ID)

CLIENT-ACCEPT (KA Timer)

KEEP-ALIVE ()

KEEP-ALIVE ()

REQUEST (Client Handle, Context)

Y

DECISION (Client Handle, Decision | Error)

REPORT (Client Handle, ReportType)

CLIENT-CLOSE (Error)

Figure 6.2: A standard COPS operations [31]

While the connection is open the PEP and the PDP exchange keep-alive (KA) messages, in
order to ensure that the PEP and the PDP are in consistent state. When the PDP receives
a KA message from a PEP, it echo a KA back to the PEP. When the PEP or PDP wants
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to terminate the connection, they exchange a client-close (CC) message. The CC message
includes the<Error> parameter to describe the reason for the close.

When a PEP needs a policy decision from the PDP it sends a COPS request (REQ) message
to the PDP. This message contafttontext> parameter information that is a configura-

tion request message. The PDP responds with a COPS decision (DEC) message advising
what action the PEP should take. The PEP reports the results of enforcing these decisions

to the PDP using a COPS report (RPT) message.

6.4 Policy Information Base

This section introduces the Policy Information Base (PIB) data transmitted by COPS-PR
(see Section 6.5) and COPS. The PIBs are defined using the Structure of Policy Provisioning
(SPPI) language. The SPPI language is defined in RFC3159 [33]. The SPPI uses the
adapted subset of SNMP’s [34] Structure of Management Information (SMI) [35] to write
Policy Information Base (PIB) modules. The structure of SPPI is specified by Abstract
Syntax Notation One (ASN.1) structures. ASN.1 is a standard [36] that defines a formalism
for the specification of abstract data types. It is a formal notation used for describing data
transmitted by telecommunications protocols.

} PRC} } PRI ‘

=]
—‘ PRC}—{ PRI

PRC

aiaksin

[ rre}—{ ]

Figure 6.3: The PIB Tree [32]

The idea behind the use of PIBs for COPS is a general way to specify policy information.
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The PIB can be described as a conceptual tree namespace where the branches of the tree
represent structures of data or Classes (PRCs), while the leaves represent various instantia-
tions of Provisioning Instances (PRIs). According to RFC3198 [23] PRC is an ordered set

of attributes representing a type of policy data and PRI is an instance of the PRC. Figure 6.3
depicts the PIB tree. Two PIB modules, the framework PIB [37] and the DiffServ PIB [38],

are needed in this content. More details on those modules can be found in the master’s
thesis of Jussi Lemponen [39] and details on the PIBs and SPPI can be found at the home
page of the Resource Allocation Protocol (RAP) working group [30].

6.5 COPS Usage for Policy Provisioning

COPS Usage for Policy Provisioning architecture is defined in RFC3084 [32]. COPS-PR is
optimized for provisioning policies across the PEP and the PDP, based on the requirements
defined in Resource Allocation Protocol working group [30]. The COPS-PR protocol is an
extension for the COPS protocol and it describe objects and the message formats used to
carry the modeled policy data (P1B, see Section 6.4).

Edge Device Policy Server

COPS REQ(Client Handle)

COPS DEC(Client Handle, Decision)

Figure 6.4: A standard COPS-PR operations [32]

COPS-PR operations are the same as in COPS because COPS-PR runs directly over COPS.
COPS operations are described in Section 6.3 and COPS-PR message contents are de-
scribed in Section 6.6. When the COPS connection is open (see Section 6.3), the PEP sends
COPS REQ message to the PDP and tells information about itself. This information can
include hardware type, software release, configuration information and so on. In response,
the PDP send COPS DEC message to PEP which contains all provisioned policies that are
currently relevant to that device. After that PEP maps them into its local QoS mechanisms,
and installs them.
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6.6 The COPS-PR Message Content

Because the COPS-PR messages form a hierarchical structure, it is easy to present them
with the Backus-Naur Form (BNF) notation. Table 6.1 in Section 6.6.1 depicts COPS-PR
request (REQ) message presented with the BNF notation and Table 6.2 in Section 6.6.2 is
the BNF presentation for COPS-PR decision (DEC) message.

6.6.1 Request

The REQ message has the following format:

<Request> ::= <Common Header>
<Client Handle>
<Context = config request>
*(<Named ClientSI>)
[<Integrity>]

Table 6.1: Request (REQ) PEP -> PDP [32]

More details on the COPS-PR REQ message can be found on the COPS-PR specification
(see RFC3084 [32]).

6.6.2 Decision

The DEC message has the following format:

<Decision Message> ::= <Common Header>
<Client Handle>
*(<Decision>) | <Error>
[<Integrity>]

<Decision> := <Context>
<Decision: Flags>
[<Named Decision Data: Provisioning >]

Table 6.2: Decision (DEC) PDP -> PEP [32]

More details on the COPS-PR DEC message can be found on the COPS-PR specification
(see RFC3084 [32)).
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7 Policy Management Tool implementation

7.1 Introduction

The Policy-Based Networking (PBN) architecture, introduced in Section 5, describes policy
elements which can be separated into a PEP (see Section 5.3.4), a PDP (see Section 5.3.3),
and a PMT (see Section 7). All PBN architectural elements are implemented in Tampere
University of Technology (TUT), Institute of Communications Engineering (ICE) labora-
tory. This chapter describes a part of that implementation, namely the PMT implementation.

The whole project overview is given in Section 7.2. Following that, the rest of this chapter
covers the implementation of Policy Management Tool for bandwidth provisioning, which

was the actual focus of this thesis.

LOCAL TREE

XML TRANSLATOR LDAP

SCHEDULER

PIB

Figure 7.1: The PMT Implementation

The PMT implementation consists of six different components. Figure 7.1 depicts the rela-
tion of the components of the PMT. The XML component translates the high-level policy
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data (see example in Appendix C) to C structures (see Appendix D). C structures are added
to local tree (see Section 7.4) using translator component.

The translator component validates the information provided in the high-level policies and
transforms them into the C structures and adds to the tree hierarchy. The component ensures
that the policies specified are mutually consistent and that they cover all aspects of interest
to the network administrator.

The High-Level policy data is created using XML and policy DTD specification (see Ap-

pendix B). The translator component validates the information provided in the high-level
policies,transforms them into low-level policies and takes care that policy information in
local tree and in LDAP policy repository does not conflict. The policy translation logic is

also responsible for syntactical checks as well as semantical checks of policies.

All policy information is transferred to the LDAP policy repository using LDAP com-
ponent. The PMT implementation uses OpenLDAP [40] as a policy repository to store
policies. The OpenLDAP API defines a C language application program interface to the
lightweight directory access protocol (LDAP). The OpenLDAP Software is an open source
implementation of the Lightweight Directory Access Protocol. The LDAP server uses pol-
icy LDAP schema (see Appendix A) to represent policies in LDAP directory. The LDAP
server relies on a schema for its database design.

Section 7.5 presents the heart of the PMT implementation, the scheduler. The scheduler
component is responsible for scheduling events (see Appendix D.5). Every event has a
time attribute and all events are sortedewvents tree. Scheduler reads data from local
tree and distributes that data to the PEP using PIB interface depending on the event time.

Finally, Section 7.6 describes a test network used to test all the implemented components
(PDP, PEP and PMT). Configuration scripts used with test network (see Figure 7.11) are in
Appendix F and G.
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7.2 PBN Architecture Implementation Overview

The ultimate goal of implementation for PBN architecture is to provide users and applica-
tions with high quality data delivery services. The general PBN administration framework
can be considered an adaptation of the IETF policy framework. This implementation partly
follows the PBN architecture specifications introduced in Section 5. The aim of the project
was to produce a prototype rather than a full-fledged product. Figure 7.2 depicts the PBN
architecture implementation overview. This thesis covers XML, PMT, LDAP and partly
PDP implementations. The PEP implementation is described in [39].

The implementation is carried out on Linux operating system but it should work with other
UNIX operating systems also. Only the PEP part of the implementation is specific to Linux
since it uses Linux DiffServ.

XML
LDAP
PMT
PEP PDP
PIB PIB
COPS-PR COPS-PR LDAP
COPS COPS Policy Repository

COPS

Figure 7.2: The PBN Architecture Implementation

Typical for a software project of this magnitude, the source code for the PBN architecture
project including e.g. the PMT, the PEP and the PDP is held in a Concurrent Versions Sys-
tem (CVS) repository to facilitate version control. Also such common tooldbtml
autoconf andautomake are employed to make the compilation of the source code as
portable as possible and facilitate dependency checks. The whole project amounts to some
10000 lines ofC code, over 2000 lines of header files, about 1400 lingseof and 200

lines oflex .
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7.3 XML to LDAP Mapping

The high-level policies required for network management can be specified in many different
ways. The PMT implementation defines a new policy DTD to represent high-level policies
with XML.

The policy DTD defines three new elements to represent high-level polimpgwhich
is the root element of the policy DTDBandwidthAllocationReque$BAR) (see Ap-
pendix B.1) anderviceLevelAgreeme(8LA) (see Appendix B.2).
<IELEMENT top (

BandwidthAllocationRequest|

ServiceLevelAgreement
>

The elementop is declared using choice list. Using choice list, only one of the child ele-
ments is permitted. The top element contains child elements BandwidthAllocationRequest
and ServiceLevelAgreement. Cardinality operatandicates that the child elements are
optional and multi-valued (zero to many). BAR and SLA elements also have attributes
which are defined in Appendix B.1 and B.2. XML attributes are used to describe XML

elements.

ServiceLevelAgreeme(BLA) elements provide a simple mechanism for allocating blocks

of a particular service to specific customers. This facilitates long term bandwidth reserva-
tion for organizations or users, but doesn’t constrain the allocation to specific flows. Once
an SLA has been established, portions of this service can be assigned to specific flows. The
SLA indicates allowed bandwidth, source address, destination address etc.

BandwidthAllocationReque$BAR) elements are used by clients to request portions of a

service allocated to them by an SLA, for individual flows.

Relationship between the BandwidthAllocationRequest and the ServiceLevelAgreement is
done using attributeSlald andBarld. The Slald identifies the SLA andBarld identifies
the BAR.

The policy DTD can be described as a conceptual tree name-space where the branches
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of the tree represent ServiceLevelAgreements (SLAs), while the leaves represent various
instantiations of BandwidthAllocationRequests (BARs). There may be multiple BARs for
any given SLA. Figure 7.3 depicts a policy DTD hierarchy.

top

4‘ Servicel evel Agreement ‘ SlalD=FirstSla
4{ BandwidthAllocationRequest ‘ SlalD=FirstSla, Barld=FirstPolicy
4{ BandwidthAllocationRequest ‘ SlalD=FirstSla, Barld=SecondPolicy
4‘ BandwidthAllocationRequest ‘ SlalD=FirstSla, Barld=ThirdPolicy
4{ Servicel evel Agreement ‘ SlalD=SecondSla

BandwidthAllocationRequest ‘ Slal D=SecondSla, Barl d=FirstPolicy

BandwidthAllocationRequest ‘ Slal D=SecondSla, Barl d=SecondPolicy

||}

BandwidthAllocationRequest ‘ SlalD=SecondSla, Barld=ThirdPolicy

Figure 7.3: the Policy DTD hierarchy

The Policy DTD is defined so that mapping from high-level policy data (XML) to a LDAP
directory is as easy as possible. For the structural elements in the policy DTD, the mapping
is basically one-for-one: policy DTD elements map to LDAP classes, policy DTD attributes
map to LDAP attributes. Figure 7.4 depicts mapping from XML to LDAP repository.

Slald=FirstSla
Barld=FirstBar DN: Slald=FirstSla, Barld=FirstBar
DN: Slald=FirstSla, Barld=SecondBar
Slald=SecondSla
DN: Slald=SeconSla, Barld=FirstBar
Barld=SecondBar DN: Slald=SecondSla, Barld=SecondBar

Figure 7.4: The LDAP Policy Repository

Instances in a directory are identified by distinguished names (DNs), which provide the

same type of hierarchical organization that a file system provides in a computer system.
Attributes Slald and Barld are representing distinguished name (DN) references, and rela-
tionships in the Directory Information Tree (DIT).
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7.4 Local Policy Tree

This section describes structures and all the important functions used to handle the local
tree hierarchy. Figure 7.5 depicts the local tree and all the important structures and pointers.
The local tree hierarchy consists of five different tredrsiree slatreetimetreeg bartreg and

events Pointers in the Figure 7.5 are depicted using dotted line. The PMT implementation
uses Red-Black trees as a container for C structs.

dn

sls
:
; —
datree !
o | o
:* H *
da | times
B
_____©
‘ I m
1 o
| g !
== bartree = ! events
| : D |
: e ! | o
! bar |« . .. Barld . event
l . tme |
1 data !

Figure 7.5: The PMT Local Tree and Structures

The checking for policy conflicts and dominance needs to be performed every time when
adding policy data to local tree hierarchy. On of the key validation steps is to verify that the
policies do not contradict each other. The central point in the tree hierarchstrigc sls

(see Appendix D.6) and every modifications to other trees is done through it. The struct sls
consist of slatree, timetree and dntree. $tract sls can be allocated using a function
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struct sls *alloc_sls();

The PMT implementation uses a one glosilict sls variable as aoot for the tree
hierarchy:

struct sls *root = alloc_sls();

The XML policy data is first mapped, using translator componensttoct dn  and
that allocated struct is added tadatree . A newstruct dn  can be allocated using
function:

struct dn *alloc_dn(char *name);

and adding this allocated struct to tthetree can be done using the global root and func-
tion pointers:

struct dn *dn = alloc_dn(“dn_name”);
root->addDN(root,dn);

The dntree is used to store policy data from XML and LDAP and all the synchronizations
between XML and LDAP is done using this tree. When a synchronization part between
LDAP and XML is done, the policy data is mapped from th&ree to other trees de-
pending on the content.

ServicelLevelAgreement elements are mappedriect sla (see Appendix D.3). After
that, allocated SLAs are added to slatree hierarchy so that first incoming SLA initializes
and allocates a slatree. A nestruct sla can be allocated usingtruct dn  and
allocation function:

struct sla *alloc_sla(struct dn *dn);

Adding this allocated struct to thetatree  can be done using the global root and function
pointers:

struct sla *sla = alloc_sla(dn);
root->addsla(root,sla);

Figure 7.6 depicts an example of a populated slatreestnuat sls

51



Slald=3

o
ga1keq

Figure 7.6: slatree

BandwidthAllocationRequests elements are mappstitwt bar  (see Appendix D.1).
Thestruct bar  can be allocated using allocation function:

struct bar *alloc_bar(struct dn *dn);

As one can see in the Figure 7.®artree is created into every SLA entry when SLA is
added to a slatree. The bartree is initialized and allocated in the same way than a slatree.

Slald=1

Sald=1
Barld=1
Sald=1 Siala=1
Barld=2 Barld=3
Sald=1 Sald=1
Barld=4 Barld=5

Figure 7.7: bartree

When adding a new BAR to bartree, a correct SLA must be searched from the slatree using
Slald as a search key. After the correct SLA is found from the slatree, the BAR can be
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added to the bartree. Figure 7.7 depicts an example of a populated bartree in a SLA entry.

Adding this allocated struct tbartree  can be done using the global root and function
pointers:

struct bar *bar = alloc_bar(dn);
root->addbar(root,bar);

TheTimetree and theevents trees are populated automatically at the same time when
adding SLAs and BARs to a tree hierarchy. The timetree is used as a repository for a
struct times (see Appendix D.4) and events tree is used as a repositorystonct

event (see Appendix D.5).

time=X

IS

time=Y time=Z

time=A time=B

oo |
£

(mee
Caee

Figure 7.8: timetree

The struct times consists of a pointer to thevents tree and to astruct

tm *time . Everystruct bar consists of astruct tm BarStartTime and a
struct tm BarEndTime . Bothtimes are added tonetree  which means that when
start time and end time events are used, the BAR is also used.

As one can see in the Figure 7.@@ents tree is created into every entry whstnuct
times is added to timetree. Thevents tree is initialized and allocated same way than
other trees.
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Figure 7.8 depicts an example of a populatietetree  in astruct sls . Searching
times fromtimetree  can be done usingfruct tm *time as a search key.

Now all the BARs are added to tihartree , SLAsto theslatree  and times from BARs
to thetimetree  but as one can see in Figure 7.8, evetryict times entry also has
a pointer to a&events tree.

Theevents tree is the last tree used to implement local tree hierarchyeVhets tree

is initialized same way than other trees and populated automatically.eVdrs tree
uses astruct tm *time as a search key. Figure 7.9 depicts an example of two events
pointing to thestruct bar  which is somewhere in thieartree

sis

slatree timetree
SLA SLA times times
bartree events
“time *time
— Barld=3
Slald=1 Barld=2 *Geta
Sald=1 *data
Barld=2
Barld=3
BarStartTime=A
BarStartTime=B v
BarEndTime=Y time
BarEndTime=X Barld=2
*data

Figure 7.9: events tree

As one can see in the Figure 7.9, itis quite easy to find a correct BAR if we hetvach
event . Actually we don't have to know which tree holds that entry because we can just
use pointers to point to it frorstruct event
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7.5 Scheduler

This section presents the heart of the PMT implementation, the scheduler. The scheduler
component is responsible for scheduling events and distributing those events to the PEP.

The function
int main_loop(struct sls *sls);

contains the PMT’s main loop. The function is called right after the local tree is initialized

and populated. Thmain_loop function is described in Appendix E.

The main loop basically consist of using the system salect to check whether new
policies are needed to be sent to the PEP, to handle COPS messages and to get new policies
from the LDAP policy repository. In addition to this, the functioops_do_timers()

is called to handle sending COPS keep-alive messages periodically. Figure 7.10 depicts the

main loop procedure.

START

init

get first event

do operation loop

get data from Idap

wait for select

YES

valid event

set cops KA timer .
set event timer
T check tree tree empty
valid event — <_YES set timers
get first event

Figure 7.10: main_loop()
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get_first_event function pointer is used to get first event from the events tree.
event = sls->get first_event(sls);

It is fast to get first event from the events tree because the events tree is sorted depending
on the event time. That means, the first event is the first entry in the tree also. If the event is
not valid or it is missing, the scheduler procedure checks the event tree again. If the events
tree is still empty it tries to check if there is a new policy data in the LDAP policy server.
The scheduler uses LDAP component to connect policy server and transfers all the policy
data from LDAP to PMT's local tree hierarchy.

iflevent == NULL && sls->countevent(sls) == 0){
if(sls->getldapdata(sls) == 0)
event = sls->get_first_event(sls);

As one can see, the procedure gets the first event from the events tree after getting the policy
data from the LDAP server.

Next part of the scheduler is to set COPS timer with function
next_time = set_timer(event);

That function checks which COPS message is needed to be sent first: COPS keep-
alive message or COPS-PR decision message. dxs time  variable is used with
select function. Select function waits until timer expires. The functions select can
also wait for a number of file descriptors to change status. Incoming COPS messages
are also handled with select function. COPS packet handling is done using function
handle_packet(conn->conn)

The loop procedure also checks if it is time to install event or remove event (see Ap-
pendix E). After sending or receiving COPS messages, the main loop start again and check
if the event is still valid. If the event is not valid anymore, scheduler check if there is more
valid events in the events tree. If the tree is empty, scheduler checks the policy server like
earlier. The loop actually loops forever.
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7.6 Test Network

This section introduces a PBN test network used to test all the implemented components.
The test network was designed to ensure that our implementation works as specified in the
PBN concept. Figure 7.11 depicts the test network, The test network consists of two types
of main entities: access nodes (DS boundary nodes) and core nodes (DS interior nodes).
The PEP implementation acts as a DS boundary node (pictured on the Figure 7.11 with the
symbol PEP) and Linux PC’s with a correct DiffServ configurations as a DS interior node
(pictured on the Figure 7.11 with the symbol IN). The DiffServ configurations used with
interior nodes are specified in Appendix G.

DiffServ domain

Overloaded Link ’W

IN

Media Server

CLIENT2

COPS-PR *~. -~ COPS-PR

%‘///' N

Policy Repository

A

o
<
—

Figure 7.11: Test Network

The PMT component translates high-level policy data to low-level policies and transfers it
to the policy repository using LDAP. When a PEP boots up, it contacts the PMT and opens
a COPS connection which is maintained as long as both parties are up. The PMT configures
the PEP using a policy data (see Appendix C).
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8 Conclusions

The goal of this thesis was to implement a Policy Management Tool for bandwidth pro-
visioning. In practice this was achieved with many different components, complex data
structures and mapping high-level policy data to many different low-level policy formats,
e.g., LDAP, PIB and local tree hierarchy.

The biggest problem during the implementation was caused by the lack of industrial policy
standards. The IETF Policy working group is defining an abstract policy information model
to represent policies. Mapping from this abstract informational model to low-level policy
formats is still under development. The easiest way to map high-level policy data to low-
level policy formats was to define an own policy language. In this case XML was used.
Mapping from XML to LDAP is basically one-to-one: policy DTD elements map to LDAP
classes, policy DTD attributes map to LDAP attributes. Actually mapping from LDAP to

PIB tables is one-to-one mapping too.

The next problem was caused by the synchronization and checking for policy conflicts.
Every time when adding a new policy data to the system, high-level policy data must be in
sync with other low-level formats. XML data is mapped to LDAP directory and local tree
hierarchy. In this case local tree hierarchy is representing a kind of state repository where
synchronization and every policy translation were done.

The policy management tool implementation only supports intra-domain resource reserva-
tions at this moment. Inter-domain end-to-end signaling between policy-based networks is
extremely complex to implement. Inter-domain policy-based networking is not only a tech-
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nical problem but also a political issue. Different service providers have different service
level specifications, infrastructure and needs. There is not any single protocol or mechanism

to handle this kind of situation yet.

Even with the implementation problems policy-based networking is becoming an attractive
mechanism for service providers to control network services. However, there is a concern
that policy-based networking is too complicated. Networks have become more heteroge-
neous, complicated, distributed environments which are increasingly mission-critical. The
next few years will probably show how well policy-based networking is accepted by the
service providers and networking professionals.
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Appendix A: LDAP Policy Schema

A.1 Schema attributes

attributetype ( 5.5.5.1 NAME '‘Barld’
EQUALITY octetStringMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE)

attributetype ( 5.5.5.2 NAME 'SrcAddr’
EQUALITY octetStringMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE)

attributetype ( 5.5.5.3 NAME 'SrcAddrMask’
EQUALITY octetStringMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE)

attributetype ( 5.5.5.4 NAME '‘DstAddr’
EQUALITY octetStringMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE)

attributetype ( 5.5.5.5 NAME 'DstAddrMask’
EQUALITY octetStringMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE)

attributetype ( 5.5.5.6 NAME 'SrcPortMin’
EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 5.5.5.7 NAME 'SrcPortMax’
EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 5.5.5.8 NAME 'DstPortMin’
EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 5.5.5.9 NAME 'DstPortMax’
EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 5.5.5.10 NAME 'Dscp’
EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 5.5.5.11 NAME "Protocol’
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EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 5.5.5.12 NAME 'PepAddr’
EQUALITY octetStringMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE)

attributetype ( 5.5.5.13 NAME  'BitRate’
EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 5.5.5.14 NAME '‘BarStartTime’
EQUALITY generalizedTimeMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE)

attributetype ( 5.5.5.15 NAME ‘BarEndTime’
EQUALITY generalizedTimeMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE)

attributetype ( 5.5.5.16 NAME '‘BurstSize’
EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 5.5.5.17 NAME 'Interval’
EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 5.5.5.18 NAME 'Priority’
EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 5.5.5.19 NAME 'FilterNegation’
EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 6.6.6.1 NAME ‘Slald’
EQUALITY octetStringMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE)

attributetype ( 6.6.6.2 NAME 'MaxNRes’
EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 6.6.6.3 NAME 'MaxBitRate’
EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 6.6.6.4 NAME 'MaxOneBitRate’
EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 6.6.6.5 NAME 'MaxBurstSize’
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EQUALITY integerMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.27
SINGLE-VALUE)

attributetype ( 6.6.6.6 NAME 'SlaStartTime’
EQUALITY generalizedTimeMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE)

attributetype ( 6.6.6.7 NAME 'SlaEndTime’
EQUALITY generalizedTimeMatch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE)

A.2 Schema objectclass

A.2.1 BandwidthAllocationRequest

objectclass ( 7.7.7.1 NAME ‘BandwidthAllocationRequest’
SUP top
STRUCTURAL
MUST (Slald $ Barld $ BarStartTime $ BarEndTime $

SrcAddr $ SrcAddrMask $ DstAddr $
DstAddrMask $ PepAddr $

Dscp $ Protocol $ SrcPortMin $
SrcPortMax $ DstPortMin $
DstPortMax $ BurstSize $ BitRate $
Interval $ Priority $ FilterNegation))

A.2.2 ServicelLevelAgreement

objectclass ( 7.7.7.2 NAME 'ServiceLevelAgreement’
SUP top
STRUCTURAL
MUST (Slald $ SlaStartTime $

SlaEndTime $SrcAddr$
SrcAddrMask $ DstAddr $
DstAddrMask $ Dscp $ Protocol $
SrcPortMin $ SrcPortMax $
DstPortMin $ DstPortMax $
MaxBurstSize $ MaxNRes $
MaxBitRate $ MaxOneBitRate))
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Appendix B: XML Policy DTD

B.1 BandwidthAllocationRequest

<IELEMENT BandwidthAllocationRequest EMPTY>

<IATTLIST BandwidthAllocationRequest
Slald CDATA #REQUIRED
Barld CDATA #REQUIRED
BarStartTime CDATA #REQUIRED
BarEndTime CDATA #REQUIRED
SrcAddr CDATA #REQUIRED
SrcAddrMask CDATA #REQUIRED
DstAddr CDATA #REQUIRED
DstAddrMask CDATA #REQUIRED
PepAddr CDATA #REQUIRED
Dscp CDATA #REQUIRED
Protocol CDATA #REQUIRED
SrcPortMin CDATA #REQUIRED
SrcPortMax CDATA #REQUIRED
DstPortMin CDATA #REQUIRED
DstPortMax CDATA #REQUIRED
BurstSize CDATA #REQUIRED
BitRate CDATA #REQUIRED
Interval CDATA #REQUIRED
Priority CDATA #REQUIRED
FilterNegation CDATA #REQUIRED>

B.2 ServiceLevelAgreement

<IELEMENT ServiceLevelAgreement EMPTY>

<IATTLIST ServiceLevelAgreement
Slald CDATA #REQUIRED
SlaStartTime CDATA #REQUIRED
SlaEndTime CDATA #REQUIRED
SrcAddr CDATA #REQUIRED
SrcAddrMask CDATA #REQUIRED
DstAddr CDATA #REQUIRED
DstAddrMask CDATA #REQUIRED
Dscp CDATA #REQUIRED
Protocol CDATA #REQUIRED
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SrcPortMin  CDATA #REQUIRED
SrcPortMax CDATA #REQUIRED
DstPortMin CDATA #REQUIRED
DstPortMax CDATA #REQUIRED

MaxBurstSize CDATA #REQUIRED

MaxNRes CDATA #REQUIRED
MaxBitRate CDATA #REQUIRED

MaxOneBitRate CDATA #REQUIRED>

<IELEMENT top (
BandwidthAllocationRequest|
ServiceLevelAgreement)*>

B.3 top

<IELEMENT top (
BandwidthAllocationRequest|
ServiceLevelAgreement

>
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Appendix C: Example XML Data

<!-- test xml data -->

<?xml version="1.0"?>

<IDOCTYPE top SYSTEM "policy.dtd">

<top>

<ServiceLevelAgreement
Slald="FASTER_DEMO"
SlaStartTime="01/20/02 18:00:00"
SlaEndTime="02/20/02 18:00:00"
SrcAddr="130.230.52.0"
SrcAddrMask="255.255.255.128"
DstAddr="130.230.83.0"
DstAddrMask="255.255.255.0"
Dscp="-1"
Protocol="-1"
SrcPortMin="0"
SrcPortMax="65536"
DstPortMin="0"
DstPortMax="65536"
MaxBurstSize="20000"
MaxNRes="1000"
MaxBitRate="10000"
MaxOneBitRate="10000"/>
<BandwidthAllocationRequest

Slald="FASTER_DEMO"
Barld="0"
BarStartTime="01/21/02 16:05:00"
BarEndTime="01/21/02 16:06:55"
SrcAddr="130.230.52.27"
SrcAddrMask="255.255.255.255"
DstAddr="130.230.83.210"
DstAddrMask="255.255.255.255"
PepAddr="130.230.52.1"
Dscp="-1"
Protocol="-1"
SrcPortMin="0"
SrcPortMax="65536"
DstPortMin="0"
DstPortMax="65536"
BurstSize="200"
BitRate="2000"
Interval="10"
Priority="1"
FilterNegation="2"/>

</top>
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Appendix D:

D.1 Struct bar

struct bar{

D.2 Struct pep

char *|dapDn;
char *Slald;
char *Barld,;
struct tm BarStartTime;
struct tm BarEndTime;
struct in_addr SrcAddr;
struct in_addr SrcAddrMask;
struct in_addr DstAddr;
struct in_addr DstAddrMask;
int32_t Dscp;
int32_t Protocaol;
uint32_t SrcPortMin;
uint32_t SrcPortMax;
uint32_t DstPortMin;
uint32_t DstPortMax;
int32_t BurstSize;
int32_t BitRate;
uint32_t Interval;
uint32_t Priority;
enum pib_truth_value FilterNegation; /*
uint32_t install;
uint32_t remove;
struct sla *slaroot;
struct sls *slsroot;

struct pep{

uint32_t
uint32_t
uint32_t
struct conn

Localtree C structures

PIB_TRUE || PIB_FALSE, see pib.h *

MeterSucceedNextinstance;
MeterFailNextInstance;

Classifierld;
*conn;

69



D.3 Struct sla

struct slaf
char *|dapDn;
int (*init)(struct sla *sla);
void (*free)(struct sls *sls,char *Slald);
char *Slald;
struct tm SlaStartTime;
struct tm SlaEndTime;
struct in_addr SrcAddr;
struct in_addr SrcAddrMask;
struct in_addr DstAddr;
struct in_addr DstAddrMask;
int32_t Dscp;
int32_t Protocol;
uint32_t SrcPortMin;
uint32_t SrcPortMax;
uint32_t DstPortMin;
uint32_t DstPortMax;
int32_t MaxBurstSize;
uint32_t MaxNRes;
int32_t MaxBitRate;
int32_t MaxOneBitRate;
struct sls *slsroot;
dict *bartree;

3

D.4 Struct times

struct times{
struct tm *time;
dict *events;

g

D.5 Struct event

struct event{

struct tm *time;
char *Barld;
struct bar *data;
struct sls *s|sroot;
struct sla *slaroot;
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D.6 Struct sls

struct sls{
int (*init)(struct sls *sls,
uint32_t MaxBar,
uint32_t bwLimit,
LDAP *Id,
char *ldaphost,
int ldapport,
int version,
char *binddn,
char *passwd,
char *base, int verbose);
void (*free)(struct sls *sls);
int (*addsla)(struct sls *sls,struct sla *sla);
int (*delsla)(struct sls *sls,char *Slald);
struct sla *(*getsla)(struct sls *sls,char *Slald);
int (*checksla)(struct sls *sls,
struct sla *sla,int bwLim);
int (*countsla)(struct sls *sls);
void (*printsla)(struct sla *sla);
int (*addbar)(struct sls *sls,struct bar *bar);
int (*delbar)(struct sls *sls,char *Slald,
char *Barld);
struct bar *(*getbar)(struct sls *sls,char *Slald,
char *Barld);
int (*checkbar)(struct sls *sls,struct bar *bar,
int bwLim);
int (*countbar)(struct sla *sla);
void (*printbar)(struct bar *bar);
int (*addDN)(struct sls *sls,struct dn *dn);
int (*delDN)(struct sls *sls,char *name);
struct dn *(*getDN)(struct sls *sls,char *name);
void (*printDNtree)(struct sls *sls, FILE *fp);
void (*delDNtree)(struct sls *sls);
void (*dn2ldap)(struct sls *sls,struct dn *dn);
int (*getldapdata)(struct sls *sls);
struct event *(*get first_event)(struct sls *sls);
int (*countevent)(struct sls *sls);
int (*delrefs)(struct sls *sls, struct bar *bar);
void (*stat)(struct sls *sls);
uint32_t MaxBar;
uint32_t bwLimit;
struct dn *dnlist;
/* ldap connection structure */
LDAP *d;
char *|daphost;
char *binddn;
char *passwd;
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char *base;

uint32_t Idapport;
uint32_t version;
int32_t verbose;

[* tree's */

dict *slatree;
dict *time_tree;
dict *dntree;

int refs;
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Appendix E:  main_loop

int main_loop(struct sls *sls)

{
struct pep cfg;
struct event *event = NULL;
struct bar_time next_time;

int ret;

struct conn *conn = NULL,;
struct cops_conn *new = NULL;
next_time.time_to_go_bar = 0;

/* get first event */
event = sls->get first_event(sls);

for (;}) {
int fd;
fd_set rfds, wfds;

FD_ZERO(&rfds); FD_ZERO(&wfds);

FD_SET(listen_socket, &rfds);

for (conn = conns; conn != NULL; conn = conn->next)
FD_SET(cops_get_conn_fd(conn->conn), &rfds);

/* if event tree empty, get new data from Idap */
iflevent == NULL && sls->countevent(sls) == 0)
{
if(sls->getldapdata(sls) == 0)
[* get next event */
event = sls->get _first_event(sls);
}
[* set next timer: cops KA or event */
next_time = set_timer(event);

ret = select(15, &rfds, NULL, NULL, (next_time.next_time.tv_sec < 0) ?
NULL : &next_time.next_time);
if (ret < 0){
perror("select");
return 1;

}

start:
for (conn = conns; conn != NULL; conn = conn->next) {
if (\FD_ISSET(cops_get _conn_fd(conn->conn), &rfds))
continue;
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ret = handle_packet(conn->conn);

if (ret <= 0) {
close(cops_get_conn_fd(conn->conn));
cops_pdp_free_conn(conn->conn);
conns = remove_conn(conns, conn);
goto start;
}
}
iflevent '= NULL && next_time.time_to _go bar == 0){
[* time to install bar */
if(event->time == &event->data->BarStartTime){
for (conn = conns; conn != NULL; conn = conn->next){
cfg.MeterSucceedNextinstance = 1;
cfg.MeterFailNextinstance = 2;
cfg.Classifierld = 1;
cfg.conn = conn;
printf("\nINSTALL:\n");
/* install filter */
install_filter(event->data,&cfg);

}
}

else{
[* time to remove bar */
for (conn = conns; conn != NULL; conn = conn->next){
printf("\nREMOVE:\n");
[* remove filter */
/Iremove_filter(event->data,&cfg);
[* delete bar, if not needed */

}
iflevent && event->data->install == 0 && event->data->remove == 0){
[* delete bar from I|dap tree */
IdapDelete (sls->ld,event->data->ldapDn,0,sls->verbose);
[* delete bar from local tree */
sls->delbar(sls,event->data->Slald, event->data->Barld);
event = NULL;
}

}

/* get next event */
event = sls->get first_event(sls);
}
/* if not time to go bar, do cops-KA */
else if (ret == 0) {
cops_do_timers();
}
/* Did we receive a new connection? */
if (FD_ISSET(listen_socket, &rfds)) {
fd = accept(listen_socket, NULL, NULL);
if (fd < 0) {
perror("accept");
return 1;
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}
new = cops_pdp_alloc_conn(fd);
if (new == NULL) {
printf("cops_pdp_add_conn: out of memory\n");

return 1;
}
conns = add_conn(conns, new);
}
}
return O;

}
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Appendix F: Example script for EF Edge

#!/bin/sh
tc qgdisc del dev ethO root
tc qdisc add dev ethO root handle 1:0 dsmark indices 64 default index 2
tc filter add dev ethO parent 1:0 protocol ip prio 1 u32 \
police rate 5Mbit burst 200k drop \
match ip dst 130.230.83.210 \
match ip src 130.230.52.27 \
classid :1
tc filter add dev ethO parent 1.0 protocol ip prio 1 u32 \
police rate 5Mbit burst 200k drop \
match ip src 130.230.83.210 \
match ip dst 130.230.52.27 \
classid :1

tc class change dev ethO classid 1:1 dsmark mask 0x3 value 0xb8
tc class change dev ethO classid 1:2 dsmark mask 0x3 value 0x0

tc qdisc add dev ethO parent 1.0 handle 2:0 cbq bandwidth 100Mbit avpkt 1000
tc class add dev ethO parent 2:0 classid 2:1 cbq bandwidth 100Mbit \
rate 2000kbit weight 1 avpkt 1000 prio 1 bounded allot 1514
tc class add dev ethO parent 2:0 classid 2:2 cbq bandwidth 100Mbit
rate 50000kbit weight 1 avpkt 1000 prio 7 bounded allot 1514
tc filter add dev ethO parent 2:0 protocol ip prio 1 handle 1 \
tcindex classid 2:1
tc filter add dev ethO parent 2:0 protocol ip prio 2 handle 2 \
tcindex classid 2:2
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Appendix G: Example script for EF Core

#!/bin/sh

# ef for core routers

for i in ethO ethl eth2; do

tc qdisc del dev $i root

tc qdisc add dev $i handle 1:0 root dsmark indices 64 set_tc_index

tc filter add dev $i parent 1:0 protocol ip prio 1 tcindex mask Oxfc \
shift 2

tc gdisc add dev $i parent 1:0 handle 2:0 cbq bandwidth 10Mbit avpk \
1000 mpu 64 allot 9200

tc class add dev $i parent 2:0 classid 2:1 cbq bandwidth 10Mbit rate \
8Mbit avpkt 1000 prio 1 bounded isolated allot 9200

tc class add dev $i parent 2:0 classid 2:2 cbg bandwidth 10Mbit rate \
5Mbit avpkt 1000 prio 2 allot 9200
tc qdisc add dev $i parent 2:1 pfifo limit 500

tc filter add dev $i parent 2:0 protocol ip prio 1 handle 0x2e tcindex \
classid 2:1 pass_on

tc filter add dev $i parent 2:0 protocol ip prio 2 handle 0 tcindex
mask O classid 2:2 pass_on

done
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