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Background

TCP function What is used

Data transfer between application processes | IP service

Multiplexing/demultiplexing Port numbers

Reliability Checksum computation

Connection establishment and termination
Sequence numbers

Acknowledgements

Protect against wrapped sequence numbers
Maximum segment lifetime

Retransmissions

RTT and RTO computation, Karn’s algorithm

Flow control Receive window

Sliding window

Silly window syndrome avoidance
Nagle's algorithm

Congestion control Slow start

Congestion avoidance
Fast retransmit

Fast recovery
ECN-support
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Background (cont’d)

¥ TCP is defined in a number of RFCs

& RFC 4614 “"A Roadmap for Transmission Control Protocol (TCP)
Specification Documents”

It provides a brief summary of the RFC documents that relate to TCP

# Recall that not every RFC is a standard

& The Status field gives the RFC's current status:
Standards track (proposed standard, draft standard, or Internet standard)
Experimental
Informational
Best current practice (BCP)
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Background (cont’d)

#& Why TCP?
& TCP is the prevalent transport layer protocol on the Internet

Most Internet applications, such as WWW, email, FTP, and P2P file sharing, use TCP
to provide reliable data transfer over unreliable “best-effort” service of IP

Since these applications are the dominant applications in today’s Internet, as a result,
TCP controls a large fraction of bytes and packets traversed over the Internet

& About 90% of all packets and bytes are TCP traffic

E.g., http://netflow.internet2.edu/weekly/
February 25, 2008:

Protocols Octets Packets
ICMP[1] 0.05% 393.2G 0.27% 2.999G
IGMP[2] 0.00% 40.60M  0.00% 1.196M
IP-ENCAP[4] 0.00% 2255G 0.00% 27.77M
UDP[17] 6.43% 51647 11.18% 1257G
Pv6[41] 0.00% 1980G 0.01% 78 29M
GRE[47] 2.55% 2046T 1.90% 21.32G
ESP[50] 0.68% 5435T 0.60% 6.693G
AX 25[93] 0.00% 1782k 0.00% 1.600k
PIM[103] 0.00% 4071G 0.00% 40.23M
IPMP[169] 0.00%4.161M 0.00% 57.80k
Other 0.01% 110.3G 0.02% 205.6M
Total 100.00% 802.9T 100.00% 1.124T
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Background (cont’d)

¥ However, the total number of UDP flows is approximately the same as the total

number of TCP flows

E.g., www.slac.stanford.edu/comp/net/slac-netflow/html/netflow.html

December 24, 2007:

|Prc+t0c,c+1 |Tcrtal Recs |T0tal Flows |Tc+tal Plts |Tc+tal Bytes
ALL | 707M | 915M | 358G | 358T
. 443M | 540M | 355G | 357T
62.62 % 99.11 % | 99.62 %
cpp | 239M | 334M [17.05M | 722G
33.81% | 36.54% | 0.48% | 0.20%
cre | 11.78K | 3275K |1281M | 568G
0.17% | 036% | 0.36% | 0.16 %
ovp |22084K | 037M | 211M (76621 M
: 341% | 4.09% | 0.06% | 0.02%

& Or can be up to 2 times greater than flow count of TCP traffic

Myung-Sup Kim, Young J. Won, and James W.Hong. "Characteristic analysis of
internet traffic from the perspective of flows”. Computer Communications, volume
29, issue 10, June 2006, pp. 1639-1652

The number of UDP flows with a couple of packets takes about 90% of the total UDP
flows

Most of them are generated by P2P applications and some abnormal traffic such as
DoS attacks and Internet worms
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Background (cont’d)

Studying
protocol
performance

Advantages

Disadvantages

Measurements in
real-life

Capture real protocol
behavior

Require access to the network equipment
Privacy issues arise

environment The most realistic results | Noncontrollable environment
are given by live Internet ) _
tests Large diversity of
protocols/applications/user behavior
patterns complicates the analysis
No replication is possible
Modeling in Ease of use and flexibility Unknown relationship to Internet reality

network simulation
environment

Configurable parameters
Different levels of

No commonly accepted methodology exist
Simulation parameter settings affect results

abstractions Implementation bugs
Fast results
Replication
Analytical Ease of use and flexibility Unknown relationship to Internet reality
modeling Configurable inputs No commonly accepted methodology exist
Different levels of Modeling assumptions affect results
abstractions Errors
Instant results
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Background (cont’d)

¥ Modeling and simulations must go hand-in-hand with measurement

S. Floyd, E. Kohler. "Internet research needs better models”. ACM SIGCOMM
Computer Communication Review, volume 33, issue 1, January 2003, pp. 29-34

& Three instances of TCP:
Specified in RFCs and technical documentation
Implemented in real operating systems
Implemented in network simulators
& Each implementation introduces its own interpretation of the standards, its own
choice of unspecified parameters, and, sometimes, its own bugs
All of these factors create differences among the instances of TCP

3 As a rule, analytical models assume the TCP implementation complies with the
corresponding RFCs

# A number of specific issues related to differing TCP implementations arise:
Development of accurate analytical models and
Accuracy of network simulators
Validation of proposed models

3 Let us consider this problem with respect to the TCP receive window parameter
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Background (cont’d)

# Receive window (rwnd), 16 bits
Specifies the number of bytes the sender of the segment is ready to accept
The maximum value is 216 -1 = 65,535 bytes
The sender must not transmit more data than it was defined by the receiver
If there is no free room in the receive buffer, the receiver sends ACK with rvnd = 0

0 7 15 23 31

Source port Destination port

Sequence number

Acknowledgement number

I:-Ie:adéer

length | ¢S |CIEJUAPIRISIF)  Recelve window

Checksum Urgent pointer

Options (if any) Padding

= Data .
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Background (cont’d)

¥ http://www.w3schools.com/browsers/browsers 0s.asp
3 Microsoft Windows XP is the most popular operating system

) 05 statistics - Microsoft Internet Explorer -0 x|
File Edit W“iew Favorites Tools Help -.'f
Q- Q- ¥ B &
Address I:El http:/fvvewe.w3schools, com/browsers /browsers_os.asp j ‘@ v
[Web Guality :I
W3Schools F . e
cnogls Farum 0S Platform Statistics
Helping W35chools
Windows XP is the most popular operating system. The windows family counts for
Ads by Google nearly 90%:
Operating System
%q - 2008 WinXP W2000 Win98 Vista|] W2003 Linux Mac
W February 4.0%| 1.0%| 7.6% 1.8%| 3.8%| 4.3%
ED;’I uter Mouse January 73.6% 4.0% 0.8% 7.3% 1.9% 3.6%| 4.4%
2007 WinXP W2000 Win98 Vista|] W2003 Linux Mac
Movember 73.8% 5.1% 1.0% 6.3% 2.0% 3.3%| 3.9%
September 74.3% 5.4% 0.9% 4.5% 2.0% 3.4%| 3.9%
July 74.6% 6.0% 0.9% 3.6% 2.0% 3.4%| 4.0%
May 75.0% 6.5% 0.9% 2.8% 1.9% 3.4%| 3.9%
March 76.0% 7.2% 0.9% 1.9% 1.9% 3.4%| 3.8%
January 76.1% 7.7% 1.0% 0.6% 1.9% 3.6% 3.8”.-?
4| s

|
€ [T [ e mtemet /
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Background (cont’d)

3 http://support.microsoft.com/kb/314053

# “TCP/IP and NBT configuration parameters for Windows XP"”

Article ID: 314053
Last review: November 17, 2006
Applies to: Windows XP Home Edition, Windows XP Professional

; TCP/IP and NBT configuration parameters for Windows XP -

=10l x|

File Edit View Favorites Tools Help

.\JEack - \_,.)I & \ﬂ \ELI {‘3

Address Iﬁé’] http: ffsupport. microsoft. com/kb 314053 j

TepWindowSize

key: TcpiphParameters

Value Type: REG_DWORD - Number of bytes

alid Range: 0 - OxFFFF

Default: The =maller of 0xFFFF

OR

(The larger of four times the maximum TCF data size on the network

OR

8192 rounded up to an even multiple of the netwaork TCP data size.)

The default 1= 8760 for Ethernet.

Crescription: This parameter determines the maximum TCP receive window size of the
computer. The receive window specifies the number of bytes a sender can transmit
without receiving an acknowledgment. Generally, larger receive windows improve
performance over high (delay * bandwidth) networks. For highest efficiency, the
receive window must be an even multiple of the TCP Maximum Segment Size (MS5).

4 Back to the top

4

|
@ T T [ [ @
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Background (cont’d)

#& A TUT computer (Microsoft Windows XP Professional, 512 MB of RAM)
=10 x|

File Edit View Go Capture Analyze Statistics Help

B @ @l BEEXEE A« T L |IEE QQAF| H -
Eilter:l *  Expression... Clear Apply
Mo, - Time Source Destination Protocol Info il
139 217.70.129. 242 optima-vnet = hNTTp
2 0.039661 217.70.129. 242 130.230.52.139 TCP http > opti ma—vnet;l
1 | 1

® Ethernet II, src: Notebook_d3:25:19 (00:06:1b:d3:25:19), Dst: All-HSRP-routers_34 (00:00,:]
® Internet Protocol, src: 130.230.5%2.139 (130.230.52.139), Dst: 217.70.129.242 (217.70.129,
= Transmission Control Protocol, Src Port: optima-vnet (1051), Dst Port: http (80), 5eq: O,
Source port: optima-wnet (1051)
Destination port: http (80)
Sequence number: 0 {relative sequence number)
Header length: 28 bytes
# Flags: 0x02 (5¥N)
Window size: 65535
® Checksum: 0Ox4337 [correct]
= options: (B bytes)
Maximum segment size: 1460 bytes

MOF

MOP

SACK permitted =]
1| | i
0000 OO0 00 Oc 07 ac 34 00 06 1b d3 25 19 08 00 45 00 ..... 4., .. %...E.
0010 00 30 21 be 40 00 80 06 & 5T 82 e6 34 Bb d9 46 LOotlE... ... 4l F
0020 81 f2 04 1b 00 50 84 70 a4 62 00 00 Q0O 00 70 Q2 ..... P.p .b....p.
0030 [ffldi 43 37 00 00 02 04 05 b4 01 01 04 02 . . o

I
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Background (cont’d)

¥ OPNET Modeler 14.0.A PL3 (Ob]ect ethernet _wkstn)

File

Edit

4]

Wiew Scenarios  Topology  Traffic  Services F‘r-:-h:u:u:ul:z Flow Analysis DES  Windows Help

‘ﬁj .|ég|jjmmklmnuﬂmns

- |0l x|
Type: |'-'.n:|r|-:5tat|-:|n
|Attribute |‘u"a|ue LI

& E = TCP Parameters (.}

Q] - Version/Flavor Windows XF

@ i Madimum Segment Size (bytes) Auto-Assigned

i Receive Buffer (bytes) 16384

{‘;?} i Receive Buffer Adjustment Windows Based

{‘;?} i Receive Buffer Usage Threshold {o... 0.0 |
i].ﬁ.l:tribute Description: Receive Buffer

File Edit Options

=10l |

> ¢ 4|

ize of the buffer holding received data before it is Torwarded
to the higher layers (e.g. applications).

Note that the advertized window is the amount of space available
in the receive buffer.

when set to "Default"™, this parameter is set to at least Tour
times the "negotiated" M55, with a maximum size of &4 KB, unless
4 window scaling option is in effect. This is the twvpical
behavior on wWindows 2000 and

windows /NT systems.

=

=

| |Line: 1
[~ Advanced
@ | Filter [ Apply to selected objects
[~ Bxact match OK | Cancel |

[692.00, 268.00

il
@ | &L |
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Background (cont’d)

& Sender’s usable window = min (cwnd, rwnd)

3 Most analytical models use one of the following assumptions about endpoints:
A. The TCP sender is only constrained by the congestion window (cwnd)
I.e., the receive buffer has infinite buffering capacity (rwnd = oo, cwnd < rwnd)
B. During the loss-free period, the congestion window grows up to the receive window

size and then stays constant and equal to this value
I.e., the receiving application extracts bytes from the buffer instantly (rwnd = const)

# In ns2, there is no dynamic window advertisement, too

1ol
(G [rcpy [ ot Usable window
Window, pkts
16,0000 i L tepSACK
14.0000 { f J‘ K H }
12.0000 f r ) } } J( { fl |J
ome L L | I
oo L I L 1 [ Al
H If J i

£.0000
40000 H
20000

0.0000 1.0000 20000 30000 40000 5 0000 6.0000 7 0000 Tirne, 3

|
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Background (cont’d)

8 Captured by the Wireshark network protocol analyzer (1.15 MB file download)
What's up?

Til TCP Graph 1: zero.pcap 217.70.129.242:80 -> 130.230.52.139:1051 - O]
Sequence . ot
number [E] ime/Sequence Grap
1200000 — I
1100000 — 'I
o
K

— '
1000000 —|

500000 —_

800000 —_ ,'
700000 —_ ']
500000 —_

: |

500000 — '

400000 — l

300000 — ll
200000 — J

100000 — I

.

|||||||||||||||||||||IIIIIIIIIIIIIIIIIIII||||||||||||||||||II
0.5 10 1.5 2.0 2.5 3.0 3.5 4.0 4.5 3.0 3.5 2.0 6.5 7.0

Time[s]
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Background (cont’d)

& At 1.201527 s of the TCP connection, the data flow was interrupted from the
receiver side by setting rwnd to zero

# At 3.895820 s of the TCP connection, the data flow was resumed by
announcing nonzero rwnd (rwnd = 4600 bytes)

3 Thus, actual receive window size is adjusted dynamically according to the
available buffer space

| Time | Source | Destination | Protocol | Info
1.159744 217.70.129.242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.159780 130.230.52.139 217.70.129.242 TCP optima-vnet > http [ACK] Seq=584 Ack=1023461 Win=27575 Len=0
1.159866 217.70.129.242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.159991 217.70.129, 242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.160027 130.230.52.139 217.70.129.242 TCP optima-vnet = http [ACK] Seq=584 Ack=1026381 Win=24655 Len=0
1.160083 217.70.129.242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.160237 217.70.129.242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.160273 130.230.52.139 217.70.129.242 TCP optima-vnet > http [ACK] Seq=584 Ack=1029301 wWin=21735 Len=0
1.160329 217.70.129. 242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.160484 217.70.129, 242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.160528 130.230.52.139 217.70.129.242 TCP optima-vnet = http [ACK] Seq=584 Ack=1032221 Win=18815 Len=0
1.160584 217.70.129.242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.160730 217.70.129.242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.160767 130.230.52.139 217.70.129.242 TCP optima-vnet > http [ACK] Seq=584 Ack=1035141 wWin=15895 Len=0
1.160822 217.70.129. 242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.160999 217.70.129.242 130.230.52.139 TCP [TcP segment of a reassembled PDU]
1.161037 130.230.52.139 217.70.129.242 TCP optima-vnet = http [ACK] Seq=584 Ack=1038061 Win=12975 Len=0
1.161052 217.70.129.242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.199320 217.70.129.242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.199417 130.230.52.139 217.70.129.242 TCP optima-vnet = http [ACK] Seq=584 Ack=1040321 win=10715 Len=0
1.1994449 217.70.129. 242 130.230.52.139 TCP [TcP segment of a reassembled PDU]
1.199512 217.70.129.242 130.230.52.139 TCP [TcP segment of a reassembled PDU]
1.199546 130.230.52.139 217.70.129.242 TCP optima-vnet = http [ACK] Seq=584 Ack=1043241 Win=7795 Len=0
1.199597 217.70.129.242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.2010186 217.70.129.242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1.201065 130.230.52.139 217.70.129.242 TCP optima-vnet = http [ACK] Seq=584 Ack=1045361 wWin=5675 Len=0
1.201123 217.70.129. 242 130.230.52.139 TCP [TcP segment of a reassembled PDU]
1.201262 217.70.129.242 130.230.52.139 TCP [TcP segment of a reassembled PDU]
1.201298 130.230.52.139 217.70.129.242 TCP optima-vnet = http [ACK] Seq=5384 Ack=1048281 Win=2755 Len=0
1.201352 217.70.129.242 130.230.52.139 TCP [TCP segment of a reassembled PDU]
1

. 201492 .70.129. .230.52. [TCP segment of a reassembled PDU]
.7 2 TCP Z T 1 T t

. .1 . T ? ti
3.936388 . . [TCP segment of a reassembled PDU]
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Background (cont’d)

3 As you can see, the default value of the maximum TCP receive window size is
different in documentation/OS/simulator
& Moreover, receive window advertisement is dynamic, not static

But since we are focusing on TCP performance rather than general client-server
performance, we do not model sender or receiver delays due to scheduling or
buffering limitations

Instead, we assume that for the duration of the data transfer, the sender sends full-
sized segments (packets) as fast as its congestion window allows, and the receiver
advertises a consistent receive window (i.e., rwnd = const)

§$& Summary
# Testing is critical
3 Testing TCP parameters and algorithms can supply valuable information for a
number of purposes:
Identifying reasons for poor TCP performance
Validation of simulations and analytical models
Evaluating security threats
Comparing features of different TCP software implementation
Network monitoring
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Related Work

& TCP performance modeling has received a lot of attention during the last
decade

Firstly, with the help of analytical models it is possible to evaluate performance of
TCP data transfers and TCP-friendliness of multimedia services

Secondly, analytical models can help researchers to evaluate the existing TCP
implementations and to make design decisions about novel TCP mechanisms

38 Jorgen Olsén. “Stochastic modeling and simulation of the TCP
protocol”. PhD thesis, Uppsala University, Sweden, October 2003

& The first part of the thesis introduces TCP and contains an extensive TCP
modeling survey that summarizes the most important TCP modeling work

¥ Reviewed models are categorized as:

Renewal theory models

Fixed-point methods

Fluid models

Processor sharing models

Theoretic sharing models

& The advantages and disadvantages of each category are discussed and
guidelines for future work are given
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Modeling Connection Establishment

¥ Related work

# N. Cardwell, S. Savage, and T. Anderson. "Modeling TCP latency”. In Proc.
of IEEE INFOCOM 2000, March 2000, pp. 1742-1751

This paper provides an expression for the expected value of time required for the
connection establishment handshake that begins a TCP connection
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Connection Establishment (cont’d)

¥ Three-way handshake

The initiating host, typically the client, performs an active open by sending a SYN
segment with its initial sequence number, x

The server performs a passive open; when it receives a SYN segment it replies with a
SYN segment of its own, containing its initial sequence number, y, as well as an ACK
for the active opener’s initial sequence number

When the active opener receives this SYN/ACK packet, it knows that the connection
has been successfully established. It confirms this by sending an ACK of the passive
opener’s initial sequence number

At each stage of this process, if either party does not receive the ACK that it is
expecting within some retransmission timeout (RTO), initially 3 seconds (RFC 1122),
it retransmits its SYN and waits twice as long for a response

This doubling (known as “exponential backoff”) is repeated for each unsuccessful
retransmission

Most TCP implementations abort connection establishment attempts after 4-6 failures
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Connection Establishment (cont’d)

Client Server Client Server
b initial SYn
RTT RTO
SY/V
aa | failures, 1>0
successful
attempt
(i+1)
Lnh .
S initial
RTO
FORWARD
] failures, | >0
successful
cK attempt
REVERSE (BACKWA% S\(NI P\ (J+1)
Y
ACk
\J \J \J \J
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Connection Establishment (cont’d)

p, - "forward" packet loss rate along the path from passive opener to active opener;

p, - "reverse” packet loss rate along the path from active opener to passive opener;
P, (i, j) - the probability of having a three-way handshake consisting of exactly i

failures transmitting SYNs, followed by one successful SYN, followed by
exactly j failures transmitting SYN/ACKSs, followed by one successful SYN/ACK;

R (1) = pr(L=p0)-pi (1= po)

The latency, L, (i, j), for this process is

i—1 j-1
L, (i,j)=RTT +£k§_;2k RTOj+[kZ;2k RToj =

n Xn+1 . Xm n-1
D x = =»2=2"-1
k=m Xx-1 k=0

= RTT +(2‘ —1) RTO+(Zj —1) RTO =RTT +(2‘ + 2 —2) RTO
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Connection Establishment (cont’d)

The probability that L, is t seconds or less is

P[L, <t]= > PR/(i, i)

Ly (i, j)<t

The mathematical expectation of the overall connection establishment latency is

EL,]= RTT+§(;Lh(i)ph(i)+ZLh(j)ph(j): Sx =1, |x<1

RTT +i p (1-p,)-(2' 1) RTO+i p! (1-p, )-(2' -1)RTO =

RTT +RTO(1-p, ) i(%r ~p})+RTO(L- pf)i((zpf)j_pg):

=0 ]j=0
RTT +RTO(1-p,) {Z 2p,) Z }rRTO(l p ){Z(zpf)tz p]{}:
i=0 i=0 j=0 j=0
1- 1-
RTT +RTO| =P 1|4 RTO| " 1 |=RTT +RTO| = Pry P
—2p, 1-2p, 1-2p, 1-2p,
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Modeling Slow Start Phase

¥ The “"mice and elephants” phenomenon

& Much of the traffic on the Internet is carried by a small number of large flows
(elephants), while most of the flows are short in duration and carry a small
amount of traffic (mice)

TCP was originally designed for elephants, where a sender probes for the end-to-end

available bandwidth in a slow start phase, and then spends most of its data transfer
operation in a congestion avoidance phase

& TCP traffic is dominated by mice (also known as short-lived flows or short
transfers)
I.e., flows that are short in duration and carry a small amount of traffic

Those flows are short enough to experience any losses and spend the most part of
their life-time in the initial slow start phase

#& Thus, it is important to model TCP performance taking into account TCP startup
mechanisms such as connection establishment phase and the initial slow start
phase
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Modeling Slow Start (cont’d)

3 Results of an HTTP request for Yahoo! home page
Captured by the Wireshark network protocol analyzer, March 10, 2008
TOTAL: 10 TCP connections; 372 packets; 262,734 bytes

=101 x]

Ethernet: 2 | Fibre Channel | FDDT | IPv4: 6 | I | IXTA | NCP | RSVE | SCTR | TCP: 10 | Token Ring | UDP | WSE | WLAMN
I | For | eva: 6 | x| s | e [rsie | | |oe Juss fwwan |

TCP Conversations
Address A Port A | Address B PortB | Packets - | Bytes | Packets A-=B | Bytes A-=B | Packets A<-B | Bytes A<H
130.230.52.139 2640  193.166.4.70 80 7 1103 4 589 3 514
130,230,52,139 2629  193.166.4.71 80 8 077 4 621 4 2456
130,230,52.139 2637 216.73.87.152 80 <] 1262 5 G36 3 575
130.230.52.139 2631 77.238.187.39 80 11 2328 5] 097 5 1631
130,230,52.139 2635 53,142.213.132 80 12 3040 ] 2307 ] 733
130.230.52.139 2623 193, 166.4.70 30 44 33324 20 2211 24 31633
130.230.52.139 2621 37.248.113.14 &0 47 36309 20 1659 27 35150
130.230.52.139 2633 193.166.4.70 30 55 45417 23 1626 32 44731
130,230,52.139 2627 193, 166.4.70 30 31 59302 38 7563 43 31734
130.230.52.139 2626 193, 166.4.70 30 99 75R02 45 G625 54 L3377
4 | 1
[ Limit to display filter
Copy | Close
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Modeling Slow Start (cont’d)

¢ Results of an HTTP request for @MAIL.RU home page
Captured by the WildPackets OmniPeek network protocol analyzer, March 10, 2008
TOTAL: 59 TCP connections; 885 packets; 346,557 bytes
Average (per connection): 15 packets/connection; 6 KB/connection

+® OmniPeek - [mailru.pcap] O] x|
@ File Edit View Capture Send Monitor Tools Window Help =151 x|
0-8-H  ERFUE e s [ 47200 = B0
Al g
= Capture Flows recycled: | o
Packets Packets dropped: ¥
Log Mame = | Flows | Packets | Bytes |
=l Expert - 0o @ web 59 8as 346,557
Hierarchy —
Flat -0 81.19.66.19 1 9 2,041
b Application B0 88.212.196.78 1 12 2,451
= Voice & Video B0 194.67.45.129 1 10 1,456
Calls || #09194.57.57.157 2 132 118,345
Media |1 B0 1946757226 1 22 15,028
El Visuals -0 194,186.55.125 51 622 202,704
Peer Map -0 217.73.200.174 2 18 3,032
Graphs
[=] Statistics
Modes
Protocols
Summary 1| |+
Packets: |85 Curation: |0:00:20
For Help, press F1 |EE Mone | 4

I
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Modeling Slow Start (cont’d)

¢ Captured by the Colasoft Capsa network protocol analyzer, April 01, 2004

| /./"‘—" 7—9_'
0.8
2
2 0.6
[&)
2
c
8
o
@)
|_
G
8 04
(@)
0.2
=== \\/eb surfing
Pictures
e ClipS
e General case
0
1 10 100 1x10° 110t 1x10°

Connection size, KB

|
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Modeling Slow Start (cont’d)

3 Heavy-tailed distribution
& Many of the distributions shown in today’s Internet have the property of being
heavy-tailed, e.g.:
Length of individual flows
User think time
Size of available files on the Web

& A distribution is said to be heavy-tailed if the asymptotic shape of the
distribution is power-law with exponent less than 2 regardless of the behavior
of the distribution for small values of the random variable, i.e.,
the probability that a random variable is larger than xis

P[X>x]~x* asx—w, 0<a<2

#& The reason that such distributions are called “heavy-tailed” is that, compared to
those more commonly used distributions such as exponential and normal
distributions, a random variable that follows a heavy-tailed distribution can give
rise to extremely large values with non-negligible probability
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Modeling Slow Start (cont’d)

#8 Slow start (RFC 2581)
After the connection establishment phase, the initial slow start phase begins

During this phase, the sender increments its congestion window (cwnd) by one
segment for each acknowledgement (ACK) received that acknowledges new data

The upper bound for the initial window (IW) (RFC 3390) is given by
min (4-MSS, max (2°MSS, 4380 bytes))

Thus, the sender may use a 1, 2, 3, or 4 segment initial window, provided the
combined size of the segments does not exceed 4380 bytes

Slow start ends when cwnd exceeds (or, optionally, when it reaches it) slow start
threshold (ssthresh) or when congestion is observed

3 Delayed ACK algorithm (RFC 1122)

The receiver sends one ACK for every two full-sized segments that it gets or if the
delayed ACK timeout expires

3¢ Assumptions

TCP behavior is considered in terms of “rounds”, where a round starts when the
sender begins the transmission of a window of segments and ends when the sender
receives an acknowledgment for one or more of these segments

It is assumed that the time to send all the segments in a window is smaller than the
duration of a round and that the duration of a round is independent of the window
Size
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Modeling Slow Start (cont’d)

Sender Receiver Sender Receiver
slow start phase; slow start phase;
Wi=1 ACK without delay Wi=1 ACK with delay
123456789\1 123456789\1\

Wo=W;+#ACK=1+1=2
112|3|4|5(|6]|7]|8]9

delayed ACK
timeout

Wo=W,;+#ACK=1+1=2
1|2|3|4|5]|6]|7]|8]9

W3=W,+#ACK=2+2=4
112|3|4(5([6]|7]|8]9

:

W3=W,+#ACK=2+1=3
112|3)4[5]|6|7]|8]9

W,=W;3+#ACK=4+4=8
718]9(10{11{12|13]|14]15| (<&

'b‘b

W,=W3+#ACK=3+1=4 d ACK }
timeout
112|3|14(5]|6]|7(8]9

\

W
f
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Modeling Slow Start (cont’d)

¥ Related work

N. Cardwell, S. Savage, and T. Anderson. “"Modeling TCP latency”. In Proc.
of IEEE INFOCOM 2000, March 2000, pp. 1742-1751

&
# D. Zheng, G. Y. Lazarou, and R. Hu. “A stochastic model for short-lived
&

TCP flows”. In Proc. of ICC 2003, volume 26, May 2003, pp. 76-81

B. Sikdar, S. Kalyanaraman, and K. S. Vastola. “"Analytic models for the
latency and steady-state throughput of TCP Tahoe, Reno and SACK".
IEEE/ACM Transactions on Networking, volume 11, issue 6, December 2003,
pp. 959-971

D. Phillips, J. Hu, B. Lloyd Smith, R. Harris. "A note on an analytic model for slow
start in TCP”, In Proc. of the 11th IEEE International Conference on Networks,
September 2003, pp. 261-264

& These papers provide analytical models for:
Congestion window increase pattern
Total number of transmitted segments within a given number of slow start rounds
Number of slow start rounds to transmit a given humber of segments

Congestion window size TCP achieves after sending a given number of segments in
unconstrained slow start phase
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Model by N. Cardwell et al.

# During slow start, each round the sender sends as many data segments as its
cwnd allows

& The receiver sends one ACK for every H-th data segment that it receives
b = 1 if the receiver immediately acknowledges every segment that is gets (no delay)

b = 2 if the receiver sends one ACK for every two full-sized segments that it gets
(delayed acknowledgement algorithm)

# Then each round the sender will get approximately (W /b ) ACKs

8 Because the sender is in slow start, for each new ACK it receives, it increases
its cwnd by one segment

& Thus,
W. - the sender's cwnd at the beginning of round i;
y - the rate of exponential growth of cwnd during slow start;
W,,, =W, +W, /b = (1+1/b)-W, = - W,
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Model by N. Cardwell et al. (cont’d)

If the sender starts with an initial window of W, segments, then ssdata,,
the amount of data sent by the end of slow start round n, can be closely
approximated by a geometric series as

ssdata, =W, +W, -y +W, -y +..+W, " =W, - > y** = X< =

ZM-iQ/k W, .7n+1_7:W1.7'(7/n_1) w2

= y r=1 v r-1
The number of slow start rounds to transfer ssdata, segments of data is

(y-1
nzlogy[ssdata\;v(V )+1)

1

The window TCP achieves after sending d segments in unconstrained slow start is

d .(7_1)+1)71 _d(r-1) W,

/4 /4

Wi (d):\Nl'?/n_l :Wl'[

1
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Model by N. Cardwell et al. (cont’d)

3 Given typical parametersof y=1.5(b=2)and 1 <IW <3
(MSS = 1460 bytes), it follows that

W (d): / .(7/_1)+W1 d

~Y
~y

/4 y 3

# Thus, to reach any congestion window, W, a flow needs to send
approximately 3 W

& Given initial ssthresh of 65,535 bytes (RFC 2001), it is easy to see why many
TCP flows spend most of their lifetimes in the initial slow start phase

To reach ssthresh of 65,535 bytes, a TCP flow needs to send approximately 192 KB
of data

|
12/03/2008 TLT-2736, guest lecture, spring 2008 34



Model by D. Zheng et al.

Sender

W]_:l
112|3|14|5|6]|7]|8]9]10[11
Wo=W,+#ACK=1+1=2
112|314|5|6]|7]|8]|9]10[11
W3=W,+#ACK=2+1=3
1(2]3|4[5]|6]7]|8]9(10]11
W4:W3+#ACK:3+2:5
112|3|14|5|6]|7]|8]9]10[11

W5:W4+#AC K=5+3=8

Y

/

slow start phase;
ACK with delay

1

L

/

Y

Receiver

delayed ACK
timeout

delayed ACK
timeout

delayed ACK
timeout

12/03/2008
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Model by D. Zheng et al. (cont’d)

W. - the sender's cwnd at the beginning of round i;
y - the rate of exponential growth of cwnd during slow start;

| x| - the smallest integer bigger than x ( the ceiling function);

W, =W {%Wi] _w, HW Ewm - H ;Wilﬂ .

~W. +W._, = the Fibonacci sequence

0, ifn=0;
F(n):=11, ifn=1
kF(n—1)+F(n—2) ifn>1.

Thus, for W, =1 it follows
W, =W+W_ =1 23,5 8,13, 21, ...
VS.

W, =y W = %Wi —1,1.5,2.25, 3.38, 5.06, 7.59, 11.39, 17.09, ...
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Model by D. Zheng et al. (cont’d)

W, =C,-X"+C,-X!, n=123,..

X, = 1++/5 ;
2
X, - the golden ratio (number), X,;=1.6180339887498948482045868343656;
1-5 A B
Xy ==, : : | X,=B/A=C/B
2 C=A+B
C +C, =1
For W, =1 it follows
joc 15 o 135 REET)
; 2 2 BTSSR
C, +C, =1
5++/5 5-/5
2 ) ) C2 — —
10 10
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Model by D. Zheng et al. (cont’d)

The number of segments sent by the end of slow start round n,
can be approximated as follows

ssdata, :Zn:Wk :Zn:F(k):

F(0)+F(1)+F(2)+F(3)+..+F(n)=F(n+2)-1

0+1+|1+2+3+5+8+...+F(n)|=F(n+2)-1
)2

1+2+3+5+8+...+F(n)=F(n+2

:F(n+2)_2:C1-X1”+2+C2.X2”+2—2zCl.X1”+2—2

3
n=1=C, X, = 55 -[1_2\@} =-0.065

10
n=2=C, X% =0.04
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Model by D. Zheng et al. (cont’d)

The number of slow start rounds to transfer ssdata, segments of data is

[ssdatan + 2}
n=log, -2
1

The window TCP achieves after sending d segments in unconstrained

slow start i1s

n n d+2 n d+2
WSS (d)=C1~X1 +C2'X2 :?+C2°X2 %7

1 1

|
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Model by B. Sikdar et al.

3 B. Sikdar et al. noted that cwnd increase pattern is different in practice and can
make significant differences for short-lived flows

& To account for such complex behavior of the cwnd, the proposed model uses
an averaged pattern which tries to model the expected value of the cwnd for

any round

1 2|3 4(5(6 71819 10(11]12]13|14(15

Without delayed ACK timer expiration

1 2(3 415]6 7(8[9|[10]11 12(13] ... ] ...

With delayed ACK timer expiration

1 2|3 4(5(6 71819110 11(12[13] ... ] ...

Proposed model

cwnd increase patterns

|
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Model by B. Sikdar et al. (cont’d)

| x| - the biggest integer smaller than x (the floor function)

The number of segments transmitted in the n-th round is given by

N n-2
WH:P2 +22J

The number of segments sent by the end of slow start round n,
can be found as

n_+1 4n-3 3 /

ssdata, _ZW [ +3.2 8 —2——
The number of rounds required to transmit ssdata, segments of data is

2-ssdata, + 4+ 32

5
242 +3.28

n=|2-log,
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Proposed Model

Sender Receiver Sender

W1:1

W]_:l
delayed

ACK
timeout

RTT W,=2

W
AN

\J \/

Receiver

delayed
ACK
timeout

RTT

delayed
ACK
timeout

delayed
ACK
timeout

12/03/2008
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Proposed Model (cont’d)

cwnd increase patterns (in segments)

Round, RTT belongs to
/ (0,T,] |(T42T,) 2T, |(2T,3T,]/(3T,4T,]/(4T,5T,4]/(5T,6T,]

1) 1 1 1 1 1 1 1
2) 2 2 2 2 2 2 2
3) 3 3 3 3 3 3 3
4) 4 5 5 5 5 5 5
5) 6 7 7 8 8 8 8
6) 9 10 11 12 12 12 12
7) 13 15 16 18 18 18 18
8) 19 22 24 27 27 27 27
9) 28 33 36 40 41 41 41
10) 42 49 54 60 61 62 62
11) 63 73 81 90 o1 93 93
12) 94 109 121 135 136 139 140

|
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Proposed Model (cont’d)

The number of transmitted segments

Round, RTT belongs to
/ (0,T,] |(T42T,) 2T, |(2T,3T,]/(3T,4T,]/(4T,5T,4]/(5T,6T,]

1) 1 1 1 1 1 1 1
2) 2 3 2 3 3 3 3
3) 6 6 6 6 6 6 6
4) 9 11 11 11 11 11 11
5) 15 17 17 19 19 19 19
6) 24 26 28 31 31 31 31
7) 36 41 43 49 49 49 49
8) 54 62 67 76 76 76 76
9) 81 95 103 115 117 117 117
10) 123 143 157 175 177 179 179
11) 186 215 238 265 267 272 272
12) 279 323 358 400 402 410 412

|
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Proposed Model (cont’d)

& The receiver sends one ACK for every bH-th data segment that it gets
b = 1 if the receiver immediately acknowledges every segment that is gets

b = 2 if the receiver sends one ACK for every two full-sized segments that it gets
(delayed acknowledgement algorithm)

¥ For each new ACK the sender receives, it increases its cwnd by one segment
y=1+1/bis the rate of exponential growth of cwnd (y=2o0r 1.5)

& When RTT < 2T, acs €WNd increase patterns can be closely approximated by
the model proposed by N. Cardwell et al.:

W, .
W, =W +F':7/-Wi, 1=12,...,n

3 But if the ACK timer expires before a new segment arrives (in the cases when
RTT > 2T, ack), CWNd increase pattern can be approximated as

vv”l:vvi{%}(y.wq, 12,1
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Proposed Model (cont’d)

" 4 .Wi , when RTT <2 'TdeIACK
i+1 D/.Wi—‘, when RTT > 2 Tiaack

[ x]=x+r, 0<r<1
W, =W,

W, =W, +[W, /b ] =[W, -y |=W, -y +1,
W, :[}/-(W1-7+ I’l)—lzwl-y2 +I -y +,

W4:(7-(W1-72+r1-7+r)—‘:w S AR R AR o

W =W, y" "y
Since y =3/2, we have that r;,(j =1,2,...,n—1) is a discrete randow variable,
which takes on a value of 0 or 1/2

0+05 1

Uniform distribution between these values implies that E [r | = 1
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Proposed Model (cont’d)

The number of segments sent by the end of slow start round n,

can be expressed as

n

ssdata, =W, -Zn:Wk =W, -Zn:yk‘l +E[r]- D (n-k)-y* =
k=L -1

k=1
7' '(Wl’(7_1)+ E[r])_n'E[r]'(V_l)_(Wl'(V_l)J“ E[r])
(7-1)°
After transormation of the obtained expression to the canonical form, we get
i _(Wl (y-1)+ E[r])}/n , ssdata, (7 =1) +W,-(y -1)+E[r] .

E[r]-(-1) E[r]-(r-1)
This is a transcendental equation, which cannot be solved by an exact method,
only by graphical or numerical methods

A transcendental equation is an equation containing a transcendental function
(i.e., a function which cannot be expressed in terms of algebra), e.g.,

X =a" or X =sin X

12/03/2008 TLT-2736, guest lecture, spring 2008 47



Proposed Model (cont’d)

M.A. Eremin. "High degree equations"”. Arzamas, 2003 (in Russian)
X"+ax" " +a, X"+ +a, X +a, X'+ f(x)+a, =0,

f (x) - transcendental function

The equation determinant is given as

o m
o, Gt f(m)
a,
and
p = =
m™¢ +am™ " ram 4 +a

The range of values m (and approximate roots of the equation)
can be found from a set of inequalities for

1) p>0
2) p<0
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Proposed Model (cont’d)

] _(Wl (r-1)+ E[r]).yn N ssdata_ -(7/—1)2 +W, (¥ =1)+E[r] 0

E[r]-(»-1) E[r]-(»-1)
WGy
. ( E[r]-(r-1 j7
ssdata, (7 —1)" +W, -(y =1)+ E[r]
E[r]-(r-1)
ssdata, (7 —1)" +W, -(y —1)+ E[r]
] e[ |
o ssdata, (7 —1)" +W, -(y —1)+E[r]
E[r]-(r-1)

ssdata, (7 —1)°
m > log +1|=>n~=
“\W,-(y 1)+ E|[r]

ssdata, - (y 1)’
log, {Wl .(7—1)7-1 E[r] +1ﬂ
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Proposed Model (cont’d)

The comprehensive model of the initial slow start phase:

W, - the initial window size; E[r]=0.25;
(W1 ",

W =<

n

ssdata, = <

W, -y +E[r]-

V\/1 . kZ:;}/k—l’

n(d):<

"

12/03/2008

(n—k)-j/k_l,

[r]”ﬂ’

TLT-2736, guest lecture, spring 2008
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k=1

d-()/—l)

Iogy[

|0gy [W . ~(7/—1)2

7—D+E

when RTT <2-T ek

when RTT > 2T acx

when RTT < 2T ek

when RTT > 2-T, e«

when RTT < 2T ek

when RTT > 2T acx



Proposed Model (cont’d)

Simulation setup

network simulator - ns2

Initial window = {1, 2, 3} segments
Delayed ACK timeout = {100, 150, 200} ms
RTT < N'Tyuae » N =11, 2, ..., 6}

Relative error:
X (i)predicted - X (i)simulated

X (I )simulated

& For RTT > 2'T ack » the developed model has the relative error smaller
than 10% over a wide range of rounds and for different values of the initial
window

3d ¥ ¥ F H #

-100%

5(i)=
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Proposed Model (cont’d)

3 cwnd increase patterns, RTT = T,qiack

The model proposed by Cardwell et al. outperforms all other models in predicting
cwnd increase pattern for different values of the initial window

IW =1 segment IW = 2 segments
300 400
300
< 200 <
: S 200
[¢D)
g 100 ©
S < 100
[} O
v4
0 e 04
W 0 W
-100 -100
123456 7 8 9101112131415161718 123456 7 8 9101112131415161718
Number of rounds Number of rounds
— Cardwell et al —— Cardwell et al
¢ Sikdar et al »=>%¢  Sjkdar et al
&6 Zheng et al e Zheng et al
— Proposed model — Proposed model
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Proposed Model (cont’d)

3 cwnd increase patterns, 2'Tgqack < RTT = 3 'T4eiack
The proposed model outperforms all other models in predicting cwnd increase

pattern
IW =1 segment IW = 2 segments
200 200
150 150
S o
.~ 100 ‘E
% S 100
(]
g 50 @
3 s 50
g O &
50 0
o B M
123456 78 9101112131415161718 123456 7 8 9101112131415161718
Number of rounds Number of rounds
— Cardwell et al —— Cardwell et al
»*>¢ Sikdar et al > Sijkdar et al
&6 Zheng et al e-e-© Zheng et al
—— Proposed model —— Proposed model

|
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Modeling Steady State Throughput

& Related work

& M. Mathis, J. Semke, J. Mahdavi, and T. Ott. “The macroscopic behavior of
the TCP congestion avoidance algorithm”. Computer Communication
Review, volume 27, issue 3, July 1997, pp. 67-82

3 J. Padhye, V. Firoiu, D. Towsley, and J. Kurose. *"Modeling TCP Reno
performance: a simple model and its empirical validation”. IEEE/ACM
Transactions on Networking, volume 8, issue 2, April 2000, pp. 133-145

zesheng Chen, Tian Bu, Mostata Ammar, and Don Towsley. "Comments on

"Modeling TCP Reno performance: a simple model and its empirical validation™.
IEEE/ACM Transactions on Networking, volume 14, issue 2, April 2006, pp. 451-453

3 These papers provide analytical models of steady state throughput for a long-
lived TCP Reno connection

|
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Model by M. Mathis et al.

cwnd 4  ACK without delay  cwnd 4 ACK with delay
(segm.) E (segm.) F

Throughput
(segm./RTT)

>
0 W/2 W Time (RTT) Time (RTT)
” wY 1(WY 3w? Wk
Y, =S +Sr=|— | +=| = | = = =—W + W =
] 1 ABCD ABF (Zj 2(2) g 4 2 2 9 A
s _ 1 - k-1
Yy :Z(l_ pl)k : pk=— Y :Z(l_ pZ) P,k =
k=1 pl L k=1 2
W = 8 W = i:> P =2P,
3p1 3p2
Y, 3 3 Y 3 3
Blz—lz—W: —_ Bzz—zz—W: — = Bl(pl):Bz(pz)
A 4 2p, A 4 \/4pz
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Model by M. Mathis et al. (cont’d)

Capacity = Bandwidth Delay Product (BDP) =
= RTT x Bottleneck link_bandwidth =

- — — — — — — — _________2
] R1 R2 O
qt?eoue T qt?eoue
Sender Bottleneck Receiver
0 | | > link
0 c/2 c Time (RTT)

TCP throughput = 0.75 x (Capacity / RTT)
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Model by M. Mathis et al. (cont’d)

cwnd A No queue cwnd 4 Queue at the bottleneck

(segm.) (se(E:J:m )_ BDP + Queue size

c 4 C/2  _ _ _ BDP
— -7 1 "= —"—7—— Bottleneck
cr2 I/ L ‘ Bottleneck link utilization

link utilization _ 0
— 7504 =100%
0 | | > 0 | | >
0 Cc2 C Time (RTT) 0 c/2 C Time (RTT)
Capacity = BDP Capacity = Queue_size + BDP
O 71
- with R2 %
— queue T
Sender Bottleneck Receiver
link

RTT observed = Queuing _delay + 2-way propagation delay
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Model by M. Mathis et al. (cont’d)

& Limitations of the model
No loss detection via RTO expiration
No Karn'’s algorithm
No receiver window
No slow start algorithm
No fast recovery algorithm

cwnd 4 No queue cwnd 4 Queue at the bottleneck
(segm.) (segm.)
W - // W ]
A —
- —
A —
rd —"]

W2 - w2 1771 —
0 » O >
Time (RTT) Time (RTT)

O RTT = COnSt W/2 O RTT ;é const W/2

RTT = f (Queuing_delay)
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Model by J. Padhye et al.

¢ Assumptions
The sender sends full-sized segments whenever the congestion window allows
The time required to send all the segments in a window is smaller than RTT
The receiver window (rwnd) is assumed to be always constant

Segment loss happens only in the direction from the sender to the receiver

This assumption is acceptable because low levels of ACK loss have only a small effect with
large windows, and network paths are often much more congested in the forward direction
of data flow than the direction of ACK flow (reverse direction)

Probability of segment loss and RTT are independent of the window size
This can only be true when the flow is not fully utilizing the path bandwidth
This assumption is justified for high-speed, large BDP links with multiple flows
Bursty loss model: if a segment is lost, all the remaining segments in that window
are also lost

This model is a simplified representation of packet loss process in routers with FIFO Drop-
Tail queue management
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Model by J. Padhye et al. (cont’d)

3 Bursty loss model

615124131211] —» Enough space:
No drops

Incoming packets Router’s buffer Router
Not enough space:
oc]4ldf2]] -:._® Some packets will be dropped
Incoming packets Router’s buffer Router
No space at all:
Sl 2 3 R :-::-_® All packets will be dropped
Incoming packets Router’s buffer Router
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Model by J. Padhye et al. (cont’d)

36
38
36

Model building
Three steps:

Steady state throughput is not limited by the receive window
(cwnd < rwnd)
Step 1: All loss indications are exclusively “triple-duplicate” (TD) ACKs
Step 2: Loss indications are triple-duplicate ACKs and time-outs (TO)

Step 3: The impact of window limitation
(cwnd = rwnd)

Terminology

Round: starts when the sender begins the transmission of a window of
segments and ends when the sender receives an ACK for one or more of these
segments

TCP behavior as a cyclic process

Triple Duplicate Period (TDP): is a period between two loss indications, except
the interval between two consecutive timeouts

TDP consists only of the congestion avoidance phase
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Model by J. Padhye et al. (cont’d)

3 Step 1: All loss indications are exclusively triple-duplicate ACKs

A Segments sent

Wi +-------—————————— ACKed
segment
d; lost
|
AW’ segm. E segment
e W, Wia | _ %
_l_,_,_’__l_,_,_’_ - 2 T -
317
_l_’_ B,
Y, Y, Y, 2161].
11519 No. of rounds
> ~ t >
“ i N ~— N ﬁs ) ! \ ! 2» 3 4; \ |, L— last roynd
'|'D|:>1 TDP2 '|'D|:>3 b b b t penulttmate
— _/ round
TDP.
For any giventimet>0: For the i-th cycle (TDP,):
N, - the number of segments transmitted in the interval [O,t] Y, - the number of segments sent in the cycle;
(regardless of their eventual fate); A - the duration of the cycle;
B, = N, /t - the throughput on that interval; {w, }. - aregenerative process with rewards {Y, [
i . N ElY
B, =limB, =lim— B:L
t—0 too E[A]
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Model by J. Padhye et al. (cont’d)

& Beginning of the i-th cycle

Sender

congestion
avoidance phase;
ACK with delay

Receiver

Segments sent

W]_: r\l T T T T
—i
1[2[3]4]|5]6]|7[8]9]| 5 |
S Wi
2 ACKS 2/ -7
Wo=W+#ACK*1/W,= _ ACKs T /Nals
4+2/4=4+0.5=4.5 N 5 aE,
123456789'§ ——— 2|6 No. of
o aCK | 5 rounda»
CK 123 4 ' t— last round
W3=WL+#ACK*1/W,= . N 7
— ™ b b
56789101112138 \ TDP.
Wi = Wiet1/b = W12 Ue—"
\j \j
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Model by J. Padhye et al. (cont’d)

# End of the i-th cycle

Sender Receiver
congestion
' . ACKed lost
avoidance phase;
ACK with delay segment segment
(b=2) Segments sent
W:=8 & _ AW
112|314 9 § B
<
0 - Wi
Wi:8 . ___2 o
+
9 |10(11]|12]13 > < =1 5
€ a KA No. of
S 11519 . rounds
1 2'3 4 i
— last round
) -
retra \ b b b
TDP.
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Model by J. Padhye et al. (cont’d)

3 Step 2: Loss indications are triple-duplicate ACKs and time-outs

W
W, W, |\/|i = ZY"_ + Ri
i
_l_'_’_,_,_ R =2
Y, Y., —r ,J
LA | -
N ~- \ ~ N\ ~ ) p
cycle; cycle, sequence of timeouts
gt
S.

M. - the total number of segments transmitted during the i-th supercycle;
S, - the total duration of the i-th supercycle;

E[Y] - the expected number of segments sent in a cycle;

E[A] - the expected duration of a cycle;

Q - the probability that a loss indication is a TO;

E[R] - the expected number of segments sent during the timeout sequence;

E[ZTO} - the expected duration of the timeout sequence;
_E[M]__E[Y]+Q-E[R]
E[S] E[A]+Q -E[Z™]
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Model by J. Padhye et al. (cont’d)

¥ Step 3: The impact of window limitation

M, =>Y,+R
j
R =2
S .
A O >

- _J
Y t
sequence of tlmeouts>|

W__ - the receive window size (expressed in segments);

E[W] - the unconstrained window size;

B_{B(E[W]), if E[W]<W,,,
B(W,. ), otherwise

B =min

W 1

max

RTT —— __
RTT 2b3p + RTO-min(l,S /3b8p] p(1+32p?)

12/03/2008 TLT-2736, guest lecture, spring 2008 66



Model by J. Padhye et al. (cont’d)

# Equation-based congestion control
RFC 3448 “"TCP friendly rate control (TFRC): protocol specification”

& TFRC is designed to be reasonably fair when competing for bandwidth with TCP
flows

A flow is “reasonably fair” if its sending rate is generally within a factor of two of the
sending rate of a TCP flow under the same conditions

& In order to compete fairly with TCP, TFRC uses the TCP throughput equation, which
roughly describes TCP’s sending rate as a function of the loss event rate, round-trip time,
and packet size

A loss event corresponds to one or more lost or marked packets from a window of
data

# The throughput equation is currently recommend for TFRC is a slightly
simplified version of the throughput equation for TCP Reno from the model by
J. Padhye at al.

Any realistic equation giving TCP throughput as a function of loss event rate and RTT
should be suitable for use in TFRC
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PFTK-Model Revised

¥ TCP Reno performance in the presence of correlated losses

Sender Receiver
congestion B
avoidance phase;
W;=8 o, ACK with delay
1[2]3]4 9 \1
%_J \
1) \5\ R
i >
Wo=W,=8 ‘«’ CA
9 [10{11[12]13 i ]
%{_J .
B = Duplicate
FlightSize=8; ssthresh=8/2=4; i > ACKs
Wj=ssthresh+#DupACK=4+4=8 =FlightSize /
9 [10{11[12|13
W,=ssthresh=4; FlightSize=7;
W, < FlightSize
5 9 [10{11[12|13
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PFTK-Model Revised (cont’d)

# The PFTK-model assumes that in case of congestion along the path about half
of the transmitted window of segments will be lost

At the same time, the PFTK-model does not capture the fast recovery algorithm since
it is assumed that the impact of this omission is quite small

It is also assumed that the time spent in slow start is negligible

& However, it is known that TCP Reno has performance problems when multiple
segments are dropped from one window of segments and that these problems
result from the need to wait for the RTO expiration before reinitiating data flow

& Thus, in the presence of correlated losses and when the first loss in a cycle is
detected via a TD loss indication, the following sequence of steps is expected:
Initialization of the fast retransmit and fast recovery algorithms, retransmission of the
first lost segment
Waiting for the RTO expiration, which was set after the successful retransmission of
the first lost segment (see RFC 2988 for details)

Initialization of the slow start algorithm

|
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PFTK-Model Revised (cont’d)

¥ New definition of a cycle:

A cycle consists of the slow start phase, congestion avoidance phase, fast
retransmit/fast recovery phase, and one timeout

Segments sent

A ACKed segment
L
lost segment
W.
ssthresh = —-
Wi—l <—Oli ____2
2
>
1Nl 2 X No. of rounds
-« - - >l >
slowstart b FR RTO 'slow start
\ J
g
cycle;

e
12/03/2008
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PFTK-Model Revised (cont’d)

3 The revised model of TCP Reno throughput in the presence of correlated
losses:

J+QEEW) 2

+1j+2J+W+@(E[W])(WI(p)—Wj’

- P

—+E

(W
ﬁ[max(mg2 E[w], 2)+b(E[ ]

when W >E[W];

B=
1 A P
7+Wmax Q Wmax A
p W)y
___ A ___f Y
RTT [max(logzwmax, 2) + Wnac | 40P Wor 3] +RTO + Q(Wmax)(RTO(p) - RTTJ
8 4pW__ 2 1-p

when W <E[W],

, 2+3b 8 (2+3b)
where: E[W]=- + 3bp+ ok

f(p)=2p+2p*+4p°+8p* +16p° +32p°;

(1—(1— p)s)-(l+(1— o)’ -(1—(1— p)W‘g))
1-(1-p)" '

Q(W)min{l,
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PFTK-Model Revised (cont’d)

Algorithm Model by Model by The revised
M. Mathis et al. | J. Padhye et al. PFTK-model

Loss detection via three Yes Yes Yes
duplicate ACKs
Loss detection via RTO --- Yes Yes
expiration
Karn’s algorithm --- Yes Yes
(“exponential backoff”)
Sliding window Yes Yes Yes
Receive window --- Yes Yes
Slow start Yes
Congestion avoidance Yes Yes Yes
Fast retransmit Yes Yes Yes
Fast recovery Yes
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PFTK-Model Revised (cont’d)

& Simulation setup
network simulator ns-2
TCP maximum segment size = 1460 bytes
W, .« = 10 segments

Number of UDP sources: from 220 to 420
shape parameter of Pareto distribution = 1.2
mean ON time = 1 s, rate = 12 kbit/s
mean OFF time =2 s

10 Mbps 10 Mbps
e 1 1 ms 1 ms UDP
ON/OFF 2 Mbps sink
UbP < 8 ms
sources
\
TCP Reno TCP
sender receiver
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PFTK-Model Revised (cont’d)

# Summary

¥ Fast retransmit and fast recovery algorithms should to be taken into account
while modeling TCP Reno throughput in the presence of correlated losses

# The revised model has the average error smaller than 5% over a wide range of
loss rates, while the PFTK-model significantly overestimates TCP Reno
throughput in the middle-to-high loss rate range

70 70
60 60
2 50 2 50
o @
= £
> o
@ @
< 40 £ 40
2 5
£ g
= =)
3 30 2 30
£ E
o ©
(@]
g 20 g 20
g )
< <
10 10
0220 240 260 280 300 320 340 360 380 400 420 0O 0.01 0.02 0.03 004 005 0.06 0.07 0.08 009 01 0121
Number of ON/OFF UDP sources Frequency of loss indications (p)
— Simulated — Simulated
— Proposed model — Proposed model
—— PFTK-model —— PFTK-model
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Modeling TCP NewReno

¥ Related work

& RFC 3782 “"The NewReno modification to TCP’s fast recovery

algorithm”

& A. Medina, M. Allman, and S. Floyd. "Measuring the evolution of transport
protocol in the internet”. ACM SIGCOMM Computer Communication Review,
volume 35, issue 2, April 2005, pp. 37-52

# N. Parvez, A. Mahanti, and C. Williamson. “TCP NewReno: Slow-but-Steady

or Impatient?”. In Proc. of IEEE ICC 2006, June 2006

TCP stack May 2001 February 2004
TCP NewReno 1571 (42.1%) 21266 (76.2%)
TCP Reno 667 (17.9%) 3925 (14.1%)
TCP Tahoe 201 (5.4%) 983 (3.5%)
Other 1289 (34.6%) 1378 (4.9%)
Uncategorized no data 362 (1.3%)
Classified servers 3728 27914
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Modeling TCP NewReno (cont’d)

fast retransmit/fast recovery phase phase
A

-
Loss detection via Reset Reset Reset Full
Slow-but-Steady yinie”quplicate ACKs RTO RTO RTO ACK
Sender T T T T T
> {
\ / *
. \ an : e
l Duplicate
’0’ ACKs s
» 1
Receiver

fast retransmit/fast recovery phase phase
A

Loss detection via Reset RTO

Impatient triple-duplicate ACKs RTO RTO expires

Sender

\] > t
uplicate
ACKs

> t

Receiver

-l [
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Proposed Model

# RFC 3782 specifies two variants of TCP NewReno implementation:
Slow-but-Steady
Impatient

& The only difference between them lies in the retransmission timer resetting
scheme in response to partial ACKs

In the Slow-but-Steady variant, the sender resets the retransmission timer after each
partial ACK

In the Impatient variant, the sender performs resetting only after the first partial ACK

& Depending on the given operational conditions (number of lost segments, delay
variation, etc.) either one or the other may provide better performance

& The objective is to evaluate TCP NewReno variants and define the
most preferable one
Since the difference between them only appears when a large enough number of

segments in a window are lost, we focus our analysis on case of bursty losses
inherent to a Drop-Tail environment
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Proposed Model (cont’d)

Slow-but-Steady Impatient
segments sent segments sent D ACKed
AW, W, A W, W, segment
b ) 0 lost
segment
s é}*l W s é‘l s é‘i—l W ;
ssthresh, = —-L ssthresh. = —i-L retrans-
» L2 _ _ b2 EI mitted
o o segment
] L) L) (] o o (] ]
> >
1 541 2(3 4 1 2]3 4 rounds
W—); J— — | N— —A—— —
b b b T b b b
: AFR > ACA j \: AFR > <ASS= - ACA j
e Y
cycle, cycle,

Slow-but-Steady: B = f (&, p,b,RTT,W,,, ) 5 - average loss burst length

Impatient: B=f(r,0,p.b,RTT W, ) p - loss event rate
b - receiver acknowledges every b-th segm.

B = —— EY] , ifo<r+l W__ - maximum receiver window
RTT(E[AFR]+ E[YCA])
BIMP —
E[Y] ,othewise. T :@
W(E[AFR} E[A® ]+ E[YCA]) RTT

______________________________________________________________________________________________________________________________________________________________|
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Proposed Model (cont’d)

38
38
36

¥$ ¥ ¥

¥$ ¥ ¥ I

Numerical analysis
All calculated values should be real and positive by definition

To quantify the difference between the steady state throughputs of the Slow-
but-Steady and Impatient variants we used

(BIMP B BSBS)

SBS
B

Normalized difference = 100%

Used parameters
b =1 or 2 (without/with delayed acknowledgements)

Receiver buffer size = 64 KB (commonly, TCP adjusts W, to even increments
of MSS negotiated during connection establishment)

MSS = 1460 bytes (then W, = 44 segments)
7 varied from 2 up to 20 (recall that 7= R7TO/RTT)
p varied from 0.01 up to 1.5% (higher values of p lead to timeouts)

& varied from 1 up to 41 segments (5 <W.__ —3)
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Proposed Model (cont’d)

38 Steady state throughput of the Impatient variant and difference between
throughputs of the Impatient and Slow-but-Steady variants

b=2; RTO =4RTT; MSS =1460 bytes; W__ = 44 segm.

# Throughput shows a complex behavior as a function of o, p, and 7

Loss event rate, x 0.0001

150

Steady state throughput, segm/RTT

40

Lost segments

5]

Impatient minus Slow-but-Steady. segm/RTT

Loss event rate, x 0.0001 Lost segments

IMP

12/03/2008

DIF

TLT-2736, guest lecture, spring 2008




Proposed Model (cont’d)

3 As it was noted in RFC 3782, neither of the two variants is optimal:

When the number of lost segments is small the performance would have been better
without invocation of slow start algorithm

Slow-but-Steady outperforms Impatient by 17.8% (by 4.2 segm./RTT)

At the same time, when the number of lost segments is sufficiently large, the
Impatient variant gives a faster recovery and better performance and the gain
increases with the average loss burst length

Impatient outperforms Slow-but-Steady by 90.6% (by 14.5 segm./RTT)
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Proposed Model (cont’d)

& D. Loguinov. “"Adaptive scalable Internet streaming”. PhD thesis, 2002

& 1) The majority of losses are single packet losses

& 2) Most TCP implementations use coarse-grained retransmission timer (e.g., according to

RFC 2988, RTO should be at least 1 second)

& As a result, the Impatient variant will behave like the Slow-but-Steady one (since all lost

segments can be recovered using fast recovery algorithm before RTO expiration)

—=— PDF ——CDF

80%

U i ——— = = == S S - s 100%
" A 1
70% 'I rd 90%
| 1 80%
50% i
| 4 70%
- |I
E 50% -II | o
|
g 40% I'. so0,
(VIS
2 30% l",l 1 40%
" 1+ 30%
20% '., o
I T (1]
10% {
\l 10%
0% B s s 5 = s 0%
0 5 10 15 20

loss burst length (packets)

CDF percent
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Proposed Model (cont’d)

# Summary

The Impatient variant provides approximately the same steady state throughput as
the Slow-but-Steady one in the worst case and significantly outperforms it in case of
large windows and bursty losses

This could be extremely useful for networks with large bandwidth and long delay
It is expected that under normal operational conditions there will be no difference
between the Impatient and Slow-but-Steady variants since in the most cases all lost
segments can be recovered in the Slow-but-Steady mode

Our recommendation is for the Impatient variant as a backup mechanism for
extreme scenarios with multiple packet drops
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TCP Fairness

¥ Related work

& J. Lee, S. Bohacek, J. Hespanha, and K. Obraczka. “A study of TCP fairness
in high-speed networks”. University of Southern California, Technical Report
05-854, 2005

3 This paper provides a simple analytical model that characterizes fairness under
drop synchronization

I.e., when competing TCP flows become synchronized in the sense that they suffer
drops roughly at the same time

¥ When several TCP flows with different RTTs share the same bottleneck link,
they will not gain access to an equal share of the available bandwidth

This “unfairness” is caused by TCP’s AIMD (Additive Increase Multiplicative Decrease)
scheme in the congestion avoidance stage

& The AIMD algorithm in TCP increases the congestion window by one for each
RTT and decreases the window by half when a drop is detected

Flows with smaller RTT increase their congestion window more rapidly and are
therefore able to reach larger sending rates before congestion occurs

Flows with larger RTTs will thus achieve smaller average sending rates
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TCP Fairness (cont'd)

avg _|
WZ

\\/.max /2_

2 / / W R R2 %:l
________________ —W avg
Wlmax / 2] - T

Bottleneck ~ S€"ver

0 | - = link
- Client 2
0 T Time |
W, - the window size of the i-th flow; Wi T ey = 2L
2 RTT, RTT,
- max _I_
T - loss period; A LW + W, | = Ewimax _ E_
20 2 4 2 RTT,
. . W.an T
Lsegm. _ the rate of increase of W;; === 3 5
RTT. RTT. 2RTT.
2
Fairmess. . — B, [ RTT, Ratio between throughputs of two flows is inversely
1,2 , RTT, proportional to the square of ratio of their RTTs
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Network Asymmetry & TCP

3 Related work

& RFC 3449 “"TCP performance implications of network path asymmetry”

The document describes TCP performance problems that arise because of
asymmetric effects and details several mitigations to these effects, which have either
been proposed or evaluated in the literature, or are currently deployed in networks

# T.V. Lakshman, U. Madhow, and B. Suter. "Window-based error recovery
and flow control with a slow acknowledgement channel: a study of
TCP/IP performance”. In Proc. of IEEE INFOCOM 1997, volume 3, issue 7-
12, April 1997, pp. 1199-1209

The paper evaluates the performance of window-based protocols over systems in
which the reverse link is considerably slower than the forward link

12/03/2008 TLT-2736, guest lecture, spring 2008 86



Network Asymmetry & TCP (cont’d)

& The bandwidth asymmetry has a negative impact on TCP performance
because the TCP throughput is regulated (and limited) by the flow of
acknowledgements (called “"ACK clock”)

& The impact of asymmetry on TCP performance has been characterized by
Lakshman et al. using an index called normalized asymmetry ratio (k)

&8 k is the ratio of the raw bandwidth (capacity) of the forward direction to the
reverse direction, divided by the ratio of the packet sizes used in the two
directions

forward_link_bandwidth

_reverse_link_bandwidth
forward_packet_size

reverse_packet_size

# When k > 1, the TCP throughput on the forward channel is restricted to a
maximum of forward_link_bandwidth / k

3 Other factors like bi-directional traffic (e.g., downloading a Web page while
sending an email) will increase k and further aggravate the asymmetry problem
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Network Asymmetry & TCP (cont’d)

¥ Example
& Forward link bandwidth = 8 Mbit/s

¢ Reverse link bandwidth = 64 kbit/s
The raw bandwidth ratio is 8000/64 = 125
& Data packets = 1500 bytes

# ACK packet = 40 bytes
The ratio of the packet sizes is 1500/40 = 37.5
&$ k=125/37.5= 3.3

& If the receiver acknowledges more frequently than one ACK per every 3 data
packets, the upstream link will become saturated before the downstream link,
limiting the throughput in the forward direction

& Thus, the TCP throughput on the forward link is restricted to a maximum of

8/k = 2.4 Mbit/s
FORWARD | |se
il < 35
§ ‘
Client [ REVERsE (BACKW% Server
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