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1.1. IntroductionIntroduction

•• LeakingLeaking abstractionsabstractions
•• StructureStructure of a mobileof a mobile devicedevice

–– HardwareHardware
–– Basic softwareBasic software conceptsconcepts andand runrun--timetime

infrastructureinfrastructure
–– SoftwareSoftware stackstack andand installationinstallation

•• SummarySummary
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ExampleExample:: NullNull--terminatingterminating stringstring

char *char * strcat(charstrcat(char * c1, char * c2)* c1, char * c2)
{{

intint i, j;i, j;
while(iwhile(i = 0; 0 != c1[i]; i++);= 0; 0 != c1[i]; i++);

while(jwhile(j = 0; 0 != c2[j]; j++, i++)= 0; 0 != c2[j]; j++, i++)
c1[i] = c2[j];c1[i] = c2[j];

c1[i+1] = 0;c1[i+1] = 0;
return c1;return c1;

}}
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LeakingLeaking abstractionabstraction

•• LeakingLeaking abstractionabstraction revealsreveals thethe detailsdetails of anof an
implementationimplementation inin somesome specialspecial casecase
–– TCP/IPTCP/IP whenwhen connectionconnection isis terminallyterminally brokenbroken
–– SQLSQL cancan bebe terriblyterribly slowslow inin somesome queriesqueries thatthat areare

poorlypoorly organizedorganized
–– RunRun--timetime infrastructureinfrastructure cancan behavebehave in ain a complexcomplex

fashionfashion
–– ……

•• AreAre therethere leakleak--proofproof abstractionsabstractions??
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LeakingLeaking abstractionsabstractions and mobileand mobile
devicesdevices

•• ScarceScarce resourcesresources
–– MemoryMemory,, processorprocessor,, bandwidthbandwidth, disk, etc., disk, etc.
–– ImplementationImplementation becomesbecomes visiblevisible moremore easilyeasily asas therethere isis onlyonly

limitedlimited reservereserve

•• ResourceResource allocationallocation responsibilityresponsibility
–– WhiteWhite--boxbox resourceresource managementmanagement
–– BlackBlack--boxbox resourceresource managementmanagement

•• In theIn the endend, the, the programmerprogrammer stillstill holdsholds allall thethe stringsstrings inin
bothboth approachesapproaches
–– InfrastructureInfrastructure’’ss effecteffect mustmust bebe takentaken intointo accountaccount!!
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WhiteWhite--boxbox resourceresource managementmanagement

•• AssumesAssumes anan educatededucated developerdeveloper whowho alwaysalways
anticipatesanticipates thethe implementationimplementation andand performsperforms
necessarynecessary actionsactions inin anyany resourceresource allocationallocation
–– AvoidsAvoids leakingleaking abstractionsabstractions byby givinggiving controlcontrol andand

responsibilityresponsibility to theto the programmerprogrammer
•• PatternsPatterns (and(and antipatternsantipatterns) of) of resourceresource managementmanagement
•• CodingCoding stylestyle,, idiomsidioms andand standardsstandards
•• ExampleExample systemssystems

–– CC
–– C++C++

•• ErrorsErrors andand theirtheir effecteffect??
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BlackBlack--boxbox resourceresource managementmanagement

•• AssumesAssumes anan infrastructureinfrastructure thatthat allowsallows andand liveslives withwith
anyany allocationallocation strategystrategy for thefor the programmerprogrammer
–– HoweverHowever,, leakingleaking abstractionsabstractions of theof the infrastructureinfrastructure remainremain aa

problemproblem thatthat mustmust bebe solvedsolved byby thethe programmerprogrammer

•• ExampleExample systemssystems::
–– JavaJava
–– C#C#

((BtwBtw.,., whenwhen dodo Java and/Java and/oror C#C# abstractionsabstractions leakleak?)?)
–– ScriptingScripting languageslanguages (Python, JavaScript)(Python, JavaScript)
–– WebWeb runtimeruntime ((e.ge.g.. widgetswidgets))

•• ErrorError casescases??
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ContentContent andand goalsgoals

•• LeakingLeaking abstractionsabstractions
•• StructureStructure of a mobileof a mobile devicedevice

–– HardwareHardware
–– Basic softwareBasic software conceptsconcepts andand runrun--timetime

infrastructureinfrastructure
–– SoftwareSoftware stackstack andand installationinstallation

•• SummarySummary
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AnotherAnother SampleSample HardwareHardware
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Processing
Unit 1

Nokia TerminalNokia Terminal ArchitectureArchitecture ((NoTANoTA))
((http://http://en.wikipedia.org/wiki/Network_on_Terminal_Architectureen.wikipedia.org/wiki/Network_on_Terminal_Architecture))

B
us

Memory, peripherals, etc.

Processing
Unit 2

Processing
Unit n

…

Memory, peripherals, etc.

Memory, peripherals, etc.
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HardwareHardware –– ComponentsComponents

•• ProcessorProcessor executesexecutes instructionsinstructions thatthat manipulatemanipulate memorymemory
–– ARMARM

•• AcceleratorsAccelerators (DSP,(DSP, customcustom)) provideprovide enhancedenhanced computationcomputation
facilitiesfacilities

•• MemoryMemory storesstores programprogram and data (RAM: 32Mband data (RAM: 32Mb--128Mb; 64Mb a128Mb; 64Mb a
commoncommon figurefigure, ROM: 32Mb, ROM: 32Mb--64Mb;64Mb; everever increasingincreasing))
–– ROM, RAM;ROM, RAM; FlashFlash (NOR(NOR flashflash isis directdirect memorymemory spacespace, NAND, NAND flashflash

isis likelike a disk)a disk)
–– MemoryMemory managementmanagement unitunit (MMU)(MMU) helpshelps inin organizingorganizing memorymemory

usageusage
–– PagingPaging becomingbecoming an option as thean option as the sizesize of theof the flashflash diskdisk increasesincreases;;

somesome devicesdevices useuse realreal hardhard drivesdrives
•• PeripheralsPeripherals provideprovide anan accessaccess to the outsideto the outside worldworld

–– BluetoothBluetooth, radio, radio interfaceinterface,, screenscreen,, additionaladditional memorymemory,, batterybattery, ..., ...
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MemoryMemory hierarchyhierarchy

Processor’s internal memory locations

Cache

Main memory

Disk/flash memory for permanent data

Remote storage accessible via network

http://en.wikipedia.org/wiki/Network_on_Terminal_Architecture
http://en.wikipedia.org/wiki/Network_on_Terminal_Architecture
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MemoryMemory AllocationAllocation:: WhatWhat IsIs
AllocatedAllocated WhereWhere??

•• ConstantsConstants
–– ROMROM ifif enabledenabled

•• ProgramProgram binariesbinaries
–– ROM (ROM (inin--placeplace executionexecution;; howhow aboutabout e.ge.g.. codecode encryptionencryption forfor

protectionprotection oror upgradesupgrades?)?)
–– RAM (RAM (additionaladditional RAMRAM requiredrequired forfor programsprograms))

•• DataData
–– RAMRAM
–– SavingSaving to disk/to disk/flashflash memorymemory?? WhatWhat wouldwould thethe useruser bebe

expectingexpecting??
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ContentContent andand goalsgoals

•• LeakingLeaking abstractionsabstractions
•• StructureStructure of a mobileof a mobile devicedevice

–– HardwareHardware
–– Basic softwareBasic software conceptsconcepts andand runrun--timetime

infrastructureinfrastructure
–– SoftwareSoftware stackstack andand installationinstallation

•• SummarySummary
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Basic SoftwareBasic Software ConceptsConcepts

•• HardwareHardware abstractionabstraction layerlayer, HAL, HAL
•• KernelKernel

–– SchedulingScheduling ((prepre--emptiveemptive,, nonnon--prepre--emptiveemptive))
–– InterruptInterrupt handlinghandling

•• DeviceDevice driversdrivers forfor providingproviding accessaccess to hardwareto hardware
–– PhysicalPhysical vs.vs. logicallogical driversdrivers

•• ProcessesProcesses forfor resourceresource reservationreservation
–– FilesFiles,, semaphoressemaphores, etc., etc.

•• ThreadsThreads asas unitsunits ofof executionexecution
–– IndividualIndividual flowsflows ofof controlcontrol

•• VirtualVirtual machinemachine whenwhen neededneeded
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ExampleExample:: SymbianSymbian OSOS
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ExampleExample: Mobile Java: Mobile Java
VirtualVirtual MachineMachine
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loader

*.class*.class*.class*.class
loads

Runtime data
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Class
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Stack
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Execution
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MobiiliohjelmointiMobiiliohjelmointi,, kevkeväätt 20092009 1818

ContentContent andand goalsgoals

•• LeakingLeaking abstractionsabstractions
•• StructureStructure of a mobileof a mobile devicedevice

–– HardwareHardware
–– Basic softwareBasic software conceptsconcepts andand runrun--timetime

infrastructureinfrastructure
–– SoftwareSoftware stackstack andand installationinstallation

•• SummarySummary
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SoftwareSoftware StackStack

Application Facilities
- Applications
- UI and application specific libraries

Middleware
- Communications stacks
- Abstract access to lower-level facilities

Low-level Software
- Kernel
- Device drivers
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CommonCommon devicedevice--specificspecific
concernsconcerns

•• DeviceDevice--inflictedinflicted variancevariance of softwareof software
–– DifferentDifferent screenscreen sizessizes andand typestypes
–– ProvidedProvided performanceperformance ((acceleratorsaccelerators etcetc))
–– AmountAmount ofof memorymemory
–– Etc.Etc.

•• StabilityStability ofof interfacesinterfaces betweenbetween differentdifferent releasesreleases (and(and
individualindividual devicesdevices))

•• BinaryBinary compatibilitycompatibility betweenbetween differentdifferent releasesreleases
•• CompatibilityCompatibility betweenbetween differentdifferent generationsgenerations ofof

systemssystems
•• SupportedSupported standardsstandards
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DevelopmentDevelopment ProcessProcess ((binarybinary))

Mobile device
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DifferentDifferent approachesapproaches toto
crosscross--compilationcompilation

•• MIDP JavaMIDP Java
–– DirectDirect

generationgeneration
ofof runnablerunnable
bytecodesbytecodes

–– SameSame inin
laptoplaptop andand
devicedevice

•• SymbianSymbian
–– EmulatorEmulator toto

testtest on PCon PC
–– DifferentDifferent

compilercompiler forfor
actualactual
devicedevice

•• MaemoMaemo
–– ScratchboxScratchbox

crosscross--
compilationcompilation
installedinstalled forfor
developmentdevelopment

–– PossiblePossible toto
definedefine whatwhat
output isoutput is
generatedgenerated
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DevelopmentDevelopment ProcessProcess ((scriptingscripting))

Mobile device
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DevelopmentDevelopment ProcessProcess ((webweb))
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ContentContent andand goalsgoals

•• LeakingLeaking abstractionsabstractions
•• StructureStructure of a mobileof a mobile devicedevice

–– HardwareHardware
–– Basic softwareBasic software conceptsconcepts andand runrun--timetime

infrastructureinfrastructure
–– SoftwareSoftware stackstack

•• SummarySummary
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SummarySummary

•• MobileMobile devicesdevices’’ programmingprogramming hardenedhardened duedue toto
leakingleaking abstractionsabstractions

•• BasicBasic architecturearchitecture
–– ProcessorProcessor,, memorymemory hierarchyhierarchy,, auxiliariesauxiliaries
–– OperatingOperating systemsystem,, middlewaremiddleware,, applicationsapplications
–– InfrastructureInfrastructure reusereuse preferablepreferable

•• ProgrammerProgrammer maymay bebe responsibleresponsible forfor allocatingallocating
variablesvariables toto memorymemory and data to disk (inand data to disk (in particularparticular
binarybinary appsapps))

•• OverheadOverhead inin runrun--timetime infrastructureinfrastructure –– performanceperformance
maymay varyvary!!
–– VirtualVirtual functionfunction tablestables
–– VirtualVirtual machinesmachines


