
OHJ-2506
Program Veri�
ation

5 
r
Antti ValmariAntero KangasTampere University of Te
hnologyInstitute of Software SystemsP.O.Box 553, FIN-33101 Tampere

Tietotalo, room F 211phone 3115 4390email Antero.Kangas�tut.�web http://www.
s.tut.�/∼antero/
August 26, 2011

0-0



OHJ-2506 Program Veri�
ation August 26, 2011 0-1
Course Bureau
ra
y
Newsgroup: tut.ot.ohjtodWeb: http://www.
s.tut.�/kurssit/OHJ-2506A

omplishment: by exer
ises
• informal grading system

Literature: le
ture material and exer
ises
• no book 
overs the whole topi
s
• le
ture material in English is available on theweb page
• former le
ture material in Finnish is sold inde
reased form 4→ 1 by TiTe
• possible additional material is delivered by web
• suitable additional reading:

� R.C. Ba
khouse: Program Constru
tionand Veri�
ation, Prenti
e-Hall 1986
� D. Gries: The S
ien
e of Programming,Springer-Verlag 1981
� ( D.Gries, F.B. S
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1 Introdu
tion
In this 
ourse we dis
uss about mathemati
al rigourin
• spe
i�
ation and
• veri�
ation

of parts of programs and algorithms.
A proof or demonstration is said to berigorous if the validity of ea
h step andthe 
onne
tions between the steps is ex-pli
itly made 
lear in su
h a way that theresult follows with 
ertainty. "Rigorous"proofs often rely on the postulates andresults of formal systems that are them-selves 
onsidered rigorous under stated
onditions.

The main interest in this 
ourse is on semanti
s, thatis, mathemati
ally rigorous treatment of meaning.
• syntax, that is, rules for spelling, is dis
ussedon other 
ourses� easier

The method for software engineering where both syn-tax and semanti
s are mathemati
al rigour is 
alledformal methods.
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⇒ in this 
ourse we a
tually do not dis
uss aboutformal methods
• after the 
ourse it is easy to understand and toapply formal methods

Formal methods have been developed for many tasks
• stating requirements, spe
i�
ation, design,development, veri�
ation, testing, et
.
• what you will be learning in this 
ourse helpsmostly for the underlined tasks

In this se
tion we
• justify the importan
e of program veri�
ation
• take a brief look to formal methods and theirpresent state
• state the goal of the 
ourse
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1.1 Why Program Veri�
ation is needed?
Example
• A student of professor R. Ba
khouse returnedthe following Pas
al program, the task was to
ompare the equality of strings:
issame := (string1.length = string2.length);if issame thenfor i := 1 to string1.length doissame := string1.
har[i] = string2.
har[i];write(issame);
• Let us do some tests. . .

� �university� �university� ; True •/•� �
ourse� �
ourse� ; True •/•� �� �� ; True •/•� �university� �
ourse� ; False •/•� �le
ture� �
ourse� ; False •/•� �pre
ision� �exa
tness� ; False •/•

• seems working!
• one more test:

� �true� �pure� ; True ?!?!?!
� the program writes �True� if the stringshave same length and same last 
hara
ter
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� the student answered:�But it worked last Tuesday!�

Had the student been 
areless while testing the pro-gram?
• He had run three series of tests:

(a) strings with di�erent length
(b) strings with equal length but di�erent strings
(b) equal strings
and the results were always 
orre
t

⇒ You 
annot argue that the testing had been
areless
How mu
h the program should have been tested thatthe error had probably been revealed?
• starting point: the tester 
annot suspe
t anyspe
i�
 string in advan
e

� if he 
ould, the error 
ould be revealedimmediately by reasoning
• the error appears only in the 
ase (b)
• we 
al
ulate the probability for dete
tion of theerror for random (b)+(
) test material



OHJ-2506 Program Veri�
ation August 26, 2011 0-7
• if the number of di�erent 
hara
ters is m andthe length of the string is k, then the probabil-ity that the error will be dete
ted in one testis

1

m
−

1

mk
<

1

m

and in n tests it is below
1−

(
1−

1

m

)n

• Let m = | {‘a′, . . . , ‘z′} | = 26

� for dete
tion probability≥ 0.5, it is needed
≥ 18 tests

� for dete
tion probability≥ 0.9, it is needed
≥ 59 tests

Remarks
• hardly no one have enough strength to testsu
h a little program even 18 times
• if this part of program is for use, it is prettysure that it will be ran at least 59 times
• for bigger programs the probability to dete
tan error in testing and the probability that itappears in produ
tion run are usually smaller
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• the ratio of testing time and produ
tion timeis usually very small
⇒ the probability that the error appears inprodu
tion run is mu
h bigger than intesting

• the behaviour of a program may 
hange whenthe program is transferred from testing envi-ronment to produ
tion environment
� di�erent 
omputer and operating system
� di�erent load

• the behaviour of a program 
annot be extrap-olated reliable
� 
f. if a bridge 
an stand 10 tons, it standsall lesser loads
⇒ in bridge design you 
an use safety fa
-tors: just use a thi
ker girder
� what would be the safety fa
tor for a logi-
al information? maybe 20 % longer phonenumbers?

⇒ if the fun
tioning of a program is ensured onlyby random tests then it is almost sure that inprodu
tion run there will appear failures
• an experien
ed programmer sees the above er-ror dire
t by reading 
ode, without tests
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⇒ reasoning is often mu
h e�
ient than testing
• 
on
lusion:

blind testing alone is not su�
ient,the fun
tionality must be investigatedalso by reasoning
A 
ounterargument:

�a 
areful program tester does not usepure random material, but he tries to en-sure that every bran
h of the programwill be tested�
• it is often di�
ult or laborious to for
e the pro-gram to exe
ute its every bran
h

� for instan
e the 
ode that pro
esses a fault
⇒ some parts of the 
ode are easily left with-out testing
� what kind of results you have got from
overage analysis?

• the student of Ba
khouse exe
uted every bran
h
� the partition (a) - (b) - (
)
� the test material exe
uted every bran
hof the program

⇒ exe
ution of every bran
h does not guaranteetotal 
overage
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• to be
ome in some extent sure of the 
over-age of testing, the fun
tionality of the programmust also be reasoned

A 
ounterargument:
�mathemati
al rigour is too di�
ult andexpensive�
• most of this is true
⇒ it pays o� to use it stri
tly only whenquality and reliability are espe
ially im-portant

• it is mostly a question of training
� a big one!

• the te
hniques of the 
ourse 
an and are worthto be applied in di�erent levels of pre
iness a
-
ording the situation
• very pre
ise in the 
riti
al parts of a program
• informally in normal programming
• in the same way as mathemati
ians do in algo-rithm design

to know how to apply suitably inex-a
t, one must know how to apply veryexa
t
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In any 
ase while you are programming you are rea-soning at least a little
• even reviewing is based on reasoning and it isper
eived to be very e�
ient
• now you 
an learn how to reason more, morerigorously, and more systemati
ally

Challenges for programming: 
an you make thesework reliable and fast without the means of the 
ourse?
• �nding the largest 0-square in a matrix whoseelements are either 0 or 1

0 1 1 0 0 0 10 0 1 0 1 1 01 1 0 0 0 1 11 0 0 0 0 1 00 1 0 0 0 0 00 0 0 1 0 0 0
• removing elements so that the remaining ele-ments form a proper in
reasing sequen
e thatis as long as possible

� [3,1,6,1,9,4,5,8,1,2,4,0] ;

[�,1,�,�,�,4,5,8,�,�,�,�]
• making a 
al
ulator for rational numbers

� [2/5] ∗ ([2/3] + 4[1/3]) ; 2[2/5]
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• �nding the fastest train 
onne
tion when de-parture time 
an be anything
⇒ waiting on departure and arrival stationsis not 
ounted in but waiting on 
hangestations is 
ounted in

• sharing a resour
e (e.g. a printer) between sev-eral 
lients so that in any time at most one
lient has the resour
e and every 
lient thathas asked her turn eventually gets it
Mathemati
al rigour does not ne
essary mean hardto understand:
• A 
hess board 
onsists of 8 × 8 = 64 squares.We have domino pie
es that 
over exa
tly twosquares. Using these pie
es the 
hess board 
aneasily be 
overed so that no part of any pie
eis over the board and the pie
es do not over-lap. Next we remove the two opposite 
ornersquares. Is it still possible to 
over the boardusing the same kind of pie
es? Justify youranswer.
• My son used to play this game when he wasat elementary s
hool. The beginner says anynumber between 1, . . . , 9. After that everyplayer on his turn adds 1 or 2. The winner isthe player who rea
hes 21. Is there a winningstrategy? Justify your answer.
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• Two 
ontainers, A and B, both have exa
tlythe same amount of liqued: A has water and B100% al
ohol (we assume that it is possible toprodu
e 100 % al
ohol and it does not absorbwater from air, a
tually it is important onlythat they are di�erent liqueds).
We exe
ute the following pro
edure exa
tly inthe following order: Take from 
ontainer Asome amount of liqued and pour it to B (the
ontainers have room enough). Then take ex-a
tly the same amount of liqued from B andpour it to A. By �purity� we mean how mu
horiginal liqued a 
ontainer has.
The question is �whi
h 
ontainer is purer afterthe previous pro
ess�. Justify your answer.
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1.2 Exa
tness and Formality
What does the term �formal� mean?
• di
tionary: �formal� = (among other things)relating to the form or stru
ture of something,
eremonial, o�
ial, organized, well-stru
turedand planned, et
.
• in mathemati
s: independent of the meaning

� formal 
al
ulation is only applying rulesto formulas, a kind of game of marks
� we do not think about the 
ontents of aformula: it is allowed to 
al
ulate by therule even it would lead to an obviously�in
orre
t� result
� even a 
learly �
orre
t� 
al
ulation is for-bidden unless there is a rule that allowsit

⇒ to avoid stupidities the used 
olle
tion of rulesmust be 
arefully planned and used
� the rules must be very exa
t
� they must be obeyed very exa
tly
� the rules must have been 
hosen very 
are-fully
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• for software engineering

� formal = mathemati
ally exa
t
� a formal method = a method used in soft-ware engineering where the target is ex-pressed and the operations for it are im-plemented mathemati
ally exa
t.

Formal methods have been developed for softwareengineering for following purposes:
• spe
i�
ation of a system, a program, a partof program, a data stru
ture, how to expressinformation, a proto
ol, et
.
• how to derive the implementation (e.g. of aprogram) from its spe
i�
ation
• modifying a program (e.g. to more e�
ient)without 
hanging its meaning
• analysing the (logi
al) properties of a program
• proving the 
orre
tness of a program
• 
reating test material
• automating testing

In this 
ourse we 
over spe
i�
ation and proving the
orre
tness of parts of programs and algorithms.Be
ause the rules of a formal method is applied with-out thinking their meaning, applying a single rule isme
hani
al
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• 
f. making a move in 
hess
• requires great exa
tness
⇒ poor for a human being, easy for a 
omputer

A 
olle
tion of formal rules does not de�ne what ruleand for what purpose should be applied next in orderto get to the target
• 
f. 
hoosing a move in 
hess
• 
f. redu
tion in mathemati
s: a(b+c) = ab+cd

⇒ 
hoosing the rule leaves spa
e for 
reativity
• it is a hard di�
ulty for automating formalmethods of software engineering
⇒ altogether formal methods are hard for bothhuman beings and 
omputers

The basis of all the other formal methods is formalspe
i�
ation
• spe
i�
ation has two parts:

� the syntax : whi
h texts, formulas, et
. domean anything at all
� the semanti
s: what the synta
ti
ally 
or-re
t texts et
. do mean

• either 
an be formal or informal
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� e.g. the syntax of a programming lan-guage is usually spe
i�ed formally and thesemanti
s informally
� e.g. for mathemati
al notations the situ-ation is usually 
ontrawise

• use of 
omputers requires that at least the syn-tax is formally spe
i�ed (at least almost. . . )
Good means for formal spe
i�
ation of syntax wereinvented already in 1960s
• soon also good algorithms for many tasks deal-ing with syntax were found

� espe
ially for parsing
⇒ pure formal pro
essing of syntax is not any-more 
alled �formal method�
• therefore the term �formal method� requiresthat both the syntax and the semanti
s areformally spe
i�ed

� it is another story what the salesmen aretelling
• the formalisms of syntax are dis
ussed on the
ourse OHJ-2100 Ohjelmistotieteen perustyökaluja(Basi
 Tools for Software S
ien
e)
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Formal pro
essing of semanti
s is hard and undereager resear
h
• the target of this 
ourse is on the levels of 
ode,algorithm, and spe
i�
ation
• semanti
s of parallel and 
on
urrent programsis dis
ussed e.g. on 
ourse OHJ-2606 State Ma-
hines
• spe
i�
ation level is dis
ussed e.g. on seminarsof Z, VDM, and B

Despite the semanti
s in this 
ourse is formal, it,nor programs, spe
i�
ations, et
. are not presentedusing formal syntax
⇒ this is not a 
ourse of formal methods
• we keep the freedom of mathemati
ians
• for semanti
s we do have a lot of 
ommon withformal methods

The term semiformal means same as informal
• 
ompare to half-truth
• it does not hold formal = 
omputer readable

A simple example of a formal modi�
ation of a pro-gram
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• array A[1, . . . , n] is heap i� A[ ⌊ i

2⌋ ] ≥ A[i],when 2 ≤ i ≤ n

� ⌊ i
2⌋ is i

2 rounded down (= trun
ated) tothe nearest integer

1 2 3 4 5 6 7 · · ·
? ��	

6

• the following algorithm transforms A to heap
for i := ⌊n

2 ⌋ downto 1 do
j := i; x := A[i];repeatold := j; j := 2 · j;if j < n and A[j + 1] > A[j] then

j := j + 1 endif;if j ≤ n and A[j] > x then
A[old ] := A[j] endifuntil j > n or A[j] ≤ x;

A[old ] := xendfor
• task: the de�nition of heap and the algorithmmust be modi�ed so that the table is indexed

0, . . . , n− 1, just like in C++
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• shall we �rst try to modify the program with-out the following advi
es?
1. modi�
ation of the de�nition of heap
• append �−1� to every indexing without 
hang-ing anything else
⇒ the indexing range shifts as we want

A[ ⌊ i
2⌋ − 1 ] ≥ A[i− 1], when 2 ≤ i ≤ n

• substitute every i by (i + 1) in everywhere
⇒ redu
tion be
omes possible

A[ ⌊ (i+1)
2 ⌋ − 1 ] ≥ A[(i + 1)− 1],when 2 ≤ (i + 1) ≤ n

• redu
e
A[⌊ i−1

2 ⌋ ] ≥ A[i], when 1 ≤ i ≤ n−1

0 1 2 3 4 5 6 · · ·
? ��	

6
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2. modi�
ation of the algorithm
• append �−1� to every indexing without 
hang-ing anything else
for i := ⌊n

2 ⌋ downto 1 do
j := i; x := A[i− 1];repeatold := j; j := 2 · j;if j < n and A[j + 1− 1] > A[j − 1] then

j := j + 1 endif;if j ≤ n and A[j − 1] > x then
A[old− 1] := A[j − 1] endifuntil j > n or A[j − 1] ≤ x;

A[old− 1] := xendfor
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• substitute i, j, and old everywhere by �i + 1�et
.
⇒ we get rid of many �−1�
� there be
omes some �un
ode� but we aregoing to get rid of it

for i + 1 := ⌊n
2 ⌋ downto 1 do

j + 1 := i + 1;x := A[i + 1− 1];repeatold + 1 := j + 1; j + 1 := 2 · (j + 1);if j + 1 < n and
A[j + 1 + 1− 1] > A[j + 1− 1] then
j + 1 := j + 1 + 1 endif;if j + 1 ≤ n and A[j + 1− 1] > x then
A[old + 1− 1] := A[j + 1− 1] endifuntil j + 1 > n or A[j + 1− 1] ≤ x;

A[old + 1− 1] := xendfor
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• redu
e

� assignments are treated as equations
� j +1 := 2 · (j +1) ; j := 2 · (j +1)− 1 =

2 · j + 1

� j + 1 ≤ n ; j < n

for i := ⌊n
2 ⌋ − 1 downto 0 do

j := i;x := A[i];repeatold := j; j := 2 · j + 1;if j < n− 1 and A[j + 1] > A[j] then
j := j + 1 endif;if j < n and A[j] > x then
A[old ] := A[j] endifuntil j ≥ n or A[j] ≤ x;

A[old ] := xendfor
• 
ompare the result to the original program!

Bene�ts of exa
t and totally formal methods
• quality of spe
i�
ations and other do
umentsimproves

� uniqueness
� exa
tness
� understandability � at least sometimes
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• the spe
i�
ations be
ome independent from theimplementation

� to �what� level instead �how� level
• if also the syntax is formalised then do
uments
an be pro
essed by 
omputers

� 
he
king the internal 
onsisten
y
� simulation / animation
� di�erent kinds of ordinary and intelligenttests
� proving 
orre
tness

• if a program is formally derived or its 
orre
t-ness is proved then it �de�nitely� �lls its spe
-i�
ation
� think about: how de�nitely

• formal modi�
ation of a program allows e.g. in-
reasing its speed without a

identally break-ing its fun
tionality
• testing intensi�es and be
omes more versatile
⇒ for programs

� the design pro
ess be
omes easier (or not)
� maintainability improves
� less errors
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• it has been noti
ed that even a pre
ise spe
i-�
ation alone redu
es signi�
antly the amountof errors
• knowing the basi
 ideas of formal methods im-proves signi�
antly also the quality of informalprogramming

Drawba
ks
• laborious

� or that is what the users feel in the be-ginning� extra work pays it ba
k later � or not
• they require new kind of thinking and newskills

� hard to learn (espe
ially for those who al-ready are used to other methods)
⇒ few trained people are available

• the methods are not (yet) mature and stabilised
• not very mu
h tools or support is available
• some of the methods are 
omputationally hard(intra
table)

� 
arried out by 
omputers the methods needa lot of 
omputing 
apa
ity
⇒ su�
iently e�
ient tools are not avail-able
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� 
arried out by human beings they requiremathemati
al 
reativity
⇒ not doable by a 
ommon engineer

Most promising appli
ations
• se
urity 
riti
al systems

� nu
lear plant pro
ess 
ontrol, steering anaeroplane, hospital devi
es, . . .
• systems that are di�
ult or laborious to repair

� spa
e probes, sili
on 
hips, tele
ommuni-
ation proto
ols, . . .
� the 
ost of repair be
omes terrible expen-sive

• rea
tive systems
� e.g. 
ontrol systems of me
hatroni
s, multi-user systems, tele
ommuni
ations
� understanding and 
ontrolling 
on
urren
yhas turned out to be extremely di�
ult(for human beings)

• parts of programs for libraries
� exe
ute in various environments
⇒ testing is di�
ult
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Totally formal methods have be
ome 
ommon veryslowly
• there are 
ompanies whose line of business isselling formal method supporting tools and/orservi
e

� Praxis, UK; Meta Software, USA; FormalSystems, UK; Telelogi
, Sweden, . . .
• there exist notable users

� Inmos has used at least from 1989 formalmethods in designing sili
on 
hips
� Lu
ent Bell Labs has a strong group that
on
entrates for automati
 analysis of pro-to
ols
� Intel awaked after Pentium �oating pointerror, and is now a big user
� Nokia has been interested in formal meth-ods for 
on
urrent systems
� . . .

• the instru
tions of authorities may now or inthe future, dire
t or indire
t (stri
t produ
tliability), for
e to use of formal methods
� the standard 00-55 (1991) of the ministryof defense in UK requires use of formalmethods
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• imposing appli
ations have been reported

� �Paris Métro Line 14: Some features ofLine 14's train 
ontrol system are run un-der the OpenVMS Operating System. Its
ontrol system is noted in the �eld of soft-ware engineering of 
riti
al systems be-
ause safety properties on some safety-
riti
al parts of the systems were provedusing the B-Method, a formal method.�
• in spite of all their use is still quite small
• the topi
 is large, dis
onne
ted, and immature

Reasons for unsu

es of formal methods
• formalising even the smallest details is ne
es-sary
• formalising the smallest details is very labori-ous but gives very little

� in prin
iple it is the way to versatile au-tomati
 pro
essing
� in pra
tise only the automates that doonly simple things are working, the othersare not e�
ient enough

• programming errors are usually quite tolerated
� no one noti
es if every 10,000th mobilephone bill is not 
harged
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� the 
ustomers are used to quite apparenterrors
⇒ there is no reason to pay for removing er-rors

Mathemati
al rigour without formalising the syntaxis a good 
ompromise
• gives a big deal of the quality improvementpromised by formal methods
• unessential details need not to be formalised
• the used formalism 
an be 
hosen in a �exiblemanner

Comparison to other �elds
• Most �elds of te
hnology utilise e�
iently math-emati
s or mathemati
al theories

� 
onstru
tion engineering: strength of ma-terials, properties of materials, . . .
� ele
troni
s: theory of ele
tri
ity, 
onve
-tion (heat transfer), . . .
� . . .

• �elds of te
hnology have usually started as hand-
raft and tradition
• little by little there has been developed theoriesfor understanding important phenomenons
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� e.g. Maxwell's equations in ele
tromag-netism

• there have been developed di�erent kinds of
al
ulation and other methods to make design-ing easier
� e.g. the Lapla
e and Fourier transforms

• nowadays these methods have been implementdfor 
omputers, even so, that the user needs notto know very deeply how the methods work
� e.g. numeri
al solving of partial di�eren-tial equations
� e.g. simulation softwares for ele
roni
 
ir-
uits
� e.g. statisti
al softwares

hand
raft → s
ien
e → automation
• Valmari: software engineering is ready to movefrom hand
raft to s
ien
e but is is not yet readyto be automated
⇒ software mathemati
s works but formal meth-ods do not

The 
ommon know-how of software mathemati
s inFinland is weak 
f. other 
ountries.
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1.3 The Goal and Contents of the Course
For the previously mentioned reasons
• it does not pay o� to 
on
entrate on any spe-
i�
 formal method
• it is pro�table to 
on
entrate on the thingsthat are 
ommon in many formal methods

� spe
i�
ation by logi
 and set theory
• it pays o� to keep the �exibility of mathemat-i
s

Program veri�
ation
• requires spe
i�
ation using logi

• requires dedu
tion
⇒ pra
ti
es most of the basi
 skills of formal meth-ods
• quite stabilised basis of theory
⇒ its 
ontents hardly be
omes outdated
⇒ the 
ourse 
on
entrates on it



OHJ-2506 Program Veri�
ation August 26, 2011 0-32
Contents
• state of a program and how to dis
uss about it
• repetition of basi
 logi
 and set theory
• dis
ussion of properties of a part of a programby logi
 and set theory
• proving the 
orre
tness of a program
• appli
ations of proving
• proving the 
orre
tness of an algorithm
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2 Spe
i�
ation of a Program
In this se
tion
• we learn how to dis
uss about the propertiesof a state of a program using state predi
ates
• we 
ombine the spe
i�
ation of a program fromstate predi
ates
• we dis
uss how a state predi
ate and a spe
i�-
ation 
an be made to express the appropriatethings

Even the subje
t is state of a program, many of thepresented issues hold also widerly
Literature
• the 
ontent of the se
tion does not 
orrespondany spe
i�
 book but the followings may beuseful:

� R.C. Ba
khouse: Program Constru
tionand Veri�
ation, Prenti
e-Hall 1986
� D. Gries: The S
ien
e of Programming,Springer-Verlag 1981

• in the next book mathemati
s is tea
hed in anabnormal � more suitable for 
omputer s
ien-tists � way
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� D.Gries, F.B. S
hneider: A Logi
al Ap-proa
h to Dis
rete Math, Springer-Verlag1993
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2.1 State of a Program
In this subse
tion
• we investi
ate the notion of state of a program
• we justify why it is reasonable to dis
uss aboutit using logi
s and set theory

De�nition
The state of a program = values of thevariables + the lo
ation of exe
ution

If it is not otherwise mentioned, in this 
ourse thetype of variables and the set of used numbers is theset of integers. Not e.g. the set of real numbers orthe set of 32-bit integers.Examples: initial values, a program, and its all states
• initially x = y = 0

1: x := 1;2: y := 23:
exe
ution x y1 0 02 1 03 1 2
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• initially x = 10

1: while x > 1 do2: x := x div 23: endwhile4:
exe
. 1 2 3 1 2 3 1 2 3 1 4

x 10 10 5 5 5 2 2 2 1 1 1
• initially i = −5 and A[1] = A[2] = A[3] = 0

1: for i := 1 to 3 do2: A[i] := 2 · i3: endfor4:
exe
. 1 2 3 1 2 3 1 2 3 1 4

i -5 1 1 1 2 2 2 3 3 3 ?
A[1] 0 0 2 2 2 2 2 2 2 2 2
A[2] 0 0 0 0 0 4 4 4 4 4 4
A[3] 0 0 0 0 0 0 0 0 6 6 6

State predi
ates
• listing values of all variables is often laboriousand unne
essary
• we want to dis
uss of properties of states with-out spe
ifying values of all variables
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⇒ we introdu
e the notion state predi
ate
• we say that an expession is a logi
al expressionif it is meant to be interpreted as a 
laim thateither holds or not
• de�nition

The state predi
ate = a logi
al ex-pression whi
h value depends on thevalues of variables
• examples

� x > 0

� y = 2 · x + 1

� ∀i ; 1 ≤ i ≤ n : A[i] = −1 ∨A[i] ≥ x

State predi
ates and truth values
• most programming languages have some wayto express �yes� and �no�

� it is needed among other 
ase in the 
on-dition of if statement
• examples

� Pas
al: type Boolean: false = no, true= yes
� C: int 0 = no, other int = yes
� Lisp: Nil = no, other values = yes
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• an expression of a programming language is
alled truth valued if its result is either �yes�or �no�

� C: result �yes� = 1
� Lisp: result �yes� = �T�

• a truth valued expression of a programminglanguage is not state predi
ate
� a truth valued expression is in the pro-gram
� a state predi
ate is telling about the pro-gram but stands outside it
⇒ they live in di�erent worlds

• example
1: found := False; i := 1;2: while i ≤ n ∧ ¬found do3: if A[i] = key then found := True4: else i := i + 15: endif6: endwhile7:

� on the line 2 �i ≤ n ∧ ¬found � is truthvalued expression
� �i ≤ n∧(found = False)� is state predi
ateand it holds in the beginning of line 3 butnot in the beginning of line 7
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• when wanted, a truth valued expression is easyand natural to interpret as a state predi
ate

� an expression e interpreted as a state pred-i
ate means the same as the state predi-
ate �e = yes�
⇒ yes ∼ holds, andno ∼ holds not

• an example: the state predi
ate �i ≤ n∧(found =False)� 
an now be shortened to �i ≤ n∧¬found�
⇒ between a truth valued expression and a statepredi
ate there is

� a di�eren
e of prin
iple
� usually there is no need to 
are of the dif-feren
e, and a truth valued expression 
anbe interpreted as a spe
ial 
ase of statepredi
ate

State predi
ates and the lo
ation of exe
ution
• usually a state predi
ate does not speak of thelo
ation of exe
ution
⇒ does a state predi
ate hold or not depends inwhi
h lo
ation of the program it is examined
• important lo
ations of interpretation
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� �in the beginning� = just before the exe-
ution of the program has started
� �in the end� = after the exe
ution has�nnished normally(not e.g. after the program has 
rashed)
� �on line n� = every time when the pro-gram is ready to exe
ute line n

• a state predi
ate that is meant to be inter-preted in the end speaks something about theresults of the program
� the results remain in these variables

• a state predi
ate that is meant to be inter-preted in the beginning is interpreted di�er-ently than the state predi
ates in other lo
a-tions!
� it expresses the pre
ondition for values ofvariables
� these variables 
ontain the inputs of thispart of program

• it is often handy to write the state predi
atein to the lo
ation of the program where it iswanted to be interpreted
� in 
urly bra
kets �{� and �}�(later also in to angle bra
kets �〈� and �〉�)
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� then the linenumbers be
ome unne
essary

• an example
if x < 0 then{ x < 0 }

x := −x{ x > 0 }endif { x ≥ 0 }
� if the then bran
h is not exe
uted thenin the end x ≥ 0

� if it is exe
uted then in the end x > 0

⇒ in every 
ase in the end x ≥ 0
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• an example (all variables are integers)

1: { n ≥ 1 }2: a := 1; y := n;3: { a = 1 ∧ y = n ≥ 1 } (* 
orollary: a ≤ y *)4: while a < y do5: { a < y }6: v := (a + y) div 2;7: { a ≤ v < y }8: if A[v] < key then9: { v < y }10: a := v + 111: { a ≤ y }12: else13: { a ≤ v }14: y := v15: { a ≤ y }16: endif17: { a ≤ y }18: endwhile19: { a = y }
� requirement for inputs: n ≥ 1

� line 7 
an be dedu
ed from line 5 by usingproperties of mean and trun
ation
� lines 9 and 13 follow from line 7
� line 17 follows from lines 11 and 15
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� on the line 19 a ≥ y be
ause of the 
ondi-tion on line 4; also a ≤ y be
ause of lines3 and 17; from these it follows a = y

Assertions
• an assertion is a statement written in the pro-gram that halts the program if the given 
on-dition does not hold
• assertions are very useful espe
ially while tra
-ing errors of 
ompli
ated data stru
tures andalgorithms
• C++:

#in
lude <assert>...assert ( i >= 0 && 1 < n );
• AV:

� the parameters are evaluated in any 
ase
⇒ it is not the most e�
ient solution, but. . .
� simple and informative
� so small loss of e�
ien
y is not worth-while until the programming skills are re-ally good
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inline void 
he
k(bool 
ond, 
onst 
har *v0,int i1 = 0, 
onst 
har *v1 = 0,int i2 = 0, 
onst 
har *v2 = 0){ if( !
ond ){std::
out.flush(); // yes, 
out!std::
err << �Int. error \ n??? � << v0;if( v1 ){ std::
err << i1 << v1; }if( v2 ){ std::
err << i2 << v2; }std::
err << std::endl; exit( 1 );}}
• example: how to use it

1: 
he
k(n ≥ 1, �too small n�);2: a := 1; y := n;4: while a < y do6: v := (a + y) div 2;8: if A[v] < key then10: a := v + 112: else14: y := v16: endif17: 
he
k(a ≤ y, �too big a�, a, � �, y,��)18: endwhile19: 
he
k(a = y, �a 6= y�, a, � �, y, ��)
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• if the truth value of a state predi
ate is easy to
ompute then you 
an easily get an assertionfrom it
• 
he
king of a more 
omplex state predi
ate 
anbe done in a subprogram that is 
alled onlysometimes

� e.g. every 100th round of the main loop
� for debugging its 
all frequuen
y 
an bein
reased
� it 
an be left out in the �nal program e.g.by 
ommenting it out or by #ifdef

• example: heap
∀i ; 2 ≤ i ≤ n : A[ ⌊ i

2⌋ ] ≥ A[i]

• example: bi-dire
tional linked list
x↑.next↑. prev = x ∧ x↑. prev↑.next = x

⇒ by using state predi
ates you 
an test programs
Later we shall 
al
ulate a lot of with state predi
ates
⇒ it is worth to repeat or reread rules for 
al
u-lation, that is, the basi
s of logi
 in e.g. thele
ture material of 
ourse OHJ-2100
For spe
i�
ation of parts of programs we need
• notations for terms of 
ontext
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� e.g. a sorting algorithm �<�

• set theory to dis
uss about data stru
tures
• logi
 for 
onne
ting parts of de�nitions

� propositional logi
: logi
al operators andrules
� predi
ate logi
: variables of the 
ontext,quanti�ers

For proving the 
orre
tness of a program we need
• rules for 
al
ulus of 
ontext

� e.g.if a < b and b < c then a < c

• semanti
al theory of programming language
� e.g.if x < 0 then x := −x endif { x ≥ 0 }

• logi
 for dedu
tion
Semanti
s of programming language is dis
ussed onSe
tions 3.2 and 3.3
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2.2 Writing a State Predi
ate
An example: array A[1 . . . n] is in order
• why this does not work?

ordered(A[1 . . . n]) :⇔
∀i ; 1 ≤ i ≤ n : A[i] ≤ A[i + 1]

• �xed version
ordered(A[1 . . . n]) :⇔
∀i ; 1 ≤ i ≤ n− 1 : A[i] ≤ A[i + 1]

• what extra requirement the following states?
ordered2(A[1 . . . n]) :⇔
∀i ; 1 ≤ i ≤ n− 1 : A[i] < A[i + 1]

De�nition notations :⇔ and :=

• they mean �is de�ned to mean�
� :⇔ for predi
ates
� := for others

• after de�nition symbol := expression it holdsthat symbol = expression
� similarly for :⇔

� a de�nition makes also more than that itis an equation
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∗ it introdu
es a new symbol

⇒ it is good to have an own, asymmetri
 notation
• in literature you 
an see also =def, ,, et
.
• :⇔ and := imitate assignment in program-ming languages

Example: sele
tion of position in ordered array
• we assume ordered(A[1 . . . n]) and n ≥ 1

• we want to de�ne a predi
atelo
ation(A[1 . . . n], key, x) so that
� if key is in the array then x is pointing toits lo
ation
� otherwise x points to where element key�should be�

• x points in to array
⇒ reasonable values for x are between 1 ≤

x ≤ n

⇒ it does not matter even the predi
ate isunde�ned elsewhere
• what �should be� means?

� e.g. key = 7
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3 5 6 9 1 1 1 2 1 8 1 8 2 2 2 31 2 3 4 5 6 7 8 9 10

↑ ↑
x? x?

� let us sele
t �should be� ∼ �the nearestthat is greater than�
• 1. try: lo
ation(A[1 . . . n], key, n) :⇔

A[x] = key ∨ (A[x− 1] < key ∧A[x] > key)
� unde�ned when x = 1 and A[1] > key

• lo
ation2(A[1 . . . n], key, x) :⇔
A[x] = key

∨ (A[x] > key ∧ (x = 1 ∨A[x− 1] < key))
� what if key = 24?
⇒ value x = n + 1 seems to be needed

• is the need of value x = n + 1 
aused by theproblem itself or is our trial just poor?
• test: if n = 1 then

� we need 2 alternative answers �here� and�after� depending is A[1] ≥ key or not
� the range 1 ≤ x ≤ n = 1 allows only oneanswer
� the noti
e generalises to every size of thearray
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⇒ the task itself requires that the range has n+1values

� we 
hoose range 1 ≤ x ≤ n + 1

• lo
ation3(A[1 . . . n], key, x) :⇔
A[x] = key

∨ (A[x] > key ∧ (x = 1 ∨A[x− 1] < key))
∨ (x = n + 1 ∧A[n] < key)
� if there exist several is su
h that A[i] =key then it does not spe
ify whi
h i is 
ho-sen
� the smallest should be 
hosen

• lo
ation4(A[1 . . . n], key, x) :⇔
(A[x] = key ∧ (x = 1 ∨A[x− 1] < key))

∨ (A[x] > key ∧ (x = 1 ∨A[x− 1] < key))
∨ (x = n + 1 ∧A[n] < key)
⇔

(A[x] ≥ key ∧ (x = 1 ∨A[x− 1] < key))
∨ (x = n + 1 ∧A[n] < key)

• sin
e n ≥ 1, then lo
ation4 ⇔
(A[x] ≥ key ∧ (x = 1 ∨A[x− 1] < key))

∨ (x = n + 1 ∧A[x− 1] < key)
⇔

(x = n + 1 ∨A[x] ≥ key)
∧ (x = 1 ∨A[x− 1] < key)
⇔: lo
ation5(A[1 . . . n], key, x)
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� this is already quite 
lear!
� 
hange of name was ne
essary sin
e theredu
tion was based on assumption n ≥ 1

• the parts have a 
lear meaning:
� x = n+1∨A[x] ≥ key ⇔ x is big enough
� x = 1∨A[x−1] < key ⇔ x is not too big

• we 
hoose lo
ation(A[1 . . . n], key, x) :⇔lo
ation5(A[1 . . . n], key, x) ⇔
(x = n + 1∨A[x] ≥ key)∧ (x = 1∨A[x− 1] <key)

Noti
es
• a predi
ate is not always indented to be usedwith all 
ombinations of the possible values ofits arguments

� taking into a

ount the other 
ombina-tions makes a predi
ate often unne
essary
ompli
ated
⇒ it is worth to de
ide for whi
h range it is meantand forget the other values

� in the example n > 0 and 1 ≤ x ≤ n + 1

• if used domain is K then predi
ates P1 and P2are �equal � i�
K ⇒ P1 ↔ P2
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• if you do want a predi
ate that is spe
i�ed ineverywhere then the values outside the useddomain 
an be fastened afterward

� e.g. �False� by writing
1 ≤ x ≤ n + 1 > 1 ∧ P (x)

� if you want you 
an redu
e the restri
tioninside P (x)

⇒ in the design of P (x) you need not to worryabout the values outside the used domain
� remember to tell the used domain if it is
6= True !

• attemption to write a state predi
ate often arousesquestions whi
h have not been noti
ed before
� e.g. what �should be� exa
tly means?
� e.g. whi
h x is 
hosen if there are severalalternatives?
� pros and 
ons of exa
tness!

• removing the situation outside the used do-main of the predi
ate may need e�ort and 
au-tion
• formalising may reveal in
orre
t preassump-tions
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� e.g. � domain 1 ≤ x ≤ n su�
es�
� these kind of assumptions are a trouble-some sour
e of errors!

• formalisation may reveal ambiguities
� ambiguity is not always bad!
� but it is good to know if there exists am-biguity

• the above explain the �de fa
to� noti
e that for-mal spe
i�
ation in
reases signi�
ally the qual-ity of the �nal produ
t and redu
es the timefor development
� although the 
ost is high

• it is worth to try to redu
e the result or totransform it to di�erent forms
� a simple predi
ate is usually a better pred-i
ate
� the redu
ed forms 
an support intuitionbetter than the original
� the redu
ed forms may be interpreted bya di�erent intuition
⇒ the belief that the predi
ate is �
orre
t�strenghtens

• the reliability of redu
tion does not require in-tuition
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� the rules 
an (and is worth to) apply to-tally me
hani
ally
� this is essential for that the intuition ofresult really would in
rease the belief thatthe predi
ate is �
orre
t�

• a well designed predi
ate is sometimes validalso outside its orignal domain
� e.g. lo
ation �works� also when n = 0

Writing a predi
ate resembles programming in manyways
• 
oding an intuitive idea to a 
lumsy language

� sometime the idea must be presented veryindire
tly!
• usually does not su

ess in the �rst trial
• spe
ial 
ases must be thought
• semanti
al restri
tions like �division by zero isnot allowed� must be taken into a

ount
• the permitted range for �inputs� must be de-
ided
• it is worth to aim at a �ni
e� result
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There exist also di�eren
ies
• you 
an 
al
ulate with predi
ates, with pro-grams normally not

� a lot of more possibilities for redu
tion
• e�
ien
y aspe
ts need not to be worried
⇒ better possibilities to rea
h an understandableresult

� there is no need to bargain for under-standability be
ause of other things
� of 
ourse it is not allowed to 
hange themeaning of the 
laim be
ause of under-standability!

• the 
olle
tion of means is di�erent
� e.g. the order of 
al
ulation 
annot be
hanged
� e.g. in programming there is no as pow-erfull operators as �∃�

• you 
annot test-drive predi
ates!
• (there exists a number theoreti
al formula ϕ(x)su
h that there 
annot exist an algorithmthat takes x as its input and gives always ananswer and even 
orre
tly, does ϕ(x) hold ornot)
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A big question:

How 
an you be sure that a statepredi
ate is 
orre
t?
• the �nal answer is: you 
annot be sure inany way
• it is possible to state some formal, universal
riterions for 
orre
tness

� the value of state predi
ate shall not de-pend on properties of unde�ned (⊥), ifthe arguments are on the valid range
� it is suspi
ious if the state predi
ate pro-du
es always either False or True, if thearguments are legal
� 
.f. programs

• these kind of 
riterions do not tell is the mean-ing desired
• to prove the 
orre
tness of the meaning of astate predi
ate should require that we had aformal knowledge what is the 
orre
t meaning
⇒ we should need another formal formula

� how 
ould we know that it is 
orre
t?
⇒ it is not possible to prove the last formal for-mula ϕ of the 
hain sin
e the measure of its
orre
tness is not in formal form
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� if it would be, then ϕ would not be thelast of the 
hain

• the belief of the �
orre
tness� of the last for-mula of the 
hain 
an be based only in intu-ition
• the task of a state predi
ate in the spe
i�
ationof a program is to be part of the measure of
orre
tness in proving the 
orre
tness of theprogram
⇒ it is usually meant to be the last formula of the
hain
⇒ its 
orre
tness 
annot be proved

� in other words it is not possible to provethat its meaning is desired
� it is a totally another story that it is pos-sible to prove whether it holds in somestate

Corollaries
• a question: If it is not possible to be sure thatthe state predi
ate used in the proof of 
orre
t-ness is 
orret, then how it is possible to be surethat the program is 
orre
t?
• the answer: not in any way!
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� it is not possible to prove that a programworks as desired
� it is possible to prove that the programworks e.g. a

ording to a formal require-ment spe
i�
ation 
omposed of state pred-i
ates
� it is a matter of belief is the requirementspe
i�
ation 
orre
t or not
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• a question: What bene�ts we then 
an get byproving the 
orre
tness of a program?
• the answer: by it it is possible to �redu
e� thestep that just has to be believed.

program
(hard to understand) formal do
umentof requirements(easier to understand)

��

@@

formalproof
�

�
�

��3hard tobelieve
A

A
AAK easier tobelieve

desiredfun
tionality
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• 
orollaries:

� the state predi
ate should be as easy tounderstand as possible (of 
ourse with therestri
tion that it must still tell the 
or-re
t fa
t
� it pays o� to test state predi
ates

Ways to in
rease the belief that a state predi
ate is
orre
t
• in the following examples we use the predi-
ate lo
ation(A[1 . . . n], x, key) ⇔ (x = n +

1 ∨A[x] ≥ key) ∧ (x = 1 ∨A[x− 1] < key)
• 
he
k that the value of the predi
ate does notdepend on the properties of the value of theunde�ned, if the arguments are on the legalrange

� e.g. the only dangerous operations forlo
ation are A[x] when x = n + 1, and
A[x− 1] when x = 1

� then the environment determines the re-sult
� (what about if n = 0)

• test by giving values for arguments, by redu
-ing the formula, and by ensuring that the re-sults 
orresponds to intuition
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� espe
ially it is worth to test borderline
ases
� e.g. when n = 0 thenlo
ation ⇔ (x = 1) ∨ ? •/•� e.g. when n = 1 then 1 ≤ x ≤ 2, solo
ation
⇔ (x = 2∨A[x] ≥ key)∧ (x = 1∨A[x−
1] < key)
⇔ (x = 2∨A[1] ≥ key)∧ (x = 1∨A[1] <key
⇔ (A[1] < key→ x = 2)∧ (A[1] ≥ key→
x = 1)whi
h holds, sin
e it lists 
orre
t answersas a fun
tion of the result of the test �A[1] <key �

• you 
an also test by giving values for all argu-ments and by 
he
king the result
� it is worth to test with both the False andTrue 
ases
� often this is very laborious and thereforean une�
ient way of testing
⇒ usually redu
ing is a better way to test

• redu
e the formula in another form and 
he
kthat the result 
orresponds the intuition
• example: lo
ation(A[1 . . . n], x, key) ⇔
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x = 1 ∧ x = n + 1

∨ (x = n + 1 ∧A[n] < key)
∨ (x = 1 ∧A[1] ≥ key)
∨ (A[x] ≥ key ∧A[x− 1] < key)
� x = 1 = n + 1 pro
essess 
orre
tly the
ase n = 0

� x = n + 1∧A[n] < key is the 
orre
t wayto pro
ess the right border of the arraywhen n > 0

� x = 1 ∧ A[1] ≥ key is the 
orre
t way topro
ess the left border when n > 0

� A[x] ≥ key ∧ A[x − 1] < key is 
orre
t inthe middle of the array (it is unde�ned inthe borders but then either of the previ-ous 
ases produ
es True)
It pays o� to use the fa
t thatyou 
an 
al
ulate with state pred-i
ates.

Example: none the elements of array A[1 . . . n] areequal
• 1. try: nonequals1(A[1 . . . n) :⇔
∀i, j ∈ {1, . . . , n} : A[i] 6= A[j]

• let us test it by the borderline 
ase n = 1

� then nonequals1 ⇔ A[1] 6= A[1]oops!
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• nonequals2(A[1 . . . n] :⇔
∀i, j ∈ {1, . . . n} : (i 6= j → A[i] 6= A[j])

� works with the borderline 
ases
n = 0 and n = 1

� does not index A illegally
• a

ording to intuition it should hold thatordered2(A[1 . . . n]) ⇔ordered(A[1 . . . n]) ∧ nonequals(A[1 . . . n])let us 
he
k!

� �⇐�: easy
� �ordered2(A[1 . . . n])⇒ ordered(A[1 . . . n])�dire
tly
� �ordered2(A[1 . . . n]) ⇒nonequals2(A[1 . . . n])� :when i < j then 1 ≤ i < n thus A[i] <

A[i+1] < · · · < A[j], and therefore A[i] 6=
A[j]; similarly, when j < i; the 
ase i = jdire
tly

⇒ we believe that nonequals2 is 
orre
tnonequals[A[1 . . . n]) :⇔ nonequals2(A[1 . . . n])

An example of how to write a state predi
ate withsets: same elements
• same-elems(A[1 . . . n], B[1 . . . n]) ∼ arrays Aand B have the same elements
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• 1. try: same-elems1(A[1 . . . n], B[1 . . . n]) :⇔
∀i ; 1 ≤ i ≤ n : ∃j ; 1 ≤ j ≤ n : A[i] = B[j]

� allows A = [1, 1], B = [1, 2]

• same-elems2(A, B) :⇔same-elems1(A, B) ∧ same-elems1(B, A)

� allows A = [1, 1, 2], B = [1, 2, 2]

⇒ it seems ne
essary to 
ount how many ea
h el-ement there is
• we introdu
e an auxiliary notation:amount(x, A[1 . . . n]) :=
|
{

i
∣
∣ 1 ≤ i ≤ n ∧A[i] = x

}
|

• (:= means here �is de�ned to mean�)
• same-elems3(A, B) :⇔ ∀i ; 1 ≤ i ≤ n :amount(A[i], A) = amount(A[i], B)

• same-elems3(A, B) is asymmetri
 with respe
tto A and B

⇒ 
an it be 
orre
t?
� the antithesis: the symmetri
 formula doesnot hold
⇒ ∃k ; 1 ≤ k ≤ n :amount(B[k], A) 6= amount(B[k], B)
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� if amount(B[k], A) > 0 then
∃i ; 1 ≤ i ≤ n : B[k] = A[i], thussame-elems3 ⇒amount(B[k], A) = amount(B[k], B)

⇒ amount(B[k], A) = 0 ⇒amount(B[k], B) > 0

⇒ B has more elements than A

⇒ a 
ontradi
tion
⇒ the antithesis is in
orre
t
⇒ the asymmetry is only virtual

⇒ we a

ept thatsame-elems(A, B) :⇔ same-elems3(A, B)

Formatting a state predi
ate is sometimes di�
ult
• the language of logi
 is rigid

� designed by mathemati
ians
� it is not designed for expressing large 
laims
� it is not designed to be read by a 
om-puter

• on the other hand logi
 allows adding own no-tations
⇒ it shall su�
e
� in this 
ourse own notations 
an be intro-du
ed but they must be de�ned (ex-
ept if the meaning is obvious)
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� e.g. sin
e ordered has been de�ned it 
anbe used as a part of other predi
ates

• when using new data abstra
tions it is oftenne
essary to introdu
e new notations to be usedwith the abstra
tion
� e.g. queue, sta
k, graph

• the reason of di�
ulties when writing a statepredi
ate is often that the exa
t 
ontent of the
laim for all situations has not been thoughtearlier
� so for the reason of the di�
ulty of a statepredi
ate is often that the matter itselfis di�
ult
� without formalising the 
laim its gaps usu-ally remain unnoti
ed
⇒ troublesome errors

• the �rst and often the biggest bene�t is thatformalism for
es to think the matter exa
tly
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2.3 Spe
i�
ation of a Program
Corre
tness of a program
• it has turned out to be useful to divide therequirement of 
orre
tness into two parts:

� partial 
orre
tness (osittainen oikeellisuus)
� termination (pysähtyvyys)

• partial 
orre
tness =the program is not allowed to do anything wrong
� it shall never give an in
orre
t answer
� if it has terminated then it shall not stayin an in
orre
t state
� (if a program terminates then the �nalstate is 
orre
t, the right result has been
omputed; and if a program fails to termi-nate then it may never produ
e the 
or-re
t answer)

• termination =the program must eventually terminate in a
ontrolled manner
� 
rashing be
ause of a fault (division byzero, indexing pass the border of an array,et
.) is not 
ontrolled termination
⇒ the de�nition of termination denies divi-sion by zero, et
.
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• the next program is partially 
orre
t for anyspe
i�
ation:

while true do(* don't do anything! *)endwhile
• total 
orre
tness (täysi oikeellisuus) =partial 
orre
tness + termination
• the requirement of termination is same for allprograms
• the requirement of partial 
orre
tness dependson the 
ase

� e.g. in the end of a sorting program thearray 
ontains all the original elements inas
ending order
� e.g. in the end of a sear
hing program ipoints to the sear
hed re
ord

⇒ we need a way to represent the partial 
orre
t-ness requirement of a program
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Spe
i�
ation of partial 
orre
tness
• the requirement of partial 
orre
tness of a pro-gram 
an be expressed in form
{ pre
ondition } program { post
ondition }
where pre
ondition (alkuehto) and post
ondi-tion (loppuehto) are state predi
ates
• example: raising to a power

{ n ≥ 0 }
x := 1;for i := 1 to n do

x := x · aendfor{ x = an }
• example: initialisation

{ True }for i := 1 to n do
A[i] := 0endfor{ ∀i ; 1 ≤ i ≤ n : A[i] = 0 }
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• whenever ne
essary we introdu
e auxiliary sym-bols to represent values that do not 
hangeduring the program

� they do not represent program variablesbut their initial values
� represented often by subindex 0, e.g. x0, A0[i]� so-
alled ghost variables (haamumuuttujat)

• e.g. swapping the values of variables
{ x = x0 ∧ y = y0 }
t := x; x := y; y := t{ x = y0 ∧ y = x0 }

• so: in this 
ourse the notation
{ pre
ondition } program { post
ondition }
means the following:

if, when the program starts, the pre-
ondition holdsthen, after the program has termi-nated, the post
ondition holds.
• warning! the meaning alternates slightly withdi�erent writers

� our 
hoi
e is same as Ba
khouse's
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� e.g. Gries expresses the same in formpre
ondition { program } post
ondition

Values of whi
h variables 
an be 
hanged?
• the following program 
learly �lls its formalspe
i�
ation!

{ n ≥ 0 }
x := 1; a := 1; n := 1{ x = an }

• 
hanging the values of variables 
an be deniedby requiring that their values in the end aresame as in the beginning:
{ n = n0 ≥ 0 ∧ a = a0 }. . .{ x = an ∧ n = n0 ∧ a = a0 }

• laborious 
ompared to the 
ommonness of theproblem
⇒ the solution: let us partition the variables intwo groups a

ording to whether the programis allowed to 
hange their values or not

� �xed variables
� ordinary variables
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• how to 
on
ern on the following?

{ n ≥ 0 }tmp := n; n := 0;. . . (* here tmp is not tou
hed *)
n := tmp{ x = an }

• the solution
� it is hard (sometimes impossible) to 
he
kif the program really 
hanges the value ofsome variable
� it is easy to 
he
k if in the program thereexist any assignment statements dire
tedto the variable in question
⇒ de
ision: even trying to make an assign-ment to a �xed variable is denied
� (the problem of several a

ess paths)

• �xed variables are a di�erent thing than ghostvariables
� ghost variables do not exist in the pro-gram, only in state predi
ates

• input, auxiliary, and output variables
� the inputs are given in the input variables
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� the results are returned in the output vari-ables
� the auxiliary variables are for subresults

• the partition to �xed and ordinary variables isa di�erent thing than the partition to input,auxiliary, and output variables
� �xed variables are usually input variables
� all input variables are not �xed:e.g. sorting an array in pla
e

• usually the partition to ordinary and �xed vari-ables is assumed to be known and is left with-out mention
⇒ these groups do not even have establishednames

Partial 
orre
tness and termination
• the next program is partially 
orre
t, were Pand Q whatever:

{ P }while True doendwhile{ Q }
⇒ a spe
i�
ation is not 
omplete unless termina-tion of the program is required
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• usually termination is desired

� an important ex
eption: rea
tive programs(not dis
ussed on this 
ourse)
• proving termination requires often remarkableadditional e�ort

� e.g.
x := 1; y := 1; z := 1; n := 3;while xn + yn 6= zn doif y > 1 then x := x + 1; y := y − 1elsif z > 1 then z := z − 1; y := x + 1; x := 1elsif n > 3 then n := n− 1; z := x + 1; x := 1else n := x + 3; x := 1endwhile{ x ≥ 1 ∧ y ≥ 1 ∧ z ≥ 1 ∧ n ≥ 3 ∧ xn + yn = zn }
⇒ partial 
orre
tness and termination are usuallyproved separately
⇒ we are going to deal with a lot of interphaseswhere termination is not required
⇒ in this 
ourse you must be 
arefull about whentermination is required and when not
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Spe
i�
ation of termination
• termination is required (in this 
ourse) by puttingstate predi
ates in angle bra
kets:

〈 x = x0 ∧ y = y0 〉
t := x; x := y; y := t
〈 x = y0 ∧ y = x0 〉

• so: in this 
ourse the notation
〈 pre
ondition 〉 program 〈 post
ondition 〉
means the following:

if, when the program starts and thepre
ondition holdsthen the program terminates and thepost
ondition holds.
• warning! even this notation has not been es-tablished

� for some writers { P } program { Q }in
ludes the requirement of termination(Gries)
� our way: N. Fran
ez: Program Veri�
a-tion
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• the requirement of nothing but termination 
anbe expressed as follows:
〈 pre
ondition 〉 program 〈 True 〉

General assumptions
• for that it should not be ne
essary to list a bigset of general de�nitions in examples, exams,et
., we assume the followings, unless some-thing else is mentioned
• variables get their values from the set Z

• the notation A[a . . . y] means an array whi
hindex range is a, a + 1, . . . , y

� a and y are �xed� y ≥ a− 1� multidimensional arrays
A[1 . . . n, 1 . . . m]

• after the borders of an array have been given,the same name of the array 
an be used with-out borders
• the type, size, et
. of a ghost variable are de-termined by the 
orrespondings of the 
orre-sponding program variable

� e.g. if A[1 . . . n] then A = A0 means thatthe index range of A0 is 1, . . . , n, and
∀i ; 1 ≤ i ≤ n : A0[i] = A[i]
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Spe
i�
ation example: sorting array A[1 . . . n]

• 1. try:
〈 True 〉sort
〈 ordered(A) 〉

• a problem: it allows
〈 True 〉for i := 1 to n do A[i] := 0 endfor
〈 ordered(A) 〉

• the solution:
〈 A = A0 〉sort
〈 ordered(A) ∧ same-elems(A, A0) 〉

How serious the la
k in the original spe
i�
ation is?
• often the only operation that 
hanges the arrayin a sorting algorithm is swapping two elements
⇒ it is easy to see whether same-elems(A, A0)holds or not
⇒ the main interest of the proof 
on
entrates prov-ing the 
laim ordered(A)
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• however, sometimes same-elems(A, A0) is notobvious

� moving a hole in an array as in the fol-lowing example
Insertion-Sort(A[1 . . . n])for j := 2 to n dokey := A[j];(* add A[j] to ordered sequen
e

A[1 . . . j − 1] *)
i := j − 1;while i > 0 and A[i] > key do

A[i + 1] := A[i];
i := i− 1endwhile

A[i + 1] := keyendfor
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� same-elems(B, A0) in the following exam-ple

Counting-Sort(A[1 . . . n], B[1 . . . m], M)
〈 ∀i ; 1 ≤ i ≤ n : 0 ≤ A[i] ≤M 〉for k := 0 to M do C[k] := 0 endforfor i := 1 to n do

C[A[i].key] := C[A[i].key] + 1endfor(* now C[k] knows how many element has key = k *)
for k := 1 to M do C[k] := C[k] + C[k − 1] endfor(* now C[k] knows how many element has key ≤ k *)for i := n downto 1 do

B[C[A[i].key]] := A[i];
C[A[i].key] := C[A[i].key]− 1endfor
⇒ how serious an error is depends how the spe
-i�
ation is used

� if it is given to a mali
ious or hostile reader(ameri
an layer), it must be 
orre
t
� when it is used in a situation where themissing part is 
learly obvious to every-one, then the error is not serious

• 
.f. spe
i�
ation�you get dessert after the plate is empty�
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• it is better to express the requirementsame-elems(A, A0) even informally than leaveit out

Example: binary sear
h and its spe
i�
ation
• A[1 . . . n] and key are �xed

〈 ∀i ; 1 ≤ i ≤ n− 1 : A[i] ≤ A[i + 1] 〉
a := 1 y := n + 1;while a < y do

v := (a + y) div 2;if A[v] < key then a := v + 1else y := vendifendwhile
〈 (a = n + 1 ∨A[a] ≥ key) ∧ (a = 1 ∨A[a− 1] < key) 〉
Example: binary power and its spe
i�
ation
• a and n are �xed
• x, a, and b are of some number type, e.g. R

〈 n ≥ 0 〉
i := n; b := a; x := 1;while i > 0 doif i mod 2 = 1 then x := b · x endif;

i := i div 2; b := b · b;endwhile
〈 x = an 〉
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Example: �nding the largest 0-square in a matrixwhose elements are either 0 or 1
• an auxiliary state predi
ate:zerosquare(i, j, k, A[1 . . . n, 1 . . . m]) :⇔

i + k − 1 ≤ n ∧ j + k − 1 ≤ m ∧
∀h ; i ≤ h ≤ i + k − 1 :
∀l ; j ≤ l ≤ j + k − 1 : A[h, l] = 0

� domain: 1 ≤ i ≤ n, 1 ≤ j ≤ m, k ≥ 0

� why 
ondition i+k−1 ≤ n∧j+k−1 ≤ mis needed?
• A is �xed, and m and n are �xed without anynoti�
ation be
ause of the general assumption
• for the answer:

� the 
orner whi
h has the smallest 
oordi-nates is in lo
ation (i, j)

� its size is k

〈 ∀i ; 1 ≤ i ≤ n : ∀j ; 1 ≤ j ≤ m : A[i, j] ∈ {0, 1} 〉�nd_the_largest_zerosquare
〈 1 ≤ i ≤ n ∧ 1 ≤ j ≤ m ∧ k ≥ 0 ∧zerosquare(i, j, k, A[1 . . . n, 1 . . . m]) ∧
∀i ; 1 ≤ i ≤ n : ∀j ; 1 ≤ j ≤ m :
∀h ; h > k : ¬zerosquare(i, j, h, A[1 . . . n, 1 . . . m]))

〉
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Example: going trough the dire
t and indire
t pre-requisites of a 
ourse
• the set of all 
ourses is Courses
• the dire
t prerequisites of 
ourse k is set dir-prereq(k)

• we introdu
e notations (k, g ∈ Courses)
� k→ g :⇔ g ∈ dir-prereq(k)

� k→+ g :⇔ ∃n ∈ N : n > 0 ∧
∃k0, k1, . . . , kn : k = k0 ∧ kn = g ∧
∀i ; 1 ≤ i ≤ n : ki−1→ ki

• the algorithm and its spe
i�
ation
� Courses, dir-prereq, and k0 are �xed
� the type of variables k, g, and k0 is Courses� un�nished, found, and dir-prereq are oftype 2Courses, that is, set of 
ourses
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un�nished := {k0}; found := ∅while un�nished 6= ∅ do
hoose-some k ∈ un�nishedforall g ∈ dir-prereq(k) doif g /∈ found thenfound := found ∪ {g}if g 6= k0 thenun�nished := un�nished ∪ {g}endifendifendforun�nished := un�nished− {k}endwhile
〈 found =

{
k ∈ Courses ∣

∣ k0→
+ k

}
) 〉

• 
on
lusion: when using 
ompli
ated or abstra
tstru
tures it is often ne
essay to introdu
e do-main spe
i�
 notations
• ( 
orrespondingly in proofs we may have to usedomain spe
i�
 results )
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3 Proving Corre
tness of a Pro-

gram
In this se
tion we examine means for proving that asmall part of a program ful�lls its spe
i�
ation
⇒ we have to dis
uss about the semanti
s of state-ments of a programming language

These means are useful espe
ially for designing andverifying a small part of a program whose operatingprin
iple is di�
ult
• sear
hing and browsing tasks
• sorting
• 
ode 
onversions
• arithmeti
 tasks
• pro
essing a di�
ult data stru
ture
• pro
essing strings, . . .

On same kind of ideas is based also proving the 
or-re
tness of
• bigger programs
• 
on
urrent and parallel programs
• abstra
t spe
i�
ations
• 
ompli
ated algorithms
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3.1 General Prin
iple
A suggestion for proof method: symboli
 exe
ution
• the program is went through by one statementat a time
• express the state of the program in every pla
eby a state predi
ate

Example: swapping the values of variables
• it must be proven that the following part of aprogram swaps the values of variables x and y

t := x; x := y; y := t

• straightforward solution
� exe
ute the program symboli
ally by keep-ing book of the values of variables
〈 x = x0 ∧ y = y0 〉

t := x;
〈 x = x0 ∧ y = y0 ∧ t = x0 〉

x := y;
〈 x = y0 ∧ y = y0 ∧ t = x0 〉

y := t
〈 x = y0 ∧ y = x0 ∧ t = x0 〉

• sin
e in the end x = y0 and y = x0 the programswaps the values of x and y
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⇒ the program 
ould be proven to be 
orre
t bysymboli
 exe
ution

A harder example: sear
hing from an array
• the problem

� let array A[1 . . . n] (n ≥ 1) and element xbe given
� the task is to �nd the smallest i su
h that

A[i] = x

� if su
h i does not exist then i = 0 mustbe returned
� A and x are �xed

• requirement of (total) 
orre
tness
〈 n ≥ 1 〉sear
h
〈 (1 ≤ i ≤ n ∧A[i] = x ∧

∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x) ∨
i = 0 ∧ ∀j ; 1 ≤ j ≤ n : A[j] 6= x 〉

• the program to be proven 
orre
t
(* sear
h *)
i := 1;while i < n ∧A[i] 6= x do

i := i + 1endwhile;if A[i] 6= x then i := 0 endif



OHJ-2506 Program Veri�
ation August 26, 2011 0-87
• let's try to exe
ute sear
h symboli
ally:
〈 n ≥ 1 ∧A = A0 ∧ x = x0 〉
i := 1;
〈 n ≥ 1 ∧A = A0 ∧ x = x0 ∧ i = 1 〉while i < n ∧A[i] 6= x do
〈 n ≥ 1 ∧A = A0 ∧ x = x0 ∧ i =?? ∧A[??] 6= xo 〉. . .
does not work!

⇒ symboli
 exe
ution does not usually work if theprogram has loops
• we need some other way to reason about thefun
tioning of the program

A better proof method
• write the requirement of partial 
orre
tness inthe form
{ pre
ondition } program { post
ondtion }
• de
orate the program with suitably 
hosenstate predi
ates so that in the beginning thereis { pre
ondition } and in the end { post
ondition }
• show that ea
h predi
ate holds using the pre-vious predi
ate and the exe
utable statementsbetween them
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� loops have spe
ial rules, we'll 
ome ba
kto them
⇒ in the end the program gives the 
orre
tresult, if it gets there

• by using predi
ates show that anything illegalis never done
� division by zero, over�ow of an index ofan array, . . .
⇒ the program does not halt before end

• show that every loop is eventually exited
� we�ll 
ome ba
k to means
⇒ the program terminates

⇒ the program runs to end, terminates there, andgives the 
orre
t result
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Example: sear
h de
orated by state predi
ates
• the following state predi
ates are 
hosen by us-ing the knowledge of how sear
h works
• in the sequel some of them are derived fromthe other
• in the sequel loops are handled in a di�erent way
{ n ≥ 1 }
i := 1;{ n ≥ 1 ∧ i = 1 }while i < n ∧A[i] 6= x do{ 1 ≤ i < n ∧ ∀j ; 1 ≤ j ≤ i : A[j] 6= x }

i := i + 1{ 1 < i ≤ n ∧ ∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x }endwhile;
{ (1 ≤ i ≤ n ∧ ∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x) ∧

(i ≥ n ∨A[i] = x) }if A[i] 6= x then{ n ≥ 1 ∧ i = n ∧ ∀j ; 1 ≤ j ≤ i : A[j] 6= x }
i := 0{ n ≥ 1 ∧ i = 0 ∧ ∀j ; 1 ≤ j ≤ n : A[j] 6= x }(* else
{ 1 ≤ i ≤ n ∧A[i] = x ∧
∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x *)endif

{ (1 ≤ i ≤ n ∧A[i] = x ∧
∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x)

∨ n ≥ 1 ∧ i = 0 ∧ ∀j ; 1 ≤ j ≤ n : A[j] 6= x }
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Choosing state predi
ates
• state predi
ates need not ne
essary de�ne thestate totally
• they must be strong enough so that by usingthem the program 
an be proven to be 
orre
t
• they shall not be too strong

� they shall not assert false things
� proving a property that is 
orre
t, buthard to prove and unne
essary for the to-tal proof, is useless
� too mu
h strength 
an prevent redu
tionof state predi
ate to an easy form

⇒ requires vision how the program works
� what is true and where
� what truths are essential

• we shall soon learn 
al
ulation teh
niques bywhi
h most of state predi
ates 
an be derivedfrom others
• still two things remain under proof maker's
reativity:

� suitable weakening of state predi
ates whenneeded
� 
hoosing state predi
ates for handling loops
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How shall state predi
ates put into angle bra
kets beinterpreted in the middle of a program ?
〈 x 6= 0 〉
a := 1;
〈 x 6= 0 ∧ a = 1 〉if x < 0 then
〈 x < 0 ∧ a = 1 〉 x := −x 〈 x > 0 ∧ a = 1 〉endif

〈 x > 0 ∧ a = 1 〉

• the baseline of progression of program lo
ation
l is
� the beginning of the program if l is notinside any stru
tural statement
� otherwise it is the beginning of the bran
hof the nearest surrounding stru
tural state-ment where l is

• e.g. P0 is in the baseline of progress of every
Pi, and 
orrespondingly Q, R, and S

〈 P0 〉 a := 1; 〈 P1 〉 y := n + 1; 〈 P2 〉while a < y do
〈 Q0 〉 v := (a + y) div 2; 〈 Q1 〉if A[v] < key then 〈 R0 〉 a := v + 1 〈 R1 〉else 〈 S0 〉 y := v 〈 S1 〉endif 〈 Q2 〉endwhile

〈 P3 〉
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• in this 
ourse we use the following interpreta-tion:notation 〈 P 〉 in lo
ation l 
laims that if thepre
ondition held when the program wasstarted then

� P holds every time the exe
ution is in lo-
ation l

� if the exe
ution is now in the baseline ofprogress of l, then eventually it will be onlo
ation l

Summary of how state predi
ates are interpreted indi�erent lo
ations
• the notation { P } or 〈 P 〉 in the beginningof a program spe
i�es that the pre
ondition ofthe program is P

• if the pre
ondition of the program is not de-�ned then it is True
• notation { P } in lo
ation l 
laims that P holdsevery time the exe
ution is in lo
ation l, re-quiring that the pre
ondition held when theprogram was started
• notation { True } in lo
ation l 
laims that ifthe exe
ution is in the baseline of progress of

l, then eventually it will be on lo
ation l, re-quiring that the pre
ondition held when theprogram was started
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• notation 〈 P 〉 means the same as notations{ P } and 〈 True 〉 together

General rules for de
orating a program
• let

� S be a sequen
e of zero or more 
onse-qutive statements
� P and Q be state predi
ates

• if 〈 P 〉 S 〈 Q 〉then { P } S { Q }
• if { P } S { Q }, Ps ⇒ P , and Q ⇒ Qwthen { Ps } S { Qw }

� rule of thumb: s ∼ stronger, w ∼ weaker
� reasoning: if the state before exe
ution of

S ful�lls Ps, then it ful�lls also P

• if 〈 P 〉 S 〈 Q 〉, Ps ⇒ P , and Q ⇒ Qwthen 〈 Ps 〉 S 〈 Qw 〉

� reasoning: as previous
• if { P } S { Q1 } and { P } S { Q2 }then { P } S { Q1 ∧Q2 }

� reasoning: if the state after exe
ution of Sful�lls Q1 and Q2, then it ful�lls (Q1∧Q2)
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• if 〈 P 〉 S 〈 Q1 〉 and 〈 P 〉 S 〈 Q2 〉then 〈 P 〉 S 〈 Q1 ∧Q2 〉

• even if 〈 P 〉 S 〈 Q1 〉 and { P } S { Q2 }then 〈 P 〉 S 〈 Q1 ∧Q2 〉

� it su�
es that rea
hing the destination isguaranteed on
e
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3.2 Semanti
s of Statements
How 
an we show that a predi
ate holds in somelo
ation of a program?
• the instru
tion was: �using the previous pred-i
ate and the statements between them�
• how the statements between predi
ates 
an beused?
• we need rules for reasoning in the form

{ P } statement { Q } and / or
〈 P 〉 statement 〈 Q 〉

for every type of statement
• these kind of rules for reasoning must somehowlean on the meaning of statements

It is often thought that the meaning, that is, thesemanti
s of a statement, is the way how it 
hangesthe state of the program
• state of a program =

� information of the lo
ation of exe
ution
� list of values of variables
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• e.g. if in the beginning A = 〈3, 1, 6, 2, 1, 1, 1〉(thus n = 7), x = 2, and i = −95, then thestate of the sear
hing program after di�erentnumbers of steps is

0: lo
=1, A = 〈3, 1, 6, 2, 1, 1, 1〉, n = 7, x = 2, i =
−951: lo
=2, A = 〈3, 1, 6, 2, 1, 1, 1〉, n = 7, x = 2, i = 12: lo
=3, A = 〈3, 1, 6, 2, 1, 1, 1〉, n = 7, x = 2, i = 13: lo
=2, A = 〈3, 1, 6, 2, 1, 1, 1〉, n = 7, x = 2, i = 2. . .7: lo
=2, A = 〈3, 1, 6, 2, 1, 1, 1〉, n = 7, x = 2, i = 48: lo
=4, A = 〈3, 1, 6, 2, 1, 1, 1〉, n = 7, x = 2, i = 4

1: i := 12: while i < n ∧A[i] 6= x do3: i := i + 1endwhile4: . . .
This kind of way to express the meaning of a state-ment �ts poorly in to the reasoning needed for pro-gram veri�
ation
• if all variables have been given a 
on
rete value,then only one 
ase 
an be handled at a time
• if the values of variables are expressed symbol-i
ally then it is symboli
 exe
ution
⇒ does not work
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For program veri�
ation there has been developedanother way to represent the meaning of a statement:

weakest pre
ondition (heikoin esiehto)
• let S be a statement (or a part of a program)and Q a predi
ate 
on
erning a state
• wp(S, Q ) (the weakest pre
ondition of Q withrespe
t to S, Q:n heikoin esiehto S:n suhteen)is the weakest 
ondition 
on
erning a state thatsu�
es to guarantee that an exe
ution that isstarted in the state terminates and in the endstate Q holds
• in another words:

P ⇒ wp( S, Q )if and only if
〈 P 〉 S 〈 Q 〉

• wp( S, Q ) is therefore a fun
tion that takes astatement and a predi
ate that des
ribes thenext state, and produ
es a predi
ate that de-s
ribes the state that pre
edes the statement
� the so 
alled predi
ate transformer(predikaattimuunnin)

Examples (x ∈ R, n ∈ Z)
• wp( x := x− 2, x > 0 ) ⇔ x > 2
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• wp( if x < 0 then x := −x endif, x > 0 ) ⇔

x 6= 0

• wp(while n > 0 do n := n− 1 endwhile,
n = 0 ) ⇔ n ≥ 0

• wp( x := 0, x = 0 ) ⇔ True
• wp( x := 1, x = 0 ) ⇔ False
• wp(while n 6= 0 do n := n + 1 endwhile,True ) ⇔ n ≤ 0

Soon we give the wp-meaning for a set of most 
om-mon statements
• statements of real programming languages haveoften 
ompli
ated side e�e
ts

� e.g. C: x = ++i;
� e.g. Pas
al:fun
tion plusplus(var y: integer):integer;begin plusplus := y; y := y+1 end;...x := plusplus(i)

⇒ veri�
ation theories for true programming lan-guages be
omes un
lear
⇒ we restri
t to simpli�ed statements whi
h donot have side e�e
ts
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• the applier of the theory must be able to re
og-nise side e�e
ts et
. ex
eptions using the as-sumptions of the theory and she must takethem in a

ount!

The wp-semanti
s for the simple assignment state-ment
• let there be given a predi
ate Q and an assign-ment statement S of the form

x := expression
where
� 
omputation of expression does not 
auseside e�e
ts� x is a single variable (not e.g. not an ele-ment of an array)

• let ⇑expression be a predi
ate 
on
erning astate so that it holds exa
tly when 
omputa-tion of expression is de�nitely possible
� in other words, there is no division byzero, or the like
⇒ 〈 P 〉 x := expression 〈 True 〉 if and onlyif

P ⇒ ⇑expression
• the state after exe
ution of S is otherwise thesame as before but the lo
ation and the valueof x have been 
hanged
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⇒ if in the state after there holds predi
ate Qthen in the state before there held Q but mod-i�ed so that every o

urren
e of x has beensubstituted by expression.
• in this 
ourse the notation Q[x ← expression]denotes a predi
ate that is made by substitut-ing every free o

urren
e of x in Q by expression.

� the so 
alled textual substitution (teksti-korvaus)
� (other writers usually use the notation

Qxexpression, G-S also Q[x := expression]and Ba
khouse Q(x) vs. Q(expression) ).
• thusif 〈 P 〉 x := expression 〈 Q 〉then P ⇒ ⇑expression and

P ⇒ Q[x← expression]

• on the other hand{ Q[x← expression] } x := expression { Q }
• therefore
〈 P 〉 x := expression 〈 Q 〉 if and only if
P ⇒ ⇑expression and P ⇒ Q[x← expression],in other words
P ⇒ ⇑expression ∧Q[x← expression]
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• therefore

wp( x := expression, Q ) ⇔
⇑expression ∧Q[x← expression]

Examples
• wp( x := x− 2, x > 0 ) ⇔True∧(x > 0)[x← x−2] ⇔ x−2 > 0 ⇔ x > 2

• wp( y := x− y, x = x0 ) ⇔True ∧ (x = x0)[y ← x− y] ⇔ x = x0

• wp( y := x− y, y = x0 ) ⇔True ∧ (y = x0)[y ← x− y] ⇔ x− y = x0

• wp( y := 8/x, y > 4 ) ⇔
x 6= 0 ∧ (y > 4)[y ← 8/x] ⇔
x 6= 0 ∧ 8/x > 4 ⇔
x 6= 0 ∧ (0 ≤ x < 2 ∨ 0 ≥ x > 2) ⇔ 0 < x < 2

• wp( x := 0, x = 0 ) ⇔True ∧ (x = 0)[x← 0] ⇔ 0 = 0 ⇔ True
• wp( x := 1, x = 0 ) ⇔True ∧ (x = 0)[x← 1] ⇔ 1 = 0 ⇔ False

A

ording to the de�nition of wp we get two dedu
-tion rules for the simple assignment statement
• { Q[x← expression] } x := expression { Q }
• 〈 ⇑expression ∧Q[x← expression] 〉

x := expression 〈 Q 〉
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The previous examples in dedu
tion form:
• 〈 x > 2 〉 x := x− 2 〈 x > 0 〉

• 〈 x = x0 〉 y := x− y 〈 x = x0 〉

• 〈 x− y = x0 〉 y := x− y 〈 y = x0 〉

• 〈 0 < x < 2 〉 y := 8/x 〈 y > 4 〉

• 〈 True 〉 x := 0 〈 x = 0 〉

• 〈 False 〉 x := 1 〈 x = 0 〉

Warning! The previous hold only if the target ofassignment is a single variable
• e.g. the formula would give

wp( A[i] := 5, A[i] = 5 ∧A[j] = 0 ∧ i = j ) ⇔
5 = 5 ∧A[j] = 0 ∧ i = j ⇔
A[j] = 0 ∧ i = j ,so we would erronously get
〈 A[j] = 0 ∧ i = j 〉

A[i] := 5
〈 A[i] = 5 ∧A[j] = 0 ∧ i = j 〉

The wp-semanti
s and dedu
tion rules for skip-statement
• sometimes it is handy to use a statement thatdoes nothing

� skip-statement
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• sin
e skip does not 
hange the state, thus

� wp( skip, Q ) ⇔ Q

� 〈 P 〉 skip 〈 P 〉

The wp-semanti
s for 
onse
utively 
oupled state-ments
• if 〈 P 〉 S1;S2 〈 Q 〉then 〈 P 〉 S1 〈 wp( S2, Q ) 〉,thus P ⇒ wp( S1, wp( S2, Q ) )

• if P ⇒ wp( S1, wp( S2, Q ) )then 〈 P 〉 S1 〈 wp( S2, Q ) 〉 S2 〈 Q 〉,thus 〈 P 〉 S1;S2 〈 Q 〉

• therefore wp(S1;S2, Q) ⇔ wp(S1, wp(S2, Q) )
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Example: 
ompute wp( S, y = x0 ∧ x = y0 ), when
S is

x := x + y; y := x− y; x := x− y

• pro
eed ba
kwards
• the last statement:

wp( x := x− y, y = x0 ∧ x = y0 ) ⇔
y = x0 ∧ x− y = y0

• two last statements:
wp(y := x−y; x := x−y, y = x0∧x = y0 ) ⇔
wp( y := x − y, wp( x := x − y, y = x0 ∧ x =
y0 ) ) ⇔
wp( y := x− y, y = x0 ∧ x− y = y0 ) ⇔
x− y = x0 ∧ x− (x− y) = y0 ⇔
x− y = x0 ∧ y = y0

• the whole program:
wp( x := x + y; y := x − y; x := x − y, y =
x0 ∧ x = y0 ) ⇔
wp( x := x + y,wp( y := x− y; x := x− y, y =
x0 ∧ x = y0 ) ) ⇔
wp( x := x + y, x− y = x0 ∧ y = y0 ) ⇔
x + y − y = x0 ∧ y = y0 ⇔
x = x0 ∧ y = y0

• the answer is x = x0 ∧ y = y0

� thus the program swaps the values of
x and y
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The 
orresponding dedu
tion rules
• if { P } S1 { Q } and { Q } S2 { R }then { P } S1; S2 { R }
• if 〈 P 〉 S1 〈 Q 〉 and 〈 Q 〉 S2 〈 R 〉then 〈 P 〉 S1; S2 〈 R 〉

The previous example with dedu
tion rules
〈 x = x0 ∧ y = y0 〉 (* last phase *)

x := x + y; (* noti
e! (x + y)− x = x *)
〈 x− y = x0 ∧ y = x0 〉 (* third phase *)

y := x− y; (* noti
e! x− (x− y) = y *)
〈 y = x0 ∧ x− y = y0 〉 (* se
ond phase *)

x := x− y;
〈 y = x0 ∧ x = y0 〉 (* 
al
ulations start here *)
The wp-semanti
s for the basi
 form of if -statement
• the basi
 form for if -statement is

if B then S1 else S2 endif
• 
omputation of B must su

eed: ⇑B
• if then-bran
h is 
hosen then the pre
onditionof S1 must hold: B ⇒ wp( S1, Q )

� the same without the impli
ation arrow:
¬B ∨ wp( S1, Q )

• if else-bran
h is 
hosen then the pre
onditionof S2 must hold: ¬B ⇒ wp( S2, Q )
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� the same without the impli
ation arrow:

B ∨ wp( S2, Q )

⇒ summa summarum:
wp( ifB then S1 else S2 endif , Q ) ⇔
⇑B ∧ (¬B ∨ wp( S1, Q )) ∧ (B ∨ wp( S2, Q ) )

• this has also an alternative form that is some-times more handy to be used in 
al
ulations:
wp( ifB then S1 else S2 endif , Q ) ⇔
⇑B ∧ (B ∧ wp( S1, Q ) ∨ ¬B ∧ wp( S2, Q ) )

Example: 
omputewp( if x > y then d := x− yelse d := y − x endif , d > 0)

• wp( d := x− y, d > 0 ) ⇔ x− y > 0 ⇔ x > y

• wp( d := y− x, d > 0 ) ⇔ y− x > 0 ⇔ x < y

• thus the answer ⇔True∧ (¬(x > y)∨ x > y)∧ (x > y ∨ x < y) ⇔
x 6= y
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The dedu
tion rules for the basi
 if -statement
• if { P ∧B } S1 { Q } and { P ∧ ¬B } S2 { Q }then { P }if B then S1 else S2 endif{ Q }
• if P ⇒ ⇑B, 〈 P ∧B 〉 S1 〈 Q 〉, and

〈 P ∧ ¬B 〉 S2 〈 Q 〉then
〈 P 〉if B then S1 else S2 endif
〈 Q 〉
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The previous example using dedu
tion rules

〈 x 6= y 〉if x > y then d := x− y else d := y − x endif
〈 d > 0 〉

• the same with all interphases
〈 x 6= y 〉if x > y then
〈 x > y 〉
d := x− y
〈 d > 0 〉else
〈 x ≤ y ∧ x 6= y 〉 (* same as x < y *)
d := y − x
〈 d > 0 〉endif

〈 d > 0 〉

The if -statement without else -bran
h
• if B then S endif is same asif B then S else skip endif
⇒ we 
an 
al
ulate

wp( ifB then S endif, Q ) ⇔
wp( ifB then S else skip endif , Q ) ⇔
⇑B ∧(¬B∨wp(S, Q))∧(B∨wp(skip, Q)) ⇔
⇑B ∧(¬B ∨ wp( S, Q ) ) ∧ (B ∨Q)
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• therefore

wp( ifB then S endif, Q ) ⇔
⇑B ∧(¬B ∨ wp( S, Q )) ∧ (B ∨Q)

• alternative form
wp( ifB then S endif, Q ) ⇔
⇑B ∧(B ∧ wp( S, Q )) ∨ ¬B ∧Q)

• by the same way we get the dedu
tion rules:
� if { P ∧B } S { Q } and P ∧ ¬B ⇒ Q, then{ P }if B then S endif{ Q }
� ifP ⇒ ⇑B , 〈 P ∧B 〉 S 〈 Q 〉, and

P ∧ ¬B ⇒ Q, then
〈 P 〉if B then S endif
〈 Q 〉

Example
• prove (A is indexed 1 . . . n)

〈 (1 ≤ i ≤ n ∧ ∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x)
∧ (i ≥ n ∨A[i] = x) 〉if A[i] 6= x then i := 0 endif
〈 (1 ≤ i ≤ n ∧A[i] = x ∧

∀j ; 1 ≤ j ≤ i− 1 : A[i] 6= x)
∨ i = 0 ∧ ∀j ; 1 ≤ j ≤ n : A[j] 6= x 〉
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• the state predi
ates are:

� P ⇔ (1 ≤ i ≤ n ∧
∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x)
∧ (i ≥ n ∨A[i] = x)

� Q ⇔ (1 ≤ i ≤ n ∧A[i] = x ∧
∀j ; 1 ≤ j ≤ i− 1 : A[i] 6= x)
∨ i = 0 ∧ ∀j ; 1 ≤ j ≤ n : A[j] 6= x

� B ⇔ A[i] 6= x

• P ⇒ 1 ≤ i ≤ n ⇒ ⇑B •/•

• wp( i := 0, Q ) ⇔
(1 ≤ 0 ≤ n ∧ . . . ) ∨
0 = 0 ∧ ∀j ; 1 ≤ j ≤ n : A[j] 6= x
⇔ ∀j ; 1 ≤ j ≤ n : A[j] 6= x

P ∧B ⇒ (1 ≤ i ≤ n ∧
∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x) ∧
i ≥ n ∧A[i] 6= x

⇒ i = n ∧ ∀j ; 1 ≤ j ≤ n : A[j] 6= x
⇒ wp( i := 0, Q )

• P ∧ ¬B ⇔
(1 ≤ i ≤ n ∧
∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x) ∧A[i] = x
⇒ Q •/•
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The nondeterministi
 (epädeterministinen)if -statement
• programming language theorists use often thenondeterministi
 if -statementif B1 → S1

[] B2 → S2. . .
[] Bn → Sn�

• a
tion
� in the beginning of the exe
ution of thestatement every Bi must be 
omputable
� if no Bi does be
ome true, then an errorsituation arises
� otherwise some bran
h is arbitrarily 
ho-sen so that its Bi is true, and the 
orre-sponding Si is exe
uted

• exampleif x ≥ 0→ S1

[] x = 0→ S2

[] x ≤ 0→ S3�
• an ordinary if -statement 
an be implemented bynondeterministi
 if -statement:if B then S1 else S2 endif is same asif B → S1 [] ¬B → S2 �
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• wp-semanti
s

wp( ifB1 → S1 [] · · · [] Bn → Sn �, Q ) ⇔
⇑B1 ∧ · · · ∧ ⇑Bn ∧ (B1 ∨ · · · ∨Bn) ∧
(¬B1 ∨ wp( S1, Q ) ) ∧ · · ·

∧ (¬Bn ∨ wp( Sn, Q ) )

• dedu
tion rules
� if { P ∧Bi } Si { Q } for all i ∈ {1 . . . , n},then{ P }ifB1 → S1 [] · · · [] Bn → Sn �{ Q }
� if P ⇒ ⇑Bi , P ⇒ B1 ∨ . . . ∨Bn, and
〈 P ∧Bi 〉 Si 〈 Q 〉, for all i ∈ {1 . . . , n},then
〈 P 〉ifB1 → S1 [] · · · [] Bn → Sn �
〈 Q 〉

Assignment into an array
• we saw previously that the formula

wp( x := expression, Q ) ⇔
⇑expression ∧Q[x← expression]

holds only if x is a single variable (not e.g. anelement of an array)
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• reason: textual substitution does not take intoa

ount that the element of an array A[i] 
anbe referred also by other name

� e.g. A[1] (if i = 1) or A[j−3] (if j = i+3)
• solution: let us think that

� the target of the assignment is the wholearray, e.g.
A[2] := 3 ; A[1 . . . 3] = 〈A[1], 3, A[3] 〉

� textual substitution dire
ts to the nameof the array variable without index
⇒ we need a notation for the modi�ed arraythat has been modi�ed by assignment

A[i] := e, where i is in legal range:
A([i]← e) is an array su
h that
A([i]← e)[k] =

{

e if k = i,

A[k] otherwise.
• the weakest pre
ondition for assignment to anarray 
an now be 
al
ulated by dividing � ifne
essary � the formula in to parts, similarly asin the following example:

wp( A[i] := e, Q(A[i], A[j] ) ⇔
⇑e ∧ 1 ≤ i ≤ n ∧Q(A([i]← e)[i], A([i]← e)[j]) ⇔
⇑e ∧ 1 ≤ i ≤ n ∧ ( j = i ∧Q(e, e)

∨ j 6= i ∧Q(e, A[j]) )
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Examples (we assume that indexes are in legal ranges)
• wp( A[i] := 2, A[j] = 0 ) ⇔

A([i]← 2)[j] = 0 ⇔
j = i ∧ 2 = 0 ∨ j 6= i ∧A[j] = 0 ⇔
j 6= i ∧A[j] = 0

• wp( A[i] := 5, A[i] = 5 ∧A[j] = 0 ∧ i = j ) ⇔
A([i]← 5)[i] = 5∧A([i]← 5)[j] = 0∧ i = j ⇔
5 = 5∧(j = i∧5 = 0∨j 6= i∧A[j] = 0)∧i = j ⇔False
• wp( A[A[i] + 1] := 2, A[j] = 0 ) ⇔

A([A[i] + 1]← 2)[j] = 0 ⇔
j = A[i]+1∧2 = 0∨j 6= A[i]+1∧A[j] = 0 ⇔
j 6= A[i] + 1 ∧A[j] = 0

• wp( A[i] := A[i]−A[j], A[i] = y0 ∧A[j] = x0 ) ⇔
j = i ∧A[i]−A[j] = x0 = y0

∨ j 6= i ∧A[i]−A[j] = y0 ∧A[j] = x0 ⇔
j = i ∧ x0 = y0 = 0
∨ j 6= i ∧A[i] = x0 + y0 ∧A[j] = x0
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• the whole program

A[i] := A[i] + A[j]; A[j] := A[i]−A[j]; A[i] :=
A[i]−A[j]

〈 j = i ∧ x0 = y0 = 0 ∨
j 6= i ∧A[i] = x0 ∧A[j] = y0 〉

A[i] := A[i] + A[j];
〈 j = i ∧ x0 = y0 = 0 ∨
j 6= i ∧A[i] = x0 + y0 ∧A[j] = y0 〉

A[j] := A[i]−A[j];
〈 j = i ∧ x0 = y0 = 0 ∨
j 6= i ∧A[i] = x0 + y0 ∧A[j] = x0 〉

A[i] := A[i]−A[j];
〈 A[i] = y0 ∧A[j] = x0 〉

• noti
es from the last example
� the program does not 
ompute wronglyeverytime when j = i

� the 
ase j = i 
aused extra work only bythe last assignment
⇒ the rule for assigment to an array

� ensures that all spe
ial 
ases are takeninto a

ount
� is usually not so laborious as it seems to
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Useful laws for weakest pre
onditions:
• law of the ex
luded mira
le (pois suljetun ih-meen laki):

wp( S, False ) ⇔ False
� in other words, there does not exists astate from where started exe
ution of Sends, and the end state is impossible

• usually wp( S, True ) 6= True, sin
e wp ensuresthat exe
ution of S su

eeds
� e.g. if i ∈ Z and S iswhile i 6= 0 do i := i− 1 endwhilethen wp( S, True ) ⇔ i ≥ 0

• if P ⇒ Q, then wp( S, P ) ⇒ wp( S, Q )

• wp( S, P ∧Q ) ⇔ wp( S, P ) ∧ wp( S, Q )

• wp( S, P ∨Q )⇐ wp( S, P ) ∨ wp( S, Q )

• wp( S, P ∨Q ) 6⇒ wp( S, P ) ∨ wp( S, Q )

� a 
ounterexample:if S assigns to x a random number 0 or 1
x := random(0, 1)then
wp( S, x = 0 ∨ x = 1 ) ⇔ True 6⇒
wp( S, x = 0 ) ∨ wp( S, x = 1 ) ⇔False ∨ False ⇔ False
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� another way to assign 0 or 1 to x:

if True→ x := 0 [] True→ x := 1 �
• S is deterministi
 (deterministinen) if and onlyif for all states t the following holds when S hasbeen started in state t:

if S 
an terminate and produ
ean end state t′then S de�nitely terminates and produ
esthe end state t′

� in other words, if S 
an do something,then it de�nitely does it
⇒ for the a
tion of S there is only one pos-sible result

• if S is deterministi
 then
wp( S, P ∨Q ) ⇔ wp( S, P ) ∨ wp( S, Q )
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3.3 Proving Loop Statements
Consider the following:
• A 
o�ee 
an 
ontains bla
k and white beans.The following pro
ess is repeated as long aspossible:

Randomly sele
t two beans from the
an. If they are the same 
olor, throwthem away but pla
e one bla
k beaninto the 
an. (Assume an adequatesupply of bla
k beans.) If they aredi�erent 
olors, throw the bla
k oneaway and pla
e the white bean ba
kinto the 
an.
• Determine the relation between the initial 
on-tents of the 
o�ee 
an and the 
olor of the �nalbean that remains.

The wp-semanti
s of a loop statement
• the base form of a loop statement is

whileB do S endwhile
where
� B is a 
ondition
� S is a statement (or a sequen
e of state-ments)
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• for simpli
ity we assume that B is always 
om-putable (in other words, ⇑B ⇔ True)
• the weakest pre
ontion for that the loop state-ment is exe
uted 0 time and the result satis�es

Q is
P0 ⇔ ¬B ∧Q

• the weakest pre
ontion for that the loop state-ment is exe
uted 1 time and the result satis�es
Q is

P1 ⇔ B∧wp(S,¬B∧Q) ⇔ B∧wp(S, P0)

• similarly for two exe
ution times we get
P2 ⇔ B ∧ wp( S, P1 )

• and for n exe
ution times
Pn ⇔ B ∧ wp( S, Pn−1 )

• if the exe
ution of the loop statement su

eedsand the result satis�es Q then the loop is 
ir-
led n times for some �nite n and in the begin-ning Pn holds; similarly if this kind of n existsthen exe
ution of the loop statement su

eedsand the result satis�es Q.
=⇒ wp( while B do S endwhile , Q ) ⇔ ∃n : Pn

The wp-semanti
s for loop statement is di�
ult (orimpossible) to use in 
al
ulations
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• e.g. what is wp( S, True ), when S is:

while x 6= 1 doif x mod 2 = 0 then x := x div 2else x := 3 · x + 1 endifendwhile
The Collatz 
onje
ture is an unsolved 
onje
-ture �rst proposed in 1937 by Lothar Collatz:

�Take any natural number n. If n iseven, divide it by 2 to get n/2, if nis odd multiply it by 3 and add 1 toobtain 3n+1. Repeat the pro
ess in-de�nitely. The 
onje
ture is that nomatter what number you start with,you will always eventually rea
h 1.�
Paul Erdus said about the Collatz 
onje
ture:"Mathemati
s is not yet ready for su
h prob-lems." He o�ered $500 for its solution.
In 2006, resear
hers Kurtz and Simon, provedthat a natural generalization of the Collatz prob-lem is unde
idable. However, as this proof de-pends upon the generalization, it 
annot be ap-plied to the original Collatz problem.
• theory of solvability
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⇒ there are situations where it is not evenin prin
iple possible to �nd out whetherthe following holds:

P ⇒ wp( while , True )

⇒ for loop statements we use other means
� partial 
orre
tness: invariant (invariantti)
� termination: bound fun
tion (ylärajafunktio)

Proving partial 
orre
tness of a loop statement byinvariants
• 
laim I is the invariant (invariantti) of theloop statement

whileB do S endwhile
if and only if

{ I ∧B } S { I }
• if I is an invariant for the loop statement then

{ I } while B do S endwhile { I∧¬B }
• a 
laim of the form

{ P } whileB do S endwhile { Q }

an therefore be proved by the following:
1. �nd a suitable 
andidate for invariant: I



OHJ-2506 Program Veri�
ation August 26, 2011 0-122
2. prove that P ⇒ I

3. prove that { I ∧B } S { I }
4. prove that I ∧ ¬B ⇒ Q

• it is not yet ne
essary to prove that ⇑B
Example: prove that (n, i ∈ Z, a, x ∈ R,assume a 6= 0)

{ n ≥ 0 }
x := 1; i := 0;while i < n do

x := x · a; i := i + 1endwhile{ x = an }
• beginning of the solution

{ n ≥ 0 }
x := 1; i := 0;{ x = 1 ∧ i = 0 ∧ n ≥ 0 }

• pro
essing the loop
1. 
andidate for invariant: x = ai ∧ i ≤ n

2. x = 1 ∧ i = 0 ∧ n ≥ 0 ⇒ x = ai ∧ i ≤ n
•/•3. wp( x := x · a; i := i + 1, x = ai ∧ i ≤ n )
⇔
wp( x := x · a, x = ai+1 ∧ i + 1 ≤ n )
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⇔
x · a = ai+1 ∧ i + 1 ≤ n ⇔
x = ai ∧ i < ntherefore{ x = ai ∧ i ≤ n ∧ i < n }
x := x · a; i := i + 1{ x = ai ∧ i ≤ n }

4. x = ai ∧ i ≤ n ∧ ¬(i < n) ⇔
x = ai ∧ i = n ⇒ x = an

• all together
{ n ≥ 0 }
x := 1; i := 0;{ x = 1 ∧ i = 0 ∧ n ≥ 0 }{ inv: x = ai ∧ i ≤ n }while i < n do

x := x · a; i := i + 1endwhile{ x = an }
Proving termination of a loop statement by usingbound fun
tion
• bound fun
tion (variant, ylärajafunktio) is afun
tion (usually integer valued) whi
h

� has a bound (often 0), for whi
h and itssmaller values new 
y
les are not started
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� value de
reases in every 
y
le at least byone unit

⇒ the loop 
annot 
ir
ulate in�nitely
• espe
ially if

� the bound for the bound fun
tion is 0 and
� when entering the loop the value of boundfun
tion is n

then the loop 
an 
ir
ulate at most n rounds
• for proving properties of a bound fun
tion it isusually utilised the invariant 
hosen for prov-ing partial 
orre
tness
⇒ it may be ne
essary to 
hoose a strongerinvariant than otherwise would be needed
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• so: termination of the loop

whileB do S endwhile
out�tted with invariant I 
an be proven in thefollowing way:
1. �nd a suitable bound fun
tionbf : States→ Z

2. prove that I ⇒ ⇑B
3. prove that I ∧B ⇒ bf > 0

4. prove that 〈 I∧B∧bf = bfo 〉 S 〈 bf < bf0 〉,where bf0 is an arbitrary integer
Example: prove termination of the previous program
• expressions of assignment statements are al-ways 
omputable
⇒ they su

eed and terminate
〈 n ≥ 0 〉
x := 1; i := 0;
〈 x = 1 ∧ i = 0 ∧ n ≥ 0 〉{ inv: x = ai ∧ i ≤ n }while i < n do

x := x · a; i := i + 1endwhile{ x = an }
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• proving termination of the loop

1. bound fun
tion: n− i

2. i < n is always 
omputable
3. x = ai ∧ i ≤ n ∧ i < n ⇒

i < n ⇔ n− i > 0

4. wp( x := x · a; i := i + 1, n− i < bf0 ) ⇔
n− (i + 1) < bf0 ⇔ n− i ≤ bf0 ⇐
n− i = bf0therefore
〈 x = ai ∧ i ≤ n ∧ i < n ∧ n− i = bf0 〉
x := x · a; i := i + 1
〈 n− i < bf0 〉

Example: proving the 
orre
tness of sear
h program
• prove total 
orre
tness of the following pro-gram when n ≥ 1, and A and x are �xed:

〈 n ≥ 1 〉
i := 1;while i < n ∧A[i] 6= x do i := i + 1endwhile ;if A[i] 6= x then i := 0 endif
〈 1 ≤ i ≤ n ∧A[i] = x ∧

∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x
∨ i = 0 ∧ ∀j ; 1 ≤ j ≤ n : A[j] 6= x 〉

• symboli
 exe
ution of the ass. statement gives
〈 n ≥ 1 〉 i := 1 〈 n ≥ 1 ∧ i = 1 〉
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• loop invariant and its proofs:

1. I :⇔
1 ≤ i ≤ n ∧
∀j ; 1 ≤ j ≤ i − 1 : A[j] 6= x (in otherwords, i is in legal range and its pre
ed-ings do not 
ontain the sear
hed value)

2. n ≥ 1 ∧ i = 1 ⇒ I •/•3. wp( i := i + 1, I ) ⇔
1 ≤ i + 1 ≤ n ∧
∀j ; 1 ≤ j ≤ i : A[j] 6= x ⇔
0 ≤ i < n ∧ ∀j ; 1 ≤ j ≤ i : A[j] 6= xon the other hand I ∧B ⇔
1 ≤ i ≤ n ∧
∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x ∧ i < n ∧

A[i] 6= x ⇔
1 ≤ i < n ∧ ∀j ; 1 ≤ j ≤ i : A[j] 6= x ⇒
wp( i := i + 1, I )therefore{ I ∧ i < n ∧A[i] 6= x } i := i + 1 { I }

4. I ∧ ¬B ⇔
1 ≤ i ≤ n∧∀j ; 1 ≤ j ≤ i−1 : A[j] 6= x∧
(i ≥ n ∨A[i] = x)

=⇒ { n ≥ 1 ∧ i = 1 }while i < n ∧A[i] 6= x do i := i + 1endwhile
{ 1 ≤ i ≤ n ∧ ∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x
∧ (i ≥ n ∨A[i] = x) }



OHJ-2506 Program Veri�
ation August 26, 2011 0-128
• bound fun
tion and its proofs:

1. bf = n− i

2. I ⇒ 1 ≤ i ≤ n, thus
I ⇒ ⇑(i < n ∧A[i] 6= x)

3. I ∧ i < n ∧A[i] 6= x ⇒ n− i > 0 •/•4. wp( i := i + 1, n− i < bf0 ) ⇔
n− (i + 1) < bf0 ⇔
n− i ≤ bf0, thus
〈 I∧B∧n−i = bf0 〉 i := i+1 〈 n−i < bf0 〉

⇒ the loop terminates
• we have now proved that

〈 n ≥ 1 〉
i := 1;while i < n ∧A[j] 6= x do i := i + 1endwhile
〈 1 ≤ i ≤ n ∧ ∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x
∧ (i ≥ n ∨A[i] 6= x) 〉

• the rest was proved in the previous subse
tion
〈 1 ≤ i ≤ n ∧ ∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x
∧ (i ≥ n ∨A[i] = x) 〉if A[i] 6= x then i := 0 endif
〈 1 ≤ i ≤ n ∧A[i] = x ∧
∀j ; 1 ≤ j ≤ i− 1 : A[j] 6= x
∨ i = 0 ∧ ∀j ; 1 ≤ j ≤ n : A[j] 6= x 〉
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Combining the phases
• in the above we proved separately the partial
orre
tness and termination of a loop
• in pra
ti
e it is often handy to do them to-gether
⇒ a 
laim of the form

〈 P 〉 while B do S endwhile 〈 Q 〉


an be proven in the following way:
1. �nd a suitable 
andidate for invariant: I

2. �nd a suitable 
andidate for bound fun
-tion: bf
3. prove that P ⇒ I

4. prove that I ⇒ ⇑B
5. prove that I ∧B ⇒ bf > 0

6. prove that
〈 I ∧B ∧ bf = bf0 〉 S 〈 I ∧ bf < bf0 〉,where bf0 is an arbitrary integer

7. prove that I ∧ ¬B ⇒ Q
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Example: we prove that the binary sear
h programterminates and in the end the width of sear
h range
a, . . . , y is 1.
〈 True 〉
a := 1; y := n + 1;while a < y do

v := (a + y) div 2;if A[v] < key then a := v + 1else y := vendifendwhile
〈 1 ≤ a = y ≤ n + 1 〉

• A[1 . . . n] and key are �xed
• initialisations are easy to pro
ess:

〈 True 〉
a := 1; y := n + 1;
〈 a = 1 ∧ y = n + 1 〉while a < y do

v := (a + y) div 2;if A[v] < key then a := v + 1else y := vendifendwhile
〈 1 ≤ a = y ≤ n + 1 〉

• the state predi
ates needed for proving the loop:
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� P ⇔ a = 1 ∧ y = n + 1

� Q ⇔ 1 ≤ a = y ≤ n + 1

� B ⇔ a < y

1. invariant:
• in the beginning the sear
h range is 1, . . . , n+

1 and it should narrow until its width is 1
⇒ we 
hoose: I ⇔ 1 ≤ a ≤ y ≤ n + 1

2. bound fun
tion:
• the range a, . . . , y should narrow in every
y
le
⇒ we 
hoose bf = y − a

3. P ⇒ I:
• be
ause of the general assumptions n ≥ 0and thus n + 1 ≥ 1

• therefore P ⇒ 1 = a ≤ y = n + 1 ⇒ I
•/•

4. I ⇒ ⇑B :
• the 
ondition a < y is always 
omputable

5. I ∧B ⇒ bf0 > 0:
• I ∧B ⇒ B ⇔ a < y ⇒bf = y − a > 0 •/•
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6. 〈 I ∧B ∧ bf = bf0 〉 S 〈 I ∧ bf < bf0 〉

• laborious, we shall prove it soon
7. I ∧ ¬B ⇒ Q:

• I ∧¬B ⇒ 1 ≤ a ≤ y ≤ n + 1∧ a ≥ y ⇒
1 ≤ a = y ≤ n + 1 ⇔ Q •/•

Proof for item 6
• the bran
hes of if -statement give us

� wp( a := v + 1, I ∧ bf < bf0 ) ⇔
1 ≤ v + 1 ≤ y ≤ n + 1 ∧ y − (v + 1) < bf0� wp( y := v, I ∧ bf < bf0 ) ⇔
1 ≤ a ≤ v ≤ n + 1 ∧ v − a < bf0

• using this we 
ould 
al
ulate wp(if, I∧bf < bf0)but it seems to produ
e a big expression (re-member that wp(ifBthenS1elseS2endif, Q)⇔
⇑B ∧(¬B∨wp(S1, Q ))∧ (B∨wp(S2, Q )) ⇔
⇑B ∧(B ∧ wp( S1, Q ) ∨ ¬B ∧ wp( S2, Q )) )

• the beginning of the body of the loop seemseasy
⇒ we simulate the beginning of the body of theloop and use the dedu
tion rule for if -statement
• the above wp-formulas 
ontains v only in 
om-parisons to a, (y − 1), et
.
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⇒ it seems to be that essential is only thevalue of v in 
omparisons to a and y

⇒ for the value of v we 
onsider only it
• The beginning of body of the loop:

� I ∧B ∧ bf = bf0 ⇔
1 ≤ a < y ≤ n + 1 ∧ y − a = bf0� a < y ⇒
a < (a + y)/2 < y and
(a + y)/2− 1

2 ≤ (a + y) div 2 ≤ (a + y)/2
⇒ a ≤ (a + y) div 2 < y

〈 1 ≤ a < y ≤ n + 1 ∧ y − a = bf0 〉
v := (a + y) div 2;

〈 1 ≤ a ≤ v < y ≤ n + 1 ∧ y − a = bf0 〉
• now we 
an prove the wp-
onditions for thebran
hes of the if -statement

� 1 ≤ a ≤ v < y ≤ n + 1 ∧
y − a = bf0 ∧A[v] < key ⇒

1 ≤ v + 1 ≤ y ≤ n + 1 ∧
y − (v + 1) < y − a = bf0 ⇒

wp( a := v + 1, I ∧ bf < bf0 )

� 1 ≤ a ≤ v < y ≤ n + 1 ∧
y − a = bf0 ∧A[v] ≥ key ⇒

1 ≤ a ≤ v < y ≤ n + 1 ∧
v − a < y − a = bf0 ⇒

wp( y := v, I ∧ bf < bf0 )
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=⇒ 〈 I ∧B ∧ bf = bf0 〉

v := (a + y) div 2 :
〈 1 ≤ a ≤ v < y = n + 1 ∧ y − a = bf0 〉if A[v] < key then a := v + 1else y := vendif
〈 I ∧ bf < bf0 〉

Noti
es
• we pro
eeded forwards (using symboli
 exe
u-tion) or ba
kwards (wp) depending on whi
hwas the easiest way
• �rst the easy 
al
ulations were made
⇒ as mu
h as possible support for di�
ult parts
• while simulating the statement v := (a+y) div 2we did not save the exa
t value of v

� essential was only to prove that y− a de-
reases
� the exa
t value would have 
ompli
atedlater 
al
ulations
� the appropriate weakening of the statepredi
ate!

• the ordinary 
ondition of binary sear
h
∀i ; 1 ≤ i ≤ n− 1 : A[i] ≤ A[i + 1]was not needed at all
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� the algorithm terminates and in the end

1 ≤ a = y ≤ n + 1even the array would not be in order
� fault-toleran
e!

Partial orders (osittaisjärjestykset)
• partial order (osittaisjärjestys) for a set A isany relation �≤� between the elements of A, ifit holds that ∀a, b, c ∈ A :

� a ≤ a (re�exivity)
� a ≤ b ∧ b ≤ c ⇒ a ≤ c (transitivity)
� a ≤ b∧b ≤ a ⇒ a = b (antisymmetry)

• examples
� �≤� is a partial order for real numbers
� �⊆� is a partial order for sets
� ��ts in� is a partial order for the followingboxes if the sides are in�nite narrow

• partial order di�ers from total order (täysi järjestys)in only that for partial order it is not requiredthat ∀a, b ∈ A : a ≤ b ∨ b ≤ a
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� �≤� is a total order for real numbers
� �⊆� is not a total order for sets, sin
e
¬({1} ⊆ {2}) ∧ ¬({2} ⊆ {1})

� ��ts in� is not a total order for boxes(why not?)
• total order is also 
alled as linear order (line-aarinen järjestys)
• if �≤� is a partial order for A then we de�ne
∀a, b ∈ A :

� a < b ⇔ a ≤ b ∧ a 6= b

� a ≥ b ⇔ b ≤ a

� a > b ⇔ b < a

� a 6≥ b ⇔ ¬(a ≥ b) (noti
e! it is not sameas a < b)
� similarly for other negated relation sym-bols

Generalised bound fun
tion
• let A be a set and �≤� a partial order for it
• a pair (A,�≤�) is well-founded (hyvin perustettu)if and only if there does not exist an in�nite se-quen
e a1, a2, a3, . . . ∈ A su
h that a1 > a2 >

a3 > · · ·

• examples
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� (N, �≤�) is well-founded: if a1 = n thenin the des
ending 
hain there is ≤ n + 1elements
� (Q+, �≤�) is not well-de�ned:

1
1 > 1

2 > 1
3 > · · ·

� (N× N, �≤�) is well-founded when
(n1, m1) > (n2, m2) ⇔
n1 > n2 ∨ (n1 = n2 ∧m1 > m2)try it!

• for a bound fun
tion any fun
tion of a statesuits if its value has the following properties:
� it belongs to some well-founded set(=: the set of a well-founded pair)
� it de
reases in every 
y
le

• knowing the initial value does not ne
essaryguarantee that the number of 
y
les 
an beestimated
� if the value of a bound fun
tion ∈ N× Nthen the following holds for any n:

(1, 0) > (0, n) > (0, n− 1) > · · · >
(0, 1) > (0, 0)

⇒ there exist des
ending 
hains of arbitrarylengths that begin (1, 0)
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� anyway, an in�nite des
ending 
hain isnot possible

About 
hosing an invariant and a bound fun
tion
• there is not (or not even in most 
ases) a work-ing automati
 method for 
hoosing an invari-ant and a bound fun
tion
⇒ in the 
hosing pro
ess human 
reativitymust be used

• the invariant re�e
ts the �basi
 idea� of theloop
⇒ if 
reation of an invariant does not in any waysu

ess then

� maybe even the programmer himself doesnot quite understand why his loop shouldwork
⇒ probably the loop is in
orre
t

• the bound fun
tion represents some quantityby whi
h measured the exe
ution pro
eeds allthe time
• there is a lot of freedom in 
hoosing the boundfun
tion

� the de
reasing in a 
y
le 
an be anythingas long as it is at least 1 (or 1 unit)
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� the lower bound needs not be 0 � it suf-�
es that it is some integer (−∞ is nota

eptable)
� the bound fun
tion needs not to produ
eintegers but any well-founded set su�
esfor its image (then the lower bound is notan integer, neither)

⇒ if the 
reation of bound fun
tion does not inany way su

ess then
� maybe even the programmer himself doesnot quite understand why his loop shouldterminate
⇒ probably the loop is in
orre
t

Nondeterministi
 loop statement
• programming language theorists use often non-deterministi
 loop statement

do B1 → S1[℄ B2 → S2

· · ·[℄ Bn → Snod
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• its a
tion

� in the beginning of every 
y
le every Bimust be 
omputable
� if no Bi 
omes true then the loop is exited
� in other 
ase some bran
h is arbitrarily
hosen so that its Bi 
omes true, the 
or-responding Si is exe
uted, and return tothe beginning of the loop

• a nondeterministi
 loop statement 
an be buildusing an ordinary loop statement and a non-deterministi
 if -statement:
doB1 → S1 [℄ · · · [℄ Bn → Sn od

is same as
while B1 ∨ · · · ∨Bn doif B1 → S1 [℄ · · · [℄ Bn → Sn �endwhile

• an example:
do A[1] > A[2]→ swap(A[1], A[2])[℄ A[1] > A[3]→ swap(A[1], A[3])[℄ A[2] > A[3]→ swap(A[2], A[3])od
� if it terminates then A[1] ≤ A[2] ≤ A[3]
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� bound fun
tion: the amount of pairs (i, j)su
h that i < j but A[i] > A[j] (why itsuits?)
⇒ yes, it terminates

� the loop arranges the array
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3.4 Proof Examples
In the previous se
tions basi
 te
hniques for provingthe 
orre
tness of a program were introdu
ed
• in pra
ti
al proofs they 
an be applied and
ombined in many ways
• in this se
tion we go trough a set of examples

An example: removing a element from an array pre-serving the ordering
• the task of the program is to remove the ele-ment i from the array A[1 . . . n] by moving theother elements one step ba
kwards
• the original program

for j := i to n− 1 do
A[j] := A[j + 1]endfor ;

n := n− 1

• for the end state it is required that
� i is �xed, this time n is not �xed
� the beginning is un
hanged:
∀k ; 1 ≤ k < i : A[k] = A0[k]

� the ending is moved:
∀k ; i ≤ k ≤ n : A[k] = A0[k + 1]
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� the size of the array has de
reased:

n = n0 − 1

� for the name of the initial state of thearray is given A0 and for its size n0

• there is going to be
ome long formulas whi
hare di�
ult to read
⇒ let us de�ne auxiliary predi
ates:

� un
hanged: Un
hd(a, b) :⇔
∀k ; a ≤ k < b : A[k] = A0[k]

� moved: Movd(a, b) :⇔
∀k ; a ≤ k < b : A[k] = A0[k + 1]

� a 
larifying 
onvention: a range is an-noun
ed from the beginning to after itsend
• the requirement 
on
erning the end state 
hangesto form:

n = n0 − 1 ∧Un
hd(1, i) ∧Movd(i, n + 1)

• the spe
i�
ation
〈 n = n0 ∧A[1 . . . n] = A0 〉for j := i to n− 1 do

A[j] := A[j + 1]endfor ;
n := n− 1
〈 n = n0 − 1 ∧Un
hd(1, i) ∧Movd(i, n + 1) 〉
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• soon we are going to noti
e that it has an error(whi
h?)

Beginning of the solution
• let us modify the loop to while -loop

〈 A = A0 〉
j := iwhile j < n do

A[j] := A[j + 1];
j := j + 1endwhile ;

n := n− 1
〈 n = n0 − 1 ∧Un
hd(1, i) ∧Movd(i, n + 1) 〉

• let's 
al
ulate the easy assignment statements(using symboli
 exe
ution and wp-te
hnique)
⇒ the task redu
es to proving the loop
〈 A = A0 〉
j := i
〈 A = A0 ∧ j = i 〉while j < n do

A[j] := A[j + 1];
j := j + 1endwhile ;

〈 n = n0 ∧Un
hd(1, i) ∧Movd(i, n) 〉
n := n− 1
〈 n = n0 − 1 ∧Un
hd(1, i) ∧Movd(i, n + 1) 〉
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Designing the loop invariant
• the a
tion of the program 
an be illustrated asa pi
ture

1

un
hanged
︷ ︸︸ ︷

i

moved
︷ ︸︸ ︷

j -

�

un
hanged
︷ ︸︸ ︷

n

• for this base let us make the loop invariant
� n has not 
hanged: n = n0� the beginning is un
hanged: Un
hd(1, i)
� the middle part is moved: Movd(i, j)
� the ending is un
hanged: Un
hd(j + 1, n + 1)

=⇒ Inv1 :⇔ n = n0 ∧Un
hd(1, i) ∧Movd(i, j) ∧Un
hd(j + 1, n + 1)

Proof for the loop invariant
2. the loop invariant must hold in the beginningof the loop
• by assigning j = i we get for the target

n = n0 ∧Un
hd(1, i) ∧Movd(i, i) ∧Un
hd(i + 1, n + 1)
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⇔ n = n0∧Un
hd(1, i)∧ Un
hd(i+1, n+1)

• A = A0 guarantees that n = n0 ∧Un
hd(1, n + 1)

⇒ question: does this implyUn
hd(1, i) and Un
hd(i + 1, n + 1)?
• answer: only if i ≤ n + 1 and i + 1 ≥ 1

⇒ pre
ondition 0 ≤ i ≤ n + 1 must be added tothe spe
i�
ation
〈 A = A0 ∧ 0 ≤ i ≤ n + 1 〉for j := i to n− 1 do
. . .

� what does the program do if in the begin-ning i > n + 1? What if i = n + 1?
� is it 
orre
t?

4. the loop invariant and the exit 
ondition mustguarantee the 
ondition after the loop
• the exit 
ondition is j ≥ n

⇒ we get
j ≥ n ∧ n = n0 ∧ Un
hd(1, i) ∧ Movd(i, j) ∧Un
hd(j + 1, n + 1)

• but we need n = n0 ∧Un
hd(1, i) ∧Movd(i, n)

⇒ it is worth to 
ompare formulas Movd(i, j) andMovd(i, n)
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• j ≥ n ∧Movd(i, j) guarantees Movd(i, n), butspeaks about elements that are outside the ar-ray when j > n

⇒ probably in the end there should hold j = n

• question: but does not the loop guarantee thatin the end j = n?answer: only if in the beginning j ≤ n

⇒ to the spe
i�
ation of the program the pre
on-dition i ≤ n must be added
〈 A = A0 ∧ 0 ≤ i ≤ n 〉for j := i to n− 1 do. . .

� what does the program do if in the begin-ning i = n + 1? What if i = n?
� is it 
orre
t?
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• now it is easy to see that if the end of the loopis rea
hed then there holds j = n

〈 i ≤ n 〉
j := i
〈 j ≤ n 〉while j < n do{ j < n }

A[j] := A[j + 1]; j := j + 1{ j ≤ n }endwhile ;{ j ≤ n ∧ j ≥ n }{ j = n }
• now we get from the exit 
ondition and theinvariant

j = n∧n = n0∧Un
hd(1, i)∧Movd(i, j)∧Un
hd(j + 1, n + 1)

⇒ n = n0 ∧Un
hd(1, i) ∧Movd(i, n)

• the addition for spe
i�
ation does not breakthe proof for part 2
� we proved that theoriginal pre
ondition ⇒ · · · ⇒ Inv
� so of 
ourse theoriginal pre
ondition ∧i ≤ n ⇒ · · · ⇒ Inv

3. the invariant and the loop 
ondition must guar-antee the invariant in the end of the loop
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� let us 
al
ulate the weakest pre
ondition

wp( A[j] := A[j + 1]; j := j + 1, Inv )

• Inv1 ⇔
n = n0 ∧Un
hd(1, i) ∧Movd(i, j) ∧Un
hd(j + 1, n + 1)

wp( A[j] := A[j + 1]; j := j + 1, Inv ) ⇔
n = n0 ∧Un
hd(1, i) ∧Movd(i, j + 1) ∧Un
hd(j + 2, n + 1)

wp( A[j] := A[j + 1]; j := j + 1, Inv ) ⇔ ??
• wp requires that the indexings are legal
⇒ it must be 1 ≤ j ≤ n and 1 ≤ j + 1 ≤ n,in other words, 1 ≤ j ≤ n

� j < n holds
� 1 ≤ j is needed ⇒ · · ·
⇒ for the invariant 1 ≤ j and for the pre-
ondition 1 ≤ i must be added

=⇒ new invariant Inv2 :⇔
n = n0∧1 ≤ j ≤ n∧Un
hd(1, i)∧Movd(i, j)∧Un
hd(j + 1, n + 1)

� strenghtening of invariant does not breakthe proof for part 4
� the proof for part 2 must be redone butit is easy
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• so, now we must 
al
ulate

wp( A[j] := A[j + 1],
n = n0 ∧ 1 ≤ j + 1 ≤ n ∧Un
hd(1, i) ∧Movd(i, j + 1) ∧Un
hd(j + 2, n + 1) )

• Un
hd and Movd speak about A

� we need the information to whi
h of them�A[j] :=� a�e
ts
� it a�e
ts part Un
hd(1, i) i� 1 ≤ j < i

� it a�e
ts part Movd(i, j + 1) i� i ≤ j

� it does not a�e
t part Un
hd(j +2, n+1)

• it is easy to see that all the time holds i ≤ j

� in the beginning of the loop i = j

� i does not 
hange, j in
reases
� (this 
an be proven by adding i ≤ j intothe invariant)

=⇒ wp( A[j] := A[j + 1]; j := j + 1, Inv2 ) ⇔
n = n0 ∧ 1 ≤ j + 1 ≤ n ∧Un
hd(1, i) ∧
X ∧Un
hd(j + 2, n + 1),where
X ⇔ Movd(i, j) ∧A[j + 1] = A0[j + 1]
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• Inv2 ∧ j < n, in other words,

j < n ∧ n = n0 ∧ 1 ≤ j ≤ n ∧Un
hd(1, i) ∧Movd(i, j) ∧Un
hd(j + 1, n + 1)guarantees
� n = n0 ( ⇐ n = n0 )
� 1 ≤ j + 1 ≤ n ( ⇐ j < n ∧ 1 ≤ j )
� Un
hd(1, i) ( ⇐ Un
hd(1, i) )
� Movd(i, j) ( ⇐ Movd(i, j) )
� A[j + 1] = A0[j + 1] ( ⇐Un
hd(j + 1,

n + 1) ∧ j < n )
� Un
hd(j + 2, n + 1) ( ⇐Un
hd(j + 1,

n + 1) )
=⇒ •/•

Proving termination
• the only loop in the program is a true for -loop
⇒ termination is automati
ally guaranteed
• n− j 
ould be used as bound fun
tion

We have now proved
〈 A[1 . . . n] = A0 ∧ 1 ≤ i ≤ n 〉for j := i to n− 1 do

A[j] := A[j + 1]endfor ;
n := n− 1
〈 n = n0 ∧Un
hd(1, i) ∧Movd(i, n + 1) 〉
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Noti
es
• the missing pre
ondition 1 ≤ i ≤ n was re-vealed
• the a
tual invariant was

n = n0 ∧ 1 ≤ i ≤ j ≤ n ∧ Un
hd(1, i)
∧Movd(i, j) ∧Un
hd(j + 1, n + 1)

� the part 1 ≤ i ≤ j was handled separately
� the whole upper line 
ould have been han-dled separetely

• the 
ore of the invariantMovd(i, j) ∧Un
hd(j + 1, n + 1)is of the form
I1 ∧ I2where
� in the beginning of the loop I1 speaksabout an empty range, and the pre
on-dition for the loop guarantees I2� during the loop the range of I1 in
reasesand the range of I2 de
reases
� in the end of the loop I2 speaks about anempty range and I1 guarantees the statepredi
ate after the loop
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1 i = j

moved
|

un
hanged
︷ ︸︸ ︷

n

1

un
hanged
︷ ︸︸ ︷

i

moved
︷ ︸︸ ︷

j -

�

un
hanged
︷ ︸︸ ︷

n

1 i

moved
︷ ︸︸ ︷

un
hanged
|

j = n

• this is quite usual
• the part Un
hd(j + 1, n + 1) 
ould have beenUn
hd(j, n + 1)

� the 
al
ulations would still have su

eeded
� it is a matter of taste whi
h one is 
hosen
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Example: binary sear
h
• we have already proved that

〈 True 〉
a := 1; y := n + 1;while a < y do

v := (a + y) div 2;if A[v] < key then a := v + 1else y := vendif
〈 1 ≤ a = y ≤ n + 1 〉

• the whole spe
i�
ation for binary sear
h is:
〈 ∀i ; 1 ≤ i ≤ n− 1 : A[i] ≤ A[i− 1] 〉binary sear
h
〈 (a = n + 1 ∨A[a] ≥ key) ∧

(a = 1 ∨A[a− 1] < key) 〉
• (why here it is not required 1 ≤ a = y ≤ n+1?)
• we prove �rst that in the end

a = 1 ∨A[a− 1] < key
• it is easy to 
he
k dire
t from the 
ode that ifthe statement a := v+1 is never exe
uted thenin the end a = 1
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• if the statemenet is exe
uted then for the lastexe
ution it holds that (why?)

〈 A[v] < key 〉 a := v + 1

• symboli
 exe
ution gives
〈 A[v] < key 〉 a := v+1 〈 A[a−1] < key 〉

• sin
e after this the value of a does not 
hange,and A and key are �xed, then in the end itholds that
A[a− 1] < key

⇒ it is proven that in the end a = 1 ∨A[a− 1] <key
• sin
e we already know that in the end y = a,we get

〈 True 〉binary sear
h
〈 (a = n + 1 ∨A[a] ≥ key) ∧

(a = 1 ∨A[a− 1] < key) 〉
The proof of binary sear
h did not use in any waythe pre
ondition ∀i ; 1 ≤ i ≤ n− 1 : A[i] ≤ A[i− 1] !
⇒ question: is there an error in the proof?
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• answer: no, the program really guaranteesthat in the end a = n + 1 ∨ A[a] ≥ key et
.even the array would not be in order
• question: but binary sear
h does not evenwork unless the array is ordered!
• question: let us see. . .
• the a
tual purpose of binary sear
h is to �ndkey in the array

� if key is not in the array then of 
oursebinary sear
h 
annot �nd it
⇒ the nonfun
tioning of binary sear
h 
anhappen only so that key is not found butit is in the array

• we 
he
k does it hold that
〈 ∃x ; 1 ≤ x ≤ n : A[x] = key 〉binary sear
h
〈 A[a] = key 〉
� no: A = [1, 0] and key = 0 produ
es a = 1

• what about if we add the assumption: A is inorder?
� so ∀i ; 1 ≤ i ≤ n− 1 : A[i] ≤ A[i− 1]

� the following form is in pra
ti
e more handy:
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∀i, j ; 1 ≤ i ≤ j ≤ n : A[i] ≤ A[j]

• sin
e A and key are �xed, in the end it holdsthat
∀i, j ; 1 ≤ i ≤ j ≤ n : A[i] ≤ A[j] ∧
∃x ; 1 ≤ x ≤ n : A[x] = key ∧
(a = n + 1 ∨A[a] ≥ key) ∧
(a = 1 ∨A[a− 1] < key)

• is it worth to try to prove that in the end a =
x?
• sin
e in the end a = 1 ∨ A[a− 1] < key and Ais in order, then a ≤ x

⇒ A[a] ≥ key (sin
e a = n+1 is not possiblesin
e x ≤ n) and A[a] ≤ A[x] = key (sin
e
a ≤ x)

⇒ A[a] = key
• so, the asumption of ordering is needed for en-suring that if key is in the array then at leastone key is in the lo
ation indi
ated by the orig-inal post
ondition
• if A is not in order, binary sear
h indeed sear
hesthe lo
ation indi
ated by the original post
on-dition, but key may not be there
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Con
lusions
• everything was not proved using the te
hniquesof the previous se
tions

� termination and that a remains in the le-gal range were proved by them
� after that that a hits �the 
orre
t slot�were dedu
ed dire
tly from the 
ode
� that key is found was reasoned separatelyusing the post
ondition and the assump-tion of ordering without looking the 
ode

• everything 
ould have been proved using theprevious te
hniques but that would have beenmore di�
ult
� often it is worth to prove �easy parts �rst�and then 
ombine the �nal target little bylittle

• for binary sear
h we had to form a 
ompli
atedpost
ondition sin
e it must �work� even whenthe sear
hed key is not in the array
• surprisingly binary sear
h guarantees the post-
ondition even when the array is not in order
• the assumption of ordering is needed only forthat without it the post
ondition does not guar-antee that the key is found
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� this is not a surprise sin
e it was in ourmind when we were formulating the post-
ondition

• a well designed program guarantees sometimes(often?) surprising properties!
• it often holds that

� a well designed program has logi
ally �neproperties
� a poorly designed program is logi
ally messy

For 
omparison, the proof is done by totally usinginvariants and bound fun
tions
• for the original post
ondition

� maybe it be
omes a little more 
ompli-
ated! ⌣̈

〈 True 〉
a := 1; y := n + 1;
〈 a = 1 ∧ y = n + 1 〉
〈 inv: 1 ≤ a ≤ y ≤ n + 1 ∧
(y = n + 1 ∨A[y] ≥ key) ∧
(a = 1 ∨A[a− 1] < key) 〉
〈 bf : y − a 〉
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while a < y do
〈 1 ≤ a < y ≤ n + 1 ∧
(y = n + 1 ∨A[y] ≥ key) ∧
(a = 1 ∨A[a− 1] < key) ∧
y − a = bf0 > 0 〉

v := (a + y) div 2;
〈 1 ≤ a ≤ v < y ≤ n + 1 ∧
(y = n + 1 ∨A[y] ≥ key) ∧
(a = 1 ∨A[a− 1] < key) ∧
y − a = bf0 〉if A[v] < key then

a := v + 1
〈 1 < a ≤ y ≤ n + 1 ∧
(y = n + 1 ∨A[y] ≥ key) ∧
A[a− 1] < key ∧
y − a < bf0 〉else

y := v
〈 1 ≤ a ≤ y ≤ n ∧
A[y] ≥ key ∧
(a = 1 ∨A[a− 1] < key) ∧
y − a < bf0 〉endif

〈 1 ≤ a ≤ y ≤ n + 1 ∧
(y = n + 1 ∨A[y] ≥ key) ∧
(a = 1 ∨A[a− 1] < key) 〉endwhile
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〈 1 ≤ a = y ≤ n + 1 ∧
(a = n + 1 ∨A[a] ≥ key) ∧
(a = 1 ∨A[a− 1] < key) 〉

• key is found if it is in the array
� A is �xed
⇒ the array is all the time in order
⇒ we do not repeat the information of or-dering in every predi
ate even we use itin reasoning
〈 ∃x ; 1 ≤ x ≤ n : A[x] = key ∧
∀i, j ; 1 ≤ i ≤ j ≤ n : A[i] ≤ A[j] 〉

a := 1; y := n + 1;
〈 a = 1 ∧ y = n + 1 ∧
∃x ; 1 ≤ x ≤ n : A[x] = key 〉
〈 inv: ∃x : 1 ≤ a ≤ x ≤ y ≤ n + 1 ∧
x ≤ n ∧A[x] = key 〉
〈 bf : y − a 〉while a < y do
〈 ∃x : 1 ≤ a ≤ x ≤ y ≤ n + 1 ∧ x ≤ n ∧
A[x] = key ∧ a < y ∧ y − a = bf0 > 0 〉

v := (a + y) div 2; (* now a ≤ v < y *)if A[v] < key then
〈 ∃x : 1 ≤ v < x ≤ y ≤ n + 1 ∧ x ≤ n ∧

A[x] = key ∧ y − v ≤ bf0 〉
a := v + 1else
〈 (A[v] = key ∧ 1 ≤ a ≤ v ≤ n ∨
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A[v] > key ∧ ∃x : 1 ≤ a ≤ x ≤ v ≤ n ∧
A[x] = key) ∧ v − a < bf0 〉
〈 ∃x : 1 ≤ a ≤ x ≤ y ≤ n ∧ x ≤ n ∧

A[x] = key ∧ v − a < bf0 〉
y := vendifendwhile

〈 ∃x : 1 ≤ a ≤ x ≤ y ≤ n + 1 ∧ x ≤ n ∧
A[x] = key ∧ a ≥ y 〉
〈 1 ≤ a ≤ n ∧A[a] = key 〉

• the proof was surprisingly laborious!
• �rst, be
ause of the initialisation y := n+1 wehad to often write separately x ≤ n

� this proof had been easier if it had beeninitialised y := n

• se
ond, if A[v] = key, then
� using the ordering assumption it is notpossible to reason that x ≤ v

� then v 
an be 
hosen as the new x

⇒ the reasoning for else-bran
h had to bedivided into two parts
• by proving �rst the original post
ondition andthen with its help the key being found, weavoided both these di�
ulties
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� we did not need to talk about the lo
ationof key while proving the program 
ode

⇒ even the key being found was easier to proveusing the original post
ondition than dire
tly
⇒ the original post
ondition summarises ex
el-lently �the 
ore� of binary sear
h!

Another example: Counting-Sort: the task
• sorts an array by 
ounting how many time ea
hkey exists
• the keys must be in range 0, . . . , M

• input: A[1 . . . n] and M are �xed
• output: B[1 . . . n]

• essential additional property: stable
� in other words, the mutual ordering oftwo re
ords is not 
hanged if they havesame key

• stableness has meaning only if an element ofan array 
ontains more than just key
⇒ for an element we assume the following stru
-ture:

� A[i].key key
� A[i] the whole element
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• the algorithm

Counting-Sort(A[1 . . . n], B[1 . . . n], M)

{ ∀i ; 1 ≤ i ≤ n : 0 ≤ A[i].key ≤M }for k := 0 toM do C[k] := 0 endforfor i := 1 to n do
C[A[i].key] := C[A[i].key] + 1endfor(* now C[k] knows how many elementhas key = k *)

for k := 1 toM do
C[k] := C[k] + C[k − 1]endfor(* now C[k] knows how many elementhas key ≤ k *)

for i := n downto 1 do
B[C[A[i].key]] := A[i];
C[A[i].key] := C[A[i].key]− 1endfor

• domains of variables
� k: at least 0, . . . , M

� i: at least 1, . . . , n

� C[0 . . . M ]: at least 0, . . . , n

� B[1 . . . n]: at least the same as A[1 . . . n]
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The spe
i�
ation of Counting-Sort
• the old and already familiar

ordered(B) ∧ same-elems(A, B)

does not 
ontain the requirement of stableness
• to present the requirement of stableness we in-trodu
e a fun
tion f whi
h tells into whi
h lo-
ation in array B the elements of array A aremoved

� thus in the end there must be
∀i ; 1 ≤ i ≤ n :
1 ≤ f(i) ≤ n ∧B[f(i)] = A[i]

• f must be a bije
tion:
∀i, j ; 1 ≤ i < j ≤ n : f(i) 6= f(j)

• requirement of stableness:
∀i, j ; 1 ≤ i < j ≤ n :
A[i].key = A[j].key→ f(i) < f(j)

Beginning of the proof of Counting-Sort
• A is �xed
⇒ 
ondition
∀i ; 1 ≤ i ≤ n : 0 ≤ A[i].key ≤Mholds all the time
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⇒ we do not repeat it in every predi
ate

• the task of the 1. for-loop is to zero C

〈 ∀i ; 1 ≤ i ≤ n : 0 ≤ A[i].key ≤M 〉for k := 0 toM do C[k] := 0 endfor
〈 ∀h ; 0 ≤ h ≤M : C[h] = 0 〉

� legality of assignments is obvious
� invariant I1 ⇔
∀h ; 0 ≤ h ≤ k − 1 : C[h] = 0

� k = 0 ⇒ I1 obvious •/•� 〈 I1∧k ≤M 〉 C[k] := 0; k := k+1 〈 I1 〉,sin
e
∀h ; 0 ≤ h ≤ k : C([k] ← 0)[h] = 0 ⇔
I1 ∧ 0 = 0

� k = M + 1 ∧ I1 ⇒
∀h ; 0 ≤ h ≤M : C[h] = 0 •/•
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• the task of the 2. for-loop is to 
ount howmany times di�erent elements exist in A

� invariant
∀h ; 0 ≤ h ≤M : C[h] =
|
{

j
∣
∣ 1 ≤ j ≤ i− 1 ∧A[j].key = h

}
|

� the proof is left for exer
ise
〈 ∀h ; 0 ≤ h ≤ m : C[h] = 0 〉for i := 1 to n do

C[A[i].key] := C[A[i].key] + 1endfor
〈 ∀h ; 0 ≤ h ≤M : C[h] =
|
{

j
∣
∣ 1 ≤ j ≤ n ∧A[j].key = h

}
| 〉

• the 3. for-loop 
ounts how many elements of
A is ≤ h

� the proof is left for exer
ise
〈 ∀h ; 0 ≤ h ≤M : C[h] =
|
{

j
∣
∣ 1 ≤ j ≤ n ∧A[j].key = h

}
| 〉for k := 1 toM do

C[k] := C[k] + C[k − 1]endfor
〈 ∀h ; 0 ≤ h ≤M : C[h] =
|
{

j
∣
∣ 1 ≤ j ≤ n ∧A[j].key ≤ h

}
| 〉
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• the proof of the 4. for-loop

� so far nothing else has happened but in-formation of the amount of keys has been
ounted into C

� the task of 4. for-loop is to 
opy the ele-ments of A to B using this information
� a

ording to the spe
i�
ation the depen-den
y f between the old and the new el-ements is essential
⇒ it is worth to �rst re
ognise f , and thenprove that the program 
al
ulates 
orre
tly
〈 ∀h ; 0 ≤ h ≤M : C[h] =
|
{

j
∣
∣ 1 ≤ j ≤ n ∧A[j].key ≤ h

}
| 〉for i := n downto 1 do

B[C[A[i].key] := A[i];
C[A[i].key] := C[A[i].key]− 1endfor

〈 ∀j ; 1 ≤ j ≤ n : B[f(j)] = A[j] 〉

where
f(x) = |

{
k

∣
∣ 1 ≤ k ≤ n ∧A[k].key < A[x].key}

|
+ |

{
k

∣
∣ 1 ≤ k ≤ x ∧A[k].key = A[x].key}

|
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• invariant I4 ⇔
∀h ; : 0 ≤ h ≤M :
C[h] = |

{
k

∣
∣ 1 ≤ k ≤ n ∧A[k].key < h

}
|

+ |
{

k
∣
∣ 1 ≤ k ≤ i ∧A[k].key = h

}
| ∧

∀j ; i + 1 ≤ j ≤ n : B[(f(j)] = A[j]

� P ⇒ I4 obvious •/•� preservation of I4 is going to be provedsoon
� I4 ∧ i = 0 ⇒ Q obvious •/•

• for future use noti
e C[A[i].key] = f(i)

• the C-part of I4 is preserved, sin
e
∀h ; 0 ≤ h ≤M :

C([A[i].key]← C[A[i].key]− 1)[h] =
|
{

k
∣
∣ 1 ≤ k ≤ n ∧A[k].key < h

}
|+

|
{

k
∣
∣ 1 ≤ k ≤ i− 1 ∧A[k].key = h

}
|

⇔
∀h ; 0 ≤ h ≤M :

( h 6= A[i].key→ C[h] =
|
{

k
∣
∣ 1 ≤ k ≤ n ∧A[k].key < h

}
|+

|
{

k
∣
∣ 1 ≤ k ≤ i ∧A[k].key = h

}
|

∧ (h = A[i].key→ C[A[i].key]− 1 =
C[h]− 1 =
|
{

k
∣
∣ 1 ≤ k ≤ n ∧A[k].key < h

}
|+

|
{

k
∣
∣ 1 ≤ k ≤ i ∧A[k].key = h

}
| − 1)

⇔ C-part
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• for proving the B-part of I4 it is ne
essary toprove that if i 6= j then f(i) 6= f(j)

� if A[i].key = A[j].key and i < j then
f(j) =
f(i) + |

{
k

∣
∣ i + 1 ≤ k ≤ j ∧ A[k].key =

A[i].key}
| ≥ f(i) + 1 > f(i)

� if A[i].key < A[j].key then f(j) >
|
{

k
∣
∣ 1 ≤ k ≤ n∧A[k].key < A[j].key}

| ≥

|
{

k
∣
∣ 1 ≤ k ≤ n∧A[k].key ≤ A[i].key}

| ≥
f(i)

⇒ if A[i].key < A[j].key or
A[i].key = A[j].key ∧ i < jthen f(i) < f(j)

⇒ i 6= j then f(i) 6= f(j)

• now wp( S, ∀j ; i + 1 j ≤ n : B[f(j)] = A[j] )
⇔ ∀j ; i ≤ j ≤ n :

B([C[A[i].key] ]← A[i])[f(j)] = A[j]
⇔ ∀j ; i ≤ j ≤ n :

( f(j) = C[A[i].key]→ A[i] = A[j] ) ∧
( f(j) 6= C[A[i].key]→ B[f(j)] = A[j] )(sin
e C[A[i].key] = f(i), and f is a bije
tion)

⇔ ∀j ; i + 1 ≤ j ≤ n : B[f(j)] = A[j],thus the B-part is preserved
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• for proving the legality of assignments we haveto prove that ∀i ; 1 ≤ i ≤ n : 1 ≤ f(i) ≤ n

� 1 ≤
|
{

k
∣
∣ 1 ≤ k ≤ i ∧A[k].key = A[i].key}

|
≤ f(i) ≤
|
{

k
∣
∣ 1 ≤ k ≤ n ∧A[k].key ≤ A[i].key}

|
≤ n •/•

The last phases of the proof of Counting-Sort
• the requirement of stableness has already beenproved (when?)
∀i, j ; 1 ≤ i ≤ n ∧ 1 ≤ j ≤ n :

( A[i].key = A[j].key ∧ i < j → f(i) < f(j) )

• to prove ordered(B) and same-elems(A, B) itis important to noti
e that
� into array B there have been written ntimes
� every time it was written into a di�erentlo
ation (in other words, i 6= j → f(i) 6= f(j))
⇒ it has been written into every element of B

⇒ ∀i ; 1 ≤ i ≤ n : ∃k ; 1 ≤ k ≤ n : i = f(k)

• let 1 ≤ i < j ≤ n, and let k and l be 
hosen sothat i = f(k) and j = f(l)
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� if A[l].key < A[k].key then

j = f(l) < f(k) < i

⇒ B[i].key = B[f(k)].key = A[k].key ≤
A[l].key = B[f(l)].key = B[j].key

⇒ ∀i, j ; 1 ≤ i ≤ j ≤ n : B[i].key ≤ B[j].key
� in other words, ordered(B)

• if 1 ≤ i ≤ n then amount(A[i], B)
= |

{
k

∣
∣ 1 ≤ k ≤ n ∧B[k] = A[i]

}
|

= |
{

k
∣
∣ 1 ≤ k ≤ n∧B[f(k)] = A[i]

}
| (why?)

= |
{

k
∣
∣ 1 ≤ k ≤ n ∧A[k] = A[i]

}
|

= amount(A[i], A)
⇒ samelems(A, B) •/•

Third example: the test program for Fermat's greattheorem (or Fermat's last theorem): stating the prob-lem
• the following question is famous

� it was open from 17th 
entury until it wassolved at 1995
Is there positive integers x, y, z, and nsu
h that n ≥ 3 and xn + yn = zn?

� About this, Pierre de Fermat wrote in1637 in his 
opy of Diophantus's Arith-meti
a,�I have dis
overed a truly remarkable proofbut this margin is too small to 
ontain it.�
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Although the theorem was subsequentlyshown to be true for many spe
i�
 valuesof n, leading to important mathemati
aladvan
es in the pro
ess, the di�
ulty ofthe problem soon 
onvin
ed mathemati-
ians that Fermat never had a valid proof.In 1995 the British mathemati
ian An-drew Wiles (b. 1953) and his former stu-dent Ri
hard Taylor (b. 1962) publisheda 
omplete proof, �nally solving one ofthe most famous of all mathemati
al prob-lems.

• the task of the following program is to test allthe possible x, y, z, and n until the requiredvalues are found
x := 1; y := 1; z := 1; n := 3;while xn + yn 6= zn doif y > 1 then x := x + 1; y := y − 1elseif z > 1 then z := z − 1; y := x + 1; x := 1elseif n > 3 then n := n− 1; z := x + 1; x := 1else n := x + 3; x := 1endifendwhile
〈 x ≥ 1 ∧ y ≥ 1 ∧ z ≥ 1 ∧ n ≥ 3 ∧ xn + yn = zn 〉

⇒ if the program works properly, it is not worthfor us to even try to work out does it terminate
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� (from the result of Andrew Wiles's workit follows: it does not terminate)

• but, instead of that, it is possible and ne
essaryto 
he
k
� does the program test only legal x, y, z,and n? (otherwise it 
ould terminate tooearly, e.g. x = 3, y = 4, z = 5, and n = 2)
� if there exist no desired x, y, z, and n,does the program test all the legal possi-bilities?

⇒ the last example of this item
Does the program test only legal x, y, z, and n?
• let us denote (�L� ∼ legal)

L ⇔ x ≥ 1 ∧ y ≥ 1 ∧ z ≥ 1 ∧ n ≥ 3

• we have to prove that L holds in the beginningof every 
y
le of the loop
• we need an invariant I su
h that

I ⇒ L

• the next are easy to 
he
k:
� the initialisation 
auses that I holds
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� 〈 L ∧ y > 1 〉

x := x + 1; y := y − 1
〈 L 〉

� 〈 L ∧ z > 1 ∧ . . . 〉
z := z − 1; y := x + 1; x = 1
〈 L 〉

� 〈 L ∧ n > 3 ∧ . . . 〉
n := n− 1; z := x + 1; x = 1
〈 L 〉

� 〈 L ∧ . . . 〉
n := x + 3; x := 1
〈 L 〉

therefore we 
an 
hoose I ⇔ L

⇒ the program tests only legal x, y, z, and n

If there exist no desired x, y, z, and n, does theprogram test all the legal possibilities?
• this is a problem of totally di�erent type thanwe have solved this far
• nevertheless, we do have su�
ent means!

� let us denote the target state by Q0� let us build a sequen
e of legal states Q1,
Q2, . . . su
h that Qj guarantees that afternext 
y
le Qj−1 holds (yes, �j − 1�!)
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� using the bound fun
tion te
hnique weprove that the sequen
e ends to a statewhere x = y = z = 1 ∧ n = 3

⇒ from the initial state we get to the targetstate by a �nite amount of loop 
y
les un-less, before it, in some state it holds that
xn + yn = zn

• let us denote
� S is the body of the while-loop
� Q ⇔ x = x0 ∧ y = y0 ∧ z = z0 ∧ n = n0

• for the target state Q0 only legal states area

epted
=⇒ we de�ne Q0 ⇔ L ∧Q

• 〈 Qj 〉 S 〈 Qj−1 〉 holds if and only if
Qj ⇒ wp( S, Qj−1 )

=⇒ we 
hoose Qj ⇔ L ∧ wp( S, Qj−1 )

• let us denote xj = the value of x in state j,and 
orrespondingly for yj , zj , and nj
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• the body of the loop, S, is of the form COMP-IF(or 
omp-stru
ture):

if B1 then S1 elseif B2 then S2 elseif
· · · elseif Bn−1 then Sn−1 else Sn endif

� we 
an get the same fun
tionality by nest-ing ordinaryif�then�else�endif -statements
� therefore the weakest pre
ondition for Qwith respe
t to the COMB-IF is

wp( COMB-IF, Q ) ⇔
⇑B1 ∧B1 ∧ wp( S1, Q ) ∨
⇑B1 ∧ ⇑B2 ∧ ¬B1 ∧B2 ∧ wp( S2, Q ) ∨
· · ·
⇑B1 ∧ · · ·∧ ⇑Bn−1 ∧¬B1∧· · ·∧¬Bn−2∧
Bn−1 ∧ wp( Sn−1, Q ) ∨
⇑B1 ∧ · · ·∧ ⇑Bn−1 ∧¬B1∧· · ·∧¬Bn−1∧
wp( Sn, Q )
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• Qj ⇔ L ∧ wp( S, Qj−1 ) ⇔

xj ≥ 1 ∧ yj ≥ 1 ∧ zj ≥ 1 ∧ n ≥ 3 ∧
( yj > 1 ∧

xj + 1 = xj−1 ∧ yj − 1 = yj−1 ∧
zj = zj−1 ∧ nj = nj−1

∨ yj ≤ 1 ∧ zj > 1 ∧
1 = xj−1 ∧ xj + 1 = yj−1 ∧
zj − 1 = zj−1 ∧ nj = nj − 1

∨ yj ≤ 1 ∧ zj ≤ 1 ∧ nj > 3 ∧
1 = xj−1 ∧ yj = yj−1 ∧
xj + 1 = zj−1 ∧ nj − 1 = nj−1

∨ yj ≤ 1 ∧ zj ≤ 1 ∧ nj ≤ 3 ∧
1 = xj−1 ∧ yj = yj−1 ∧ zj = zj−1 ∧
xj + 3 = nj−1

)
⇔

xj−1 > 1 ∧ yj−1 ≥ 1 ∧ zj−1 ≥ 1 ∧ nj−1 ≥ 3 ∧
xj = xj−1 − 1 ∧ yj = yj−1 + 1 ∧
zj = zj−1 ∧ nj = nj−1

∨ xj−1 = 1 ∧ yj−1 > 1 ∧ zj−1 ≥ 1 ∧ nj−1 ≥ 3 ∧
xj = yj−1 − 1 ∧ yj = 1 ∧
zj = zj−1 + 1 ∧ nj = nj−1

∨ xj−1 = 1 ∧ yj−1 = 1 ∧ zj−1 > 1 ∧ nj−1 ≥ 3 ∧
xj = zj−1 ∧ yj = 1 ∧
zj = 1 ∧ nj = nj−1 + 1

∨ xj−1 = 1 ∧ yj−1 = 1 ∧
zj−1 = 1 ∧ nj−1 > 3 ∧
xj = nj−1 − 3 ∧ yj = 1 ∧ zj = 1 ∧ nj = 3
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• noti
es

� if (xj−1, yj−1, zj−1, nj−1) = (1, 1, 1, 3) then
Qj ⇔ False

� for other legal states
(xj−1, yj−1, zj−1, nj−1) the formula de�nesat least one possible state (xj , yj , zj , nj)� (xj , yj , zj , nj) is even unique but that doesnot have any meaning in the sequel

⇒ the sequen
e Qj 
an end only when
x = y = z = 1 ∧ n = 3

• let us denote
� bf4(j) = xj + yj + zj + nj − 6

� bf3(j) = xj + yj + zj − 3

� bf2(j) = xj + yj − 2

� bf1(j) = xj − 1

• in legal states (therefore also in every Qj)bf4(j) ≥ 0 ∧ bf3(j) ≥ 0 ∧bf2(j) ≥ 0 ∧ bf1(j) ≥ 0holds bf4(j) < bf4(j − 1)
∨ bf4(j) = bf4(j − 1) ∧ bf3(j) < bf3(j − 1)
∨ bf4(j) = bf4(j − 1) ∧ bf3(j) = bf3(j − 1) ∧bf2(j) < bf2(j − 1)
∨ bf4(j) = bf4(j − 1) ∧ bf3(j) = bf3(j − 1) ∧bf2(j) = bf2(j − 1) ∧ bf1(j) < bf1(j − 1)
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⇒ the ve
tor ( bf4(j), bf3(j), bf2(j), bf1(j) ) is abound fun
tion for the sequen
e Qj

� the sequen
e Qj ends in some state Qm� it is already proven that the sequen
e Qj
an end only in state
x = y = z = 1 ∧ n = 3

⇒ the sequen
e Qj ends in state
x = y = z = 1 ∧ n = 3

⇒ for every legal state Q0 there exist a �nite se-quen
e of states Q0, Q1, Q2, . . . , Qm su
h that
� 〈 True 〉

x := 1; y := 1; z := 1; n := 3
〈 Qm 〉� 〈 Qm 〉 S 〈 Qm−1 〉 S . . .S 〈 Q1 〉 S 〈 Q0 〉

=⇒ if L ⇒ xn + yn 6= zn then eventually theprogram rea
hes state Q0
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4 Appli
ations for Proving
In this se
tion it is dis
ussed what other bene�ts 
anbe get than just proving �nal 
ode
• usually �nal 
ode is not even 
orre
t, thus prov-ing 
annot su

eed!

Contents
• trying to prove as a means of review
• using proving as a program design method
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4.1 Proving Corre
tness as a Meansfor Review
Proving an already �nal program does not usuallysu

eed
• loop invariants, bound fun
tions, suitable strength-enings and weakenings of predi
ates, et
. 
anbe di�
ult to invent afterwards
• the program is hardly not even 
orre
t
⇒

� it is worth to make the proof of a programtogether with the program (the next sub-se
tion)
� a trial to prove a �nal program is a goodmeans for review (this subse
tion)

Example: what happens if we try to prove the 
or-re
tness of the erronous string equality 
omparatorin Introdu
tion?
1 〈 True 〉2 issame := (string1.length = string2.length);3 if issame then4 for i := 1 to string1.length do5 issame :=6 string1.
har[i] = string2.
har[i];7 〈 issame↔ string1 = string2 〉
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• we introdu
e the following abbreviations

� s1 = string1, s2 = string2
� .l = .length, .c = .
har
� is = issame
� P7 ⇔ (issame↔ string1 = string2)

⇔ (is↔ s1 = s2)

• if -rule
⇒ in the beginning of line 3 P3 must holdsu
h that
(a) P3 ∧ is ⇒ wp( lines 4. . . 6, P7 )

(b) P3 ∧ ¬is ⇒ P7

• let us outfold �s1 = s2�: s1 = s2 ⇔
s1.l = s2.l ∧ ∀k ; 1 ≤ k ≤ s1.l : s1.c[k] = s2.c[k]

=⇒ P7 ⇔ (is↔ s1.l = s2.l ∧
∀k ; 1 ≤ k ≤ s1.l : s1.c[k] = s2.c[k])

• using symboli
 exe
ution we get the strongest
P3 su
h that 〈 True 〉 line 2 〈 P3 〉:

P3 ⇔ (is↔ s1.l = s2.l)

• now P3∧is ⇒ ¬is∧s1.l 6= s2.l ⇒ ¬is∧s1 6= s2

⇒ P7, so (b) holds
� we have 
he
ked the 
ase of strings of dif-ferent lengths
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• to prove (a) we need an invariant I for the for-loop su
h that

(
) P3 ∧ is ∧ i = 1 ⇒ I

(d) 〈 I ∧ 1 ≤ i ≤ s1.l 〉lines 5. . . 6; i := i + 1
〈 I 〉

(e1) I ∧ i = s1.l + 1 ⇒ P7(e2) P3 ∧ is ∧ s1.l < 1 ⇒ P7

• I should probably be about of the form
I1 ⇔ (is ↔ ∀k ; 1 ≤ k ≤ i − 1 : s1.c[k] =
s2.c[k])

� (
) holds
� (e) does not hold: P7 tests also s1.l = s2.l

• a �x
� P3 ∧ is ⇒ s1.l = s2.l,and s1.l and s2.l are �xed
⇒ s1.l = s2.l 
an be added to the invariantwithout breaking (
) and (d)

I2 ⇔ s1.l = s2.l ∧ I1
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• now

� P3 ∧ is ∧ i = 1 ⇒is ∧ s1.l = s2.l ∧ i = 1 ⇒
I2, thus (
) •/•� I2 ∧ i = s1.l + 1

⇒ s1.l = s2.l ∧ (is ↔
∀k ; 1 ≤ k ≤ s1.l : s1.c[k] = s2.c[k])

(auxiliary rule: P ∧ (Q ↔ R) ⇒ Q ↔
P ∧R, proof:
∗ let P ↔ True: LS ⇔ Q↔ R ⇔ RS
∗ let P ↔ False: LS ⇔ False ⇒ RS)

⇒ is↔ s1.l = s2.l ∧
∀k ; 1 ≤ k ≤ s1.l : s1.c[k] = s2.c[k](why this holds when s1.l 6= s2.l ?)

⇔ P7, thus (e) •/•

� also (d): wp( lines 5. . . 6; i:=i+1, I2 )
⇔ I2[i← i + 1][is← (s1.c[i] = s2.c[i])]
⇔ ( s1.l = s2.l ∧ (is ↔

∀k ; 1 ≤ k ≤ i : s1.c[i] = s2.c[i]) )
[is← (s1.c[i] = s2.c[i])]

⇔ s1.l = s2.l ∧ (s1.c[i] = s2.c[i] ↔
∀k ; 1 ≤ k ≤ i : s1.c[k] = s2.c[k])

⇔ s1.l = s2.l ∧ (s1.c[i] 6= s2.c[i] ∨
∀k ; 1 ≤ k ≤ i− 1 : s1.c[k] = s2.c[k])

⇔ :X
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• now we have to prove that I2 ∧ 1 ≤ i ≤ s1.l ⇒

X

� if is holds then s1.l = s2.l ∧ I1

⇒ s1.l = s2.l ∧
∀k ; 1 ≤ k ≤ i− 1 : s1.c[k] = s2.c[k]

⇒ X

� if is does not hold then s1.l = s2.l ∧ I1

⇔ s1.l = s2.l ∧
¬∀k ; 1 ≤ k ≤ i− 1 : s1.c[k] = s2.c[k],so the only way to ensure X is to prove

s1.c[i] 6= s2.c[i]� auxiliary result:
¬∀k ; 1 ≤ k ≤ i−1 : s1.c[k] = s2.c[k] ⇔
∃k ; 1 ≤ k ≤ i− 1 : s1.c[k] 6= s2.c[i]

• problem: we have proved that s1.c[k] 6= s2.c[k]for some k, 1 ≤ k ≤ i− 1, but we should showthat it holds when k = i

⇒ is the invariant too weak or is there an error inthe program?
• test: what happens if s1.c[k] 6= s2.c[k] for some

k, 1 ≤ k ≤ i− 1, but s1.c[i] = s2.c[i] ?
⇒ let us run the program with input 'aa' 'ba'

� the answer: �true� wrong!
� a
tually the program 
al
ulatesis := (s1.l = s2.l)∧ (s1.c[s1.l] = s2.c[s2.l])



OHJ-2506 Program Veri�
ation August 26, 2011 0-187
Noti
e
• the trial for proof en
ountered unexpe
ted dif-�
ulties in 
ertain situations
⇒ is the error in the program or in the proof?

• the issue was tested with an input that leadsto that situation
⇒ an error was found in the program

⇒ the trial for proof helped us to �nd the inputthat revealed the error
Che
klist for reviewing a part of program by proving

1. Does the part of program return the 
orre
tresult, if it rea
hes the end?
• the program is de
orated by predi
ates
• the predi
ates are tried to prove to be 
or-re
t everytime when (and if) the exe
u-tion of the program is in the lo
ation inquestion
• if ne
essary, the predi
ates are 
lari�ed,until it 
an be proved to hold, or therereveals to be an error in the program
• for simpli
ity we so far forget the possibil-ity that the program exe
utes any illegaloperations
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2. Does the part of program do anything that isdenied?

• are all statements 
omputable?
• do the indexes of arrays stay inside thelegal range?
• . . .
• 
he
k using the predi
ates derived fromitem 1.
• if ne
essary 
larify the predi
ates and re-turn to item 1.

3. Does the part of program de�nitely terminate?
• 
he
k that there are no assignments to theloop variable of for-loops
• 
an you �nd a bound fun
tion for everywhile-, repeat-, et
. loop? Che
k thatit is a bound fun
tion!
• does every re
ursion have a bottom? Proofe.g. by giving a bound fun
tion for levelsof re
ursion

• in pra
tise most of these are easy to 
he
k
� e.g. in Pas
al the language itself preventsassignment to a loop variable of a for-loop
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� e.g. in the following the indexing of array

A[1 . . . n] is always legal be
ause of thebeginning of the for-loop
for i := 1 to n do

A[i] := 0endfor
• it is not worth to always 
he
k the items 1�3 inthis order, but you 
an do the easy ones �rst

� otherwise the easy ones 
an remain to-tally un
he
ked, and there usually the de-spised errors are!
� for 
hoosing predi
ates it is good to knowwhat kind of predi
ates the items 2 and 3need
� it is easier to 
he
k the di�
ult thingsif there exists a set of 
he
ked 
ommonknowledege for use

Example: 
he
k the indexing of array A[1 . . . n]

i := 1while A[i] 6= x ∧ i < n do
i := i + 1endwhile

• prove: every time when it is tested are we goingto next 
y
le, it must hold that 1 ≤ i ≤ n
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⇒ let us take 1 ≤ i ≤ n as a part of the loopinvariant
• let us try to 
he
k that 1 ≤ i ≤ n is an invari-ant:

� 〈 True 〉 i := 1 〈 i = 1 〉

� i = 1 ⇒ 1 ≤ i ≤ n only if n ≥ 1 !!
• pre
ondition n ≥ 1 is needed
• proving is an e�
ient means to dete
t espe-
ially these kind of hidden pre
onditions!(if she who makes the 
al
ulations is 
areful. . . )
• new try. . .

� 〈 n ≥ 1 〉 i := 1 〈 i = 1 ∧ n ≥ 1 〉

� i = 1 ∧ n ≥ 1 ⇒ 1 ≤ i ≤ n

� wp( i := i + 1, 1 ≤ i ≤ n ) ⇔
1 ≤ i + 1 ≤ n ⇔ 0 ≤ i ≤ n− 1 ⇐
1 ≤ i ≤ n ∧ i < n, thus
〈 1 ≤ i ≤ n ∧ i < n ∧A[i] 6= x 〉
i := i + 1
〈 1 ≤ i ≤ n 〉
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A di�erent indexing of an array:

i := 1while i ≤ n andthen A[i] 6= x do i := i + 1endwhile
• andthen 
omputes the latter part only if theprevious produ
ed True
• andthen guarantees that always when index-ing then i ≤ n holds
⇒ it su�
es to in
lude i ≥ 1 into the invari-ant
⇒ the pre
ondition n ≥ 1 is not needed

It is worth to pay attention to followings:
• side e�e
ts: 
an a fun
tion or a subprogrammodify a variable that is not intended to bemodi�ed?
• �aliasing�: 
an two di�erent names mean thesame variable (then modi�
ation of the othermodi�es both)?

� e.g. A[i], A[j] when i = j

� e.g. referen
e parameters of subprogramsor a referen
e parameter vs. a non-lo
alvariable
� e.g. pointers
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• ma
ros: is the stru
ture preserved as desiredin the outfolding?

� 
f. #define sqr(x) = x*xsqr(2+3) ; 2+3*2+3 instead of (2+3)*(2+3)
• initialisation of variables: has the program un-realised pre
onditions of the form �i = 0�?
• pathologi
al inputs: does e.g. the programthat uses an array A[1 . . . n] assume that n ≥ 1

� in this kind of 
ases it is usually reason-able allow n = 0 but not n < 0

� memory allo
ation and deallo
ation
∗ is garbage memory generated?
∗ has referen
es to deallo
ated memorybeen generated?

� has there been prepared to all possible re-sults of the instru
tion?
∗ e.g. are all di�erent return 
odes ofa servi
e been pro
essed in an appro-priate way?

� 
an the sta
k run out?
∗ use of sta
k ; re
ursion ; numberand size of lo
al variables
∗ size of arrays
∗ amount of dynami
ally allo
ated mem-ory
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(these are di�
ult to 
he
k using proofte
hniques but sometimes there 
an befound suitable invariants whi
h 
an be usedto estimate the number of re
ords)

• 
an the domains over�ow?
� espe
ially the integers of 1 or 2 bytes

(also this is usually di�
ult to 
he
k)
• problems of 
on
urren
y: 
an another programintrude into a 
riti
al se
tion?
• . . .
⇒ OHJ-2050 Ohjelmointikielten periaatteet (Prin-
iples of Programming Languages)

Example: a program for mat
hing strings of text(text elements)
• there has been given:

� a line of 
hara
ters in array:line[1 . . . linelength]
� an array of text elements:element[1 . . .nofelements]length of element i: element[i].length]
� 
hara
ters of element i:element[i].c[1 . . . element[i].length]
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� the following part of a program:

1. k := 1; (* k = 
ursor *)2. while k ≤ linelength do3. if line[k] =' ' then k := k + 14. else5. mat
h := False; i := 0;6. while i < nofelements ∧ ¬mat
h do7. i := i + 1; mat
h := True;8. for j := 1 to element[i].length do9. mat
h := mat
h ∧10. element[i].c[j] = line[k + j − 1]11. endfor12. endwhile13. if mat
h then14. write(i); k := k + element[i].length15. else16. write('virhe kohdassa ', k)17. endif18. endif19.endif
• let us start from item 2: does it do anythingillegal?
• by taking into a

ount the use of th eprogramit is reasonable to do following assumptions:

� linelength ≥ 0, nelements ≥ 0 (or ≥ 1?),element[i].length ≥ 1
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� text elements have no spa
es

• if there has not been given an exa
t spe
i�
a-tion for the program then
� this kind of assumptions must be done
� these must be booked into sight!

• noti
es (easy to 
he
k from the program)
(a) element[i].length ≥ 1 ⇒ the value of knever de
reases ⇒ after line 1 always

k ≥ 1

(b) in the lines 6,. . . ,17 it holds
0 ≤ i ≤ nofelements

• probably the following operations are illegal
� risk for over�ow in every assignement(lines 1, 3, 5ab, 7ab, 8, 9, and 14)
� indexings of arrays(lines 3, 8, 10ab
, and 14)



OHJ-2506 Program Veri�
ation August 26, 2011 0-196
Che
king the risk for over�ow
• assumptions:

� ≥ 16 bit integers
� linelength, nofelements, andelement[i].length ≤ 10,000

• the above assumptions are done be
ause
� realisti
: probably they hold all the timewhen the program is used (yet they mustbe booked into sight!)
� makes the 
he
kings easier (for 
ompari-son the situation is analysed also withoutthem)

• lines 1, 5, 7b:a 
onstant of legal size is assigned •/•

• line 3:
� k ≤ linelength ≤ 10,000 ⇒

k + 1 ≤ 10,001 ⇒ no over�ow
� k in
reases ⇒ no under�ow •/•� (without:it must be linelength < maxint)

• line 7a:
� i < nofelements ≤ 10,000 ⇒

i + 1 ≤ 10,000 ⇒ no over�ow
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� i in
reases ⇒ no under�ow •/•(without: nofelements = maxint is al-lowed
⇒ a
tualises automati
ally if i is of sameor bigger type than nofelements)

• line 8; 1 ≤ j ≤ element[i].length ≤ 10,000 •/•

� (without: element[i].length = maxint isallowed)
• line 9: there 
annot happen over�ows for val-ues of Boolean type values •/•

• line 14:
� in line 4. . . 13 there is not assigment into k

⇒ in the beginning of this line
k ≤ linelength ≤ 10,000

⇒ k + element[i].length ≤ 20 000 •/•� (without: it may be ne
essay to 
he
kthatlinelength + element[i].length ≤ maxint)
⇒ no risk for over�ow with the above assump-tions!

Indexings:
• line 3: note (a) ⇒ 1 ≤ k ≤ linelength •/•
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• line 8: note (b) ∧ line 6,7 ⇒

1 ≤ i ≤ nofelements •/•

• line 10a: •/• be
ause of line 8 •/•

• line 10b: be
ause of line 8
1 ≤ j ≤ element[i].length •/•

• line 10
: 1 ≤ j ≤ element[i].length ⇒
k ≤ k + j − 1 ≤ element[i].length + k − 1

� we know about k only that
1 ≤ k ≤ linelength

⇒ nothing guarantees thatelement[i].length + k − 1 ≤ linelength !
• an error is found: if we are so near to the endof the line that the element to be tested doesnot anymore totally �t into the line, then theprogram tries to index pass the end of the line
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4.2 Designing a Program and its ProofTogether
It is often worth to design a di�
ult part of a pro-gram together with its proof
• it is worth to do
ument the main ideas of theprogression of the program by writing predi-
ates that des
ribe the interphases
• it is worth to design a loop, its invariant andbound fun
tion together

Example: 
omputing the value of a polynom usingHorner's Rule
• a polynom P (x) of degree n is an expression ofthe form:

P (x) = anxn +an−1x
n−1 + · · ·+a1x+a0� agreement ∀x : x0 = 1

• straightforward 
omputation requires
� 2n multipli
ations(or foolishly doing even (1

2 )(n2 + n) )
• P (x) 
an be 
omputed by fewer multipli
ationsusing the Horner's Rule:

P (x) = (· · · (anx + an−1) + x · · · )x + a0� n multipli
ations
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� n additions

• how to make a program that utilises this?
• inputs and outputs:

� n ≥ −1

� a0 . . . an is given in array A[0 . . . n]

� A[0 . . . n] is �xed
� the results is 
omposed into variable Px

• target: in the end Px =
∑n

j=0 A[j]xj

• the form of Horner's Rule indu
es to progressfrom inside to outside, that is, to use a for-loopof the from
for i := n downto 0 doPx := f(i,Px)endfor

or a while-loop of the form
i := n;while i ≥ 0 doPx := f(i,Px); i := i + 1endwhile

• for 
reating the invariant and �nding f we di-vide the value of the polynom into two parts:
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� Px presents the already 
omputed part
� the not yet 
omputed part is expressed asthe formula

Px = (· · · ((· · · (anx+an−1)x + · · · )x + ai)x + · · · )x + a0

= (· · · (( Px )x + ai)x + · · · )x + a0

⇒ the invariant
P (x) = (· · · ((Px)x + ai)x + · · · )x + a0

• in the beginning i = n so it must be Px · x = 0

� 
an be set to hold by assigning Px := 0

• in the end i = −1 so P (x) = Px
• in every 
y
le of the loop Px extends to 
overa new parenthesis expresion
⇒ we 
hoose f(i,Px) = Px · x + A[i]

• therefore
Px := 0; i := n;while i ≥ 0 doPx := Px · x + A[i]; i := i + 1endwhile

or as a for-loop
Px := 0;
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for i := n downto 0 doPx := Px · x + A[i]endfor

• just in 
ase we prove this to be 
orre
t usingthe ordinary expression of polynom and theinvariant written in sum-form
� we have to add i ≥ −1 into invariant
〈 n ≥ −1 〉Px := 0; i := n;
〈 Px = 0 ∧ i = n ≥ −1 〉

〈 inv: Px · xi+1 +
∑i

j=0 A[j]xj =
∑n

j=0 A[j]xj ∧ i ≥ −1 〉while i ≥ 0 doPx := Px · x + A[i]; i := i− 1endwhile
〈 Px =

∑n

j=0 A[j]xj 〉

• 
he
king the loop
� Px = 0 ∧ i = n ≥ −1 ⇒Px·xi+1+

∑n

j=0 A[j]xj = 0+
∑n

j=0 A[j]xj∧
i ≥ −1 ⇒ I •/•� wp( Px := Px · x + A[i]; i := i− 1, I )

⇔ ( Px · x + A[i] ) · xi +
∑i−1

j=0 xj =
∑n

j=0 A[j]xj ∧ i ≥ 0

⇔ Px · xi+1 +
∑i

j=0 A[j]xj =
∑n

j=0 A[j]xj ∧ i ≥ 0,
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so
〈 I ∧ i ≥ 0 〉Px := Px · x + A[i]; i := i− 1
〈 I 〉 •/•� I ∧ i < 0 ⇒ I ∧ i = −1
⇒ Px = Px · x0 + 0 =

∑n

j=0 A[j]xj •/•� termination: i + 1 is a bound fun
tion
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Example: the task is to 
ompute the 
ube of a natu-ral number to in linear time without operations �rais-ing to a power� nor multipli
ation.
• spe
i�
ation: the input for the program mustbe a natural number (non-negative integer) thatis not allowed to modify during the exe
utionand the program returns it raised to power ofthree (3).

n is �xed
〈 n ≥ 0 〉Compute_
ube
〈 r = n3 〉

• it seems obvious that our program must haveat least one loop stru
ture
⇒ we 
an think that we have a variable i whose
ube is 
omputed in every 
y
le
• an invariant 
andidate would thus be r = n3

• the loop must terminate when i = n and thenit would be r = i3 ∧ i = n, whi
h implies thepost
ondition
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⇒ now our Compute_
ube looks like this:

〈 n ≥ 0 〉
i := expression1;
r := expression2;
〈 inv: r = i3 〉while i < n do

i := expression3;
r := expression4endwhile

〈 r = i3 ∧ i = n 〉
〈 r = n3 〉

• we must 
hoose i = 0 for the initial value of
i for that we 
an 
ompute the 
ube also when
n = 0

• for that also inv would hold also r must beinitialised to 0.
• for that the loop would terminate i must bein
reased in every 
y
le of the loop
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⇒ now our Compute_
ube looks like this:

〈 n ≥ 0 〉
i := 0;
r := 0;
〈 inv: r = i3 〉while i < n do

i := i + 1;
r := expression4endwhile

〈 r = i3 ∧ i = n 〉
〈 r = n3 〉

• the next thing is to spe
ify expression4
• it must satisfy the 
ondition (why?):
〈 inv ∧ i < n 〉 i := i + 1; r := expression4
〈 inv 〉
• this is equivalent toinv ∧ i < n ⇒

wp( i := i + 1; r := expression4, inv )

• let us assume that inv ∧ i < n holds and 
al-
ulate expression4 so that
wp( i := i + 1; r := expression4, r = i3 ) ⇔expression4 = (i + 1)3 = i3 + 3i2 + 3i + 1

⇒ we assumed r = i3, so we getexpression4 = r + 3i2 + 3i + 1
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• we introdu
e a new variable s and strengthenthe invariant by term s = 3i2 + 3i + 1

⇒ we 
an write expression4 = r + s

• we must also extend our program so that itwould initialise s 
orre
t and would in
rease it
orre
t in every 
y
le
⇒ now our Compute_
ube looks like this:

〈 n ≥ 0 〉
i := 0;
r := 0;
s := expression5;
〈 inv: r = i3 ∧ s = 3i2 + 3i + 1 〉while i < n do

i := i + 1;
r := r + s;
s := expression6endwhile

〈 r = i3 ∧ i = n 〉
〈 r = n3 〉

• 
learly s must be initialised to 1
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• similarly as expression4, expression6 must bespe
i�ed so that
〈 inv ∧ i < n 〉
i := i + 1; r := r + s; s := expression6
〈 inv 〉
holds:
wp( i := i + 1; r := r + s; s := expression6,

r = i3 ∧ s = 3i2 + 3i + 1 ) ⇔
wp( i := i + 1; r := r + s,

r = i3 ∧ expression6 = 3i2 + 3i + 1 ) ⇔
wp( i := i + 1,

r + s = i3 ∧ expression6 = 3i2 + 3i + 1 ) ⇔
r + s = (i + 1)3 ∧expression6 = 3(i + 1)2 + 3(i + 1) + 1 ⇒sin
e r + s = (i + 1)3 follows from the invariant(r + s = i3 + 3i2 + 3i + 1 = (i + 1)3), we getexpression6 = 3(i + 1)2 + 3(i + 1) + 1

= 3i2 + 9i + 7and sin
e s = 3i2 + 3i + 1, we get
expression6 = s + 6i + 6

= s + i + i + i + i + i + i + 6

• we 
ould now write the �nal program but letus make it more elegant by introdu
ing a newvariable t, and with it we 
an write
expression6 = s + t
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• at same time we strengthen the invariant byterm t = 6i + 6

⇒ we initialise t to 6 for that the new invariantwould hold
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⇒ now our Compute_
ube looks like this:

〈 n ≥ 0 〉
i := 0; r := 0; s := 1; t := 6;
〈 inv: r = i3 ∧ s = 3i2 + 3i + 1 ∧ t = 6i + 6 〉while i < n do

i := i + 1; r := r + s; s := s + t;
t := expression7endwhile

〈 r = i3 ∧ i = n 〉
〈 r = n3 〉

• we must still spe
ify expression7 so that
〈 inv: ∧ i < n 〉
i := i+1; r := r+s; s := s+t; t := expression7
〈 inv 〉
holds:
wp( i := i + 1; r := r + s;

s := s + t; t := epression7,
r = i3 ∧ s = 3i2 + 3i + 1 ∧ t = 6i + 6 ) ⇔

r + s = (i + 1)3 ∧
s + t = 3(i + 1)2 + 3(i + 1) + 1 ∧expression7 = 6(i + 1) + 6 ⇒sin
e the �rst parts follow dire
tly from theinvariant, we getexpression7 = 6(i + 1) + 6 = 6i + 12 = t + 6

⇒ now �nal Compute_
ube looks like this:
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〈 n ≥ 0 〉
i := 0; r := 0; s := 1; t := 6;
〈 inv: r = i3 ∧ s = 3i2 + 3i + 1 ∧ t = 6i + 6 〉while i < n do

i := i + 1; r := r + s; s := s + t; t := t + 6endwhile
〈 r = i3 ∧ i = n 〉
〈 r = n3 〉

• sin
e i is used only for 
ounting the 
y
les, in-
reasing it 
an be done also at the end of theloop
⇒ therefore Compute_
ube implemented usingfor-loop looks like this:

r := 0; s := 1; t := 6;for i := 0 to n− 1 do
r := r + s; s := s + t; t := t + 6endfor

• the exe
ution time with respe
t to n is 
learlylinear (why?)
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Example: the longest as
ending inner sequen
e: stat-ing the task
• sequen
e β is inside sequen
e α or its innersequen
e, if β 
an be 
onstru
ted from α byremoving 0 or more elements

� e.g. the inner sequen
es of the sequen
e
〈1, 9, 2, 1〉 are 〈〉, 〈1〉, 〈9〉, 〈2〉, 〈1, 9〉, 〈1, 2〉,
〈1, 1〉, 〈9, 2〉, 〈9, 1〉, 〈2, 1〉, 〈1, 9, 2〉, 〈1, 9, 1〉,
〈1, 2, 1〉, 〈9, 2, 1〉, and 〈1, 9, 2, 1〉

• a sequen
e is
� as
ending if next element is always greaterthan the previous
� non-des
ending if next element is alwaysat least equal than previous (is greaterthan or equal to)

• the task is to make a program for whi
h isgiven a sequen
e in array A[1 . . . n], and whi
hprodu
es a number k and array B[1 . . . k] su
hthat B is as long as possible as
ending innersequen
e of A

Longest as
ending inner sequen
e: spe
i�
ation
• input: �xed array A[1 . . . n]

• to spe
ify the output we need a predi
ate toexpress that B[1 . . . k] is an as
ending inner se-quen
e of A; let us de�ne it in stages:
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� innersequen
e(B[1 . . . k], A[1 . . . n]) :⇔

∃j1, j2, . . . , jk :
1 ≤ j1 < j2 < · · · < jk ≤ n ∧
∀i ; 1 ≤ i ≤ k : B[i] = A[ji]� as
ending(B[1 . . . k]) :⇔
∀i ; 1 ≤ i < k : B[i] < B[i + 1]

� ais(B[1 . . . k], A[1 . . . n]) :⇔as
ending(B) ∧ innersequen
e(B, A)

• in the end B must be maximal, that is, as longas possible as
ending inner sequen
e
� 
an be expressed e.g.ais(C[1 . . . m], A)→ m ≤ k

� it is easy to noti
e that
ais(C[1 . . . m], A) ∧ 0 ≤ j < m ⇒ais(C[1 . . . j], A)

⇒ an easier way: ∀C[1 . . . k +1] : ¬ais(C, A)

=⇒ let us de�ne the maximal as
ending inner se-quen
e:
mais(B[1 . . . k], A[1 . . . n]) :⇔ais(B, A) ∧ ∀C[1 . . . k + 1] : ¬ais(C, A)

• so the spe
i�
ation of the program will be
〈 True 〉

S
〈 mais(B[1 . . . k], A[1 . . . n]) 〉
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Longest as
ending inner sequen
e: beginning of thedesign of the program
• let us try �pie
e by pie
e� strategy: we try to
olle
t the answer by browsing through A in aloop
⇒ a guess for the loop and its invariant I:

〈 inv : mais(B[1 . . . k], A[1 . . . i− 1) 〉for i := 1 to n do??endfor
� I is trivially true when i = 1, if we ini-tialise k := 0

� I ∧ i = n + 1 ⇒ mais(B, A)

• the program looks like this:
〈 True 〉
k := 0;
〈 inv:mais(B[1 . . . k], A[1 . . . i− 1]) 〉for i := 1 to n do
〈 mais(B[1 . . . k], A[1 . . . i− 1]) ∧ 1 ≤ i ≤ n 〉??
〈 mais(B[1 . . . k], A[1 . . . i]) 〉endfor

〈 mais(B[1 . . . k], A[1 . . . n]) 〉

• what must be done for that the invariant stillholds when i in
reases by one?
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• if A[i] > B[k] it su�
es to 
on
atenate A[i] tothe end of B

if A[i] > B[k] then
k := k + 1; B[k] := A[i]else??endif

• if A[i] ≤ B[k] then B[1 . . . k] is an as
endinginner sequen
e of A[1 . . . i] but not ne
essarymaximal!
� e.g. A = 〈8, 1, 2, 4, 0〉, k = 1, B = 〈8〉, i = 3

⇒ it seems ne
essary to remember to log at leastsome alternatives for as
ending inner sequen
es
Whi
h inner sequen
es need to be remembered?
• even a very short inner sequen
es may growthe longest

� e.g. 〈6, 7,1, 8, 9,2,3,4,5〉
• of sequen
es of same length the one whi
h endsto smaller, 
annot be worse than the one whi
hends to greater

� e.g. 〈6,1, 7,2, 9,8, . . .〉
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⇒ it is worth to remember for ea
h length of theinner sequen
es one inner sequen
e that endsto as small element as possible

� e.g. 〈4, 6, 1, 9, 2〉
inners sequen
es as a fun
tion of ilength 1 2 3 4 51 〈4〉 〈4〉 〈1〉 〈1〉 〈1〉2 � 〈4, 6〉 〈4, 6〉 〈4, 6〉 〈1, 2〉3 � � � 〈4, 6.9〉 〈4, 6, 9〉4 � � � � �

� let these sequen
es be as Bh, where h isthe length
� let k = be the biggest used value of h

� to make the border 
ases easier let B0 = 〈 〉

• we need a predi
ate �the as
ending inner se-quen
e that ends to smallest element� whi
h
laims that B[1 . . . h] has the smallest last ele-ment of the h-length as
ending inner sequen
esof A

seais(B[1 . . . h], A[1 . . . i]) :⇔ais(B, A[1 . . . i]) ∧
∀C[1 . . . h] : ¬ais(C, A[1 . . . i]) ∨

C[h] ≥ B[h]
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⇒ the program looks now like this:
〈 True 〉
k := 0;
〈 inv: ∀h ; 1 ≤ h ≤ k :seais(Bh[1 . . . h], A[1 . . . i− 1]) ∧mais(Bk[1 . . . k], A[1 . . . i− 1]) 〉for i := 1 to n do
〈 ∀h ; 1 ≤ h ≤ k :seais(Bh[1 . . . h], A[1 . . . i− 1]) ∧mais(Bk[1 . . . k], A[1 . . . i− 1]) ∧ 1 ≤ i ≤ n 〉??
〈 ∀h ; 1 ≤ h ≤ k :seais(Bh[1 . . . h], A[1 . . . i− 1]) ∧mais(Bk[1 . . . k], A[1 . . . i− 1]) 〉endfor

〈 mais(Bk[1 . . . k], A[1 . . . n]) 〉
B := Bk

〈 mais(B[1 . . . k], A[1 . . . n]) 〉

Maintaining of inner sequen
es
• how the inner sequen
es Bh must be modi�edwhen A[i] is handled?
• A[i] 
an be put to the end of only the innersequen
es for whi
h last element it is greater

� in other words, A[i] > Bh[h]
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� for this 
ase anything 
an be put to theend of B0

⇒ we require h = 0 ∨A[i] > Bh[h]

• a
tually, making Bh longer does not 
hange Bhbut renews Bh+1

• on the other hand, it is worth to make Bhlonger by A[i] only if we thereby get a sequen
ethat is longer than all the previous, or a bettersequen
e of length h + 1

� in other words, h = k∨A[i] < Bh+1[h+1]

� (when A[i] = Bh+1[h+1] the lengthening
auses no disbene�t nor bene�t)
⇒ Bh is made longer (in other words, Bh+1 isrenewed) if and only if

(h = 0 ∨A[i] > Bh[h]) ∧
(h = k ∨A[i] < Bh+1[h + 1])



OHJ-2506 Program Veri�
ation August 26, 2011 0-219
⇒ the program
〈 True 〉
k := 0;
〈 inv: ∀h ; 1 ≤ h ≤ k :seais(Bh[1 . . . h], A[1 . . . i− 1]) ∧mais(Bk[1 . . . k], A[1 . . . i− 1]) 〉for i := 1 to n do
〈 ∀h ; 1 ≤ h ≤ k :seais(Bh[1 . . . h], A[1 . . . i− 1]) ∧mais(Bk[1 . . . k], A[1 . . . i− 1]) ∧ 1 ≤ i ≤ n 〉
〈 inv: ?? 〉for j := 0 to k doif ( j = 0 orelse A[i] > Bj [j] )∧

( j = k orelse A[i] < Bj+1[j + 1] ) then
Bj+1[1 . . . j] := Bj ; Bj+1[j + 1] := A[i]if j = k then k := k + 1 endifendifendfor

〈 ∀h ; 1 ≤ h ≤ k :seais(Bh[1 . . . h], A[1 . . . i− 1]) ∧mais(Bk[1 . . . k], A[1 . . . i− 1]) 〉endfor
〈 mais(Bk[1 . . . k], A[1 . . . n]) 〉
B := Bk

〈 mais(B[1 . . . k], A[1 . . . n]) 〉

• three nested for-loops (where is the third?)
⇒ seems quite une�
ient!
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Enhan
ing the book-keeping of inner sequen
es 1
• at worst k = n

⇒ in arrays B0, . . . , Bk there are Θ(n2) ele-ments in all
� but sequen
es are 
omposed only on n el-ements
⇒ 
ould we avoid having every sequen
e inits own B array?

⇒ questions
� on whi
h di�erent ways the same element
an be in several sequen
es?
� to the end of whi
h sequen
es A[i] 
an beput?

• ex
ept the borderline 
ases h = 0 and h = k,
A[i] is 
on
atenated to the end of sequen
e Bhonly if

Bh[h] < A[i] < Bh+1[h + 1]

but then
Bh[h] < Bh+1[h + 1]

• question: when Bh[h] < Bh+1[h + 1] ?
• answer: if Bh[h] ≥ Bh+1[h + 1] then

Bh[h] ≥ Bh+1[h + 1] > Bh+1[h]
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� but then Bh is not an as
ending inner se-quen
e of length of h that ends to smallest
hara
ter ∠

ւ� therefore Bh[h] < Bh+1[h + 1] holds al-ways when 1 ≤ h < k

• 
ase h = 0: A[i] is 
on
atenated to the end ofsequen
e B0 if and only if it 
reates a sequen
e
B1 or improves it
� in other words, k = 0 ∨A[i] < B1[1]

• 
ase h = k: A[i] is 
on
atenated to the end ofsequen
e Bk if and only if
k = 0 ∨A[j] > Bk[k]

• A[i] is 
on
atenated to the end of sequen
e Bhif and only if
(h = 0 ∨Bh[h] < A[i]) ∧
(h = k ∨A[i] < Bh+1[h + 1])

⇒ B1[1] < · · · < Bk[k] de�ne k + 1 spa
es and
A[i] is added into
� one of them if A[i] 6= Bh[h] for all 1 ≤

h ≤ k

� none if A[i] = Bh[h] for some 1 ≤ h ≤ k

⇒ A[i] is 
on
atenated to the end of at most onesequen
e
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⇒ the sequen
es 
an be represented by remem-bering the lo
ation of the last element of ea
hsequen
e, and linking into lo
ation i a pointerwhi
h tells the lo
ation of the previous elementof the sequen
e
• let us introdu
e arraysLast[0 . . . n] and Prev[1 . . . n]

� Last[h] the lo
ation of the last element ofsequen
e of length h

� Prev[i] the lo
ation of previous element ofthe element in lo
ation i

Prev 0 1 0 2 3 0 · · ·1 2 3 4 5 6
A 4 6 1 7 2 9 · · ·

Last[1]Last[2]Last[3]...

6 66

⊤ ⊤ ⊤
 � �

• to make the program simpler we make an agree-ment that
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� Prev[i] = 0 when there is no previous ele-ment
� Last[0] exists (⇒ Last[0] = 0)

(These 
ould be avoided by suitable if -statements)
• for �reading� sequen
es Bh from Last and Prevwe de�ne

� Prev0[x] = x if 1 ≤ x ≤ n

� Previ+1[x] = Prev[Previ[x] ]if 1 ≤ Previ[x] ≤ n

� Bh = 〈A[Prevh−1[Last[h] ] ], . . . ,

A[Prev1[Last[h] ] ], A[Prev0[Last[h] ] ] 〉

• a

ording to the previous
〈 ∀h ; 1 ≤ h ≤ k : seais(Bh[1 . . . h], A[1 . . . i− 1])
∧mais(Bk[1 . . . k], A[1 . . . , i− 1]) ∧ 1 ≤ i ≤ n 〉if for some h holds

(h = 0 ∨A[Last[h] ] < A[i]) ∧
(h = k ∨A[i] < A[Last[h + 1] ])then exe
utePrev[i] := Last[h]; Last[h + 1] := i;if h = k then k := k + 1 endif

〈 ∀h ; 1 ≤ h ≤ k : seais(Bh[1 . . . h], A[1 . . . i])
∧mais(Bk[1 . . . k], A[1 . . . , i]) 〉

• this way the program transforms into the fol-lowing form
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〈 True 〉
k := 0; Last[0] := 0;
〈 inv: ∀h ; 1 ≤ h ≤ k :seais(Bh[1 . . . h], A[1 . . . i− 1]) ∧mais(Bk[1 . . . k], A[1 . . . i− 1]) 〉for i := 1 to n do
〈 inv: ?? 〉
k′ := k;for j := 0 to k′ doif ( j = 0 orelse A[i] > A[Last[j] ] ) ∧

( j = k orelse A[i] < A[Last[j + 1] ] ] )thenPrev[i] := Last[j]; Last[j + 1] := i;if j = k then k := k + 1 endifendifendfor
〈 ∀h ; 1 ≤ h ≤ k :seais(Bh[1 . . . h], A[1 . . . i− 1]) ∧mais(Bk[1 . . . k], A[1 . . . i− 1]) 〉endfor

〈 mais(Bk[1 . . . k], A[1 . . . n]) 〉
l := Last[k];
〈 inv:mais(Bk[1 . . . k], A[1 . . . n]) ∧

l = Prevk−i[Last[k] ] ∧
∀h ; i + 1 ≤ h ≤ k : B[h] = Bk[h] 〉for i := k downto 1 do

B[i] := A[l]; l := Prev[l]endfor
〈 mais(B[1 . . . k], A[1 . . . n]) 〉
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Enhan
ing the book-keeping of inner sequen
es 2
• we know that A[i] is 
on
atenated to the endof at most one sequen
e
⇒ the innermost for-loop is needed for sear
hingthe 
orre
t pla
e � 
ould it be done more ef-�
iently?
• yes, it 
ould, by binary sear
h!
〈 True 〉
k := 0; Last[0] := 0;
〈 inv1: ∀h ; 1 ≤ h ≤ k :seais(Bh[1 . . . h], A[1 . . . i− 1]) ∧mais(Bk[1 . . . k], A[1 . . . i− 1]) 〉for i := 1 to n do

a := 1; y := k + 1;while a < y do
v := (a + y) div 2;if A[Last[v] ] < A[i] then a := v + 1else y := vendifendwhile

〈 inv1 ∧ 1 ≤ a ≤ k + 1 ∧
( a = 1 ∨A[Last[a− 1] ] < A[i] ) ∧
( a = k + 1 ∨A[Last[a] ] ≥ A[i] ) 〉
〈 ∀h ; 1 ≤ h ≤ k :seais(Bh[1 . . . h], A[1 . . . i− 1]) ∧mais(Bk[1 . . . k], A[1 . . . i− 1]) 〉
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if a = k + 1 orelse A[Last[a] ] > A[i] thenPrev[i] := Last[a− 1]; Last[a] := iendifif a = k + 1 then k := a endif
〈 ∀h ; 1 ≤ h ≤ k :seais(Bh[1 . . . h], A[1 . . . i]) ∧mais(Bk[1 . . . k], A[1 . . . i]) 〉endfor

〈 mais(Bk[1 . . . k], A[1 . . . n]) 〉
v := Last[k];
〈 inv:mais(Bk[1 . . . k], A[1 . . . n]) ∧

v = Prevk−i[Last[k] ] ∧
∀h ; i + 1 ≤ h ≤ k : B[h] = Bk[h] 〉for i := k downto 1 do

B[i] := A[v]; v := Prev[v]endfor
〈 mais(B[1 . . . k], A[1 . . . n]) 〉

exe
ution time
• while-loop O(lg k) ≤ O(lg n)

• 1. for-loop O(n) 
y
les
• 2. for-loop O(k) ≤ O(n) 
y
les
• rest of the operations 
onstant time
⇒ altogether (O(n lg n)

• surprisingly fast!
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About 
hoosing the level for formality
• in the spe
i�
ation of the inner sequen
e pro-gram we needed quite long state predi
ates

� mais and seais
� the 
orresponding notions are not very
ompli
ated

⇒ the required reasonings were laborous to for-malise, but not very 
ompli
ated
� we did not formalise very rigorously

• formalisation is a tool, not a purpose itself!
� the derivation and proof of the programwould not have signi�
ally worsened evenwe had partly left mais and seais withoutformalisation
� formalisation guaranteed that their mean-ing is unique
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Analysis of the design of the inner sequen
e program
• the development of the program was a 
om-bination of 
areful analysis of situations andproperties of inner sequen
es and use of knownalgorithmi
 means

� proof te
hniques of programs supportedthe analysis well
• for 
hoosing the algorithmi
 means the previ-ous experien
e helped a lot

� presentation of sequen
es Bh using �ba
k-wards� pointers
� use of binary sear
h

• in the mathemati
al handling the previous ex-perien
e helped a lot
� making of state predi
ates and invariants
� introdu
ing fun
tion Prevl

� �nding properties of inner sequen
es
• in some 
ases we pro
eeded by guessing

� e.g. 
hoosing �pie
e by pie
e� -strategy
� the guesses may have also failed
� then it had been ne
essary to try alsoother strategies, e.g. �divide and 
onquer�
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� strategy �dynami
 programming� wouldhave led to essentially same solution (dy-nami
 programming is a method for solv-ing 
omplex problems by breaking themdown into simpler steps)

• sometimes we used the non-realisti
 �theoreti-
al� data stru
ture
� sequen
es Bh� a risk: in advan
e it was almost sure thatthey 
an be implemented somehow, butit was not sure that they 
an be imple-mented e�
iently enough
� although sequen
es Bh are missing fromthe �nal program they are essential forunderstanding how it works
⇒ they were left into the �nal state pred-i
ates
∗ state predi
ates are a good means todo
ument �hidden� stru
tures of a pro-gram

� 
on
lusions
∗ nothing 
an repla
e experien
e
∗ mathemati
al reasoning is a useful tool
∗ reasoning requires familiarizing withthe rules of the operation area of theprogram
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� after thorough reasoning the e�e
t of mod-i�
ations of the program is easy to esti-mate
∗ exer
ises
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5 Proving Algorithms
In proving algorithms the invariant and bound fun
-tions te
hniques are used versatilely
• ordinary loop invariants and bound fun
tions
• invariants that are interpreted by the point ofview of the data stru
ture in question, e.g. agraph algorithm:

� the 
hildren of a bla
k node are grey orbla
k
� the nodes in sta
k and only they are grey

• 
riterians for progression based on a data stru
-ture
� the 
olour of a node 
an 
hange only

white → grey → bla
k
� in every 
y
le the 
olour of at least onenode 
hanges

• invariants between exe
utions and whi
h 
on-
ern a data stru
ture
� e.g. the fundamental property of a binarysear
h tree

the keys of nodes of the left sub-tree
≤ the key of the 
urrent node
≤ the keys of nodes of the right sub-tree
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Often some appli
ation-spe
i�
 knowledge is needed
• e.g.

� properties of paths in a graph
� the relation between the solution and asub-solution (greedy algorithms)
� number theory (hash fun
tions, en
ryp-tion)

⇒ it is needed to develop a tiny theory of how theobje
ts of the appli
ation area behave
In this 
hapter we go through the topi
 by examples(depending on how mu
h we have time).
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5.1 Using an Abstra
t Data Stru
ture
Example: going through all the nodes of a graph, towhi
h there exist a path from node v0

• in other words, whi
h are rea
hable from v0

The algorithm and its spe
i�
ation
• the presentation of the graph 
onsists of two
omponents

� V : the set of nodes
� E: the set of edges, E ⊆ V × V

• sin
e we need starting edges of nodes, we de�ne� to make it easier to refer them in future � wede�ne fun
tion
neighbours(u) =

{
v

∣
∣ (u, v) ∈ E

}

• repetition
� an abbreviation:

u→ v ⇔ v ∈ neighbours(u)

� v0 →
∗ v if and only if
∃n ∈ N : ∃v1, . . . , vn :

v = vn ∧ v0 → v1 → v2 → · · · → vn

• V, E,neighbours, and v0 are �xed
• the type of variables u, v, and v0 is V , andun�nished and found are of type 2V
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• neighbours: fun
tion V → 2V

1 un�nished := {v0}; found := {v0};2 while un�nished 6= ∅ do3 
hoosesome u ∈ un�nished;4 forall v ∈ neighbours(u) do5 if v /∈ found then6 found := found ∪ {v};7 un�nished := un�nished ∪ {v}8 endif9 endfor;10 un�nished := un�nished− {u}11 endwhile
〈 found =

{
v ∈ V

∣
∣ v0 →

∗ v
}
〉

• important noti
e: after the initialisation no as-signment de
reases set found
Invariant of while-loop:

un�nished ⊆ found ∧ v0 ∈ found
∧ ( ∀u ∈ found : v0 →

∗ u )
∧ ( ∀u ∈ found− un�nished :

∀v ∈ neighbours(u) : v ∈ found )

• in other words,
� the un�nished nodes are found nodes
� the initial node v0 is found
� only rea
hable nodes are being found
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� the neighbours of a found, �nished nodeare found

• when entering the loopun�nished = found = {v0}

⇒ the invariant holds
Preservation of the invariant in a 
y
le of the loop
• is holding of un�nished ⊆ found preserved?

� the modi�
ations 
on
erning sets un�nishedand found have to be 
he
ked
� line 6 does not de
rease found⇒ harmless
� line 7 is harmless sin
e at the same timealso line 6 is exe
uted
� line 10 does not in
rease found ⇒ harm-less
⇒ it is preserved

• is holding of v0 ∈ found preserved?
� nothing is taken from set found ⇒ yes

• is holding of ∀u ∈ found : v0 →
∗ u preserved?

� the modi�
ations 
on
erning set found andrelation �→� have to be 
he
ked
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� in the beginning of line 6 lines 3, 4, andthe invariant give

u ∈ un�nished ⊆ found∧v ∈ neighbours(u)
⇒ v0 →

∗ u→ v ⇒ v0 →
∗ v

⇒ line 6 does not break the part in ques-tion of the invariant
⇒ it is preserved

• is holding of the last part of the invariant pre-served?
� the modi�
ations 
on
erning sets un�nished,

found, and neighbours have to be 
he
ked
� the pair of lines 6,7 does not in
rease found−un�nished neither neighbours, neither de-
rease found
� line 10 in
reases found−un�nished by node

u, and, a

ording to lines 4,. . . , 6 andbe
ause set found is never de
reased, itholds for it that
∀v ∈ neighbours(u) : v ∈ found

⇒ it is preserved
⇒ the invariant is preserved in every 
y
le

A
tualization of the end 
ondition
• let v0 → v1 → v2 → · · · → vn be a path
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• in the end un�nished = ∅, therefore the invariant
⇒ v0 ∈ found
∧ ∀u ∈ found : ∀v : ( u→ v ⇒ v ∈ found )

=⇒ v1 ∈ found ⇒ v2 ∈ found ⇒ · · · ⇒ vn ∈ found
=⇒

{
v ∈ V

∣
∣ v0 →

∗ v
}
⊆ found

� in other words, all the rea
hable nodes arefound
• on the other side ∀u ∈ found : v0 →

∗ u gives
found ⊆ {

v ∈ V
∣
∣ v0 →

∗ v
}

⇒ in the end found =
{

v ∈ V
∣
∣ v0 →

v
}

Termination of while-loop
• there are no removals from set found
• in every 
y
le either found in
reases, or foundremains the same and un�nished de
reases
⇒ pair ( | V − found |, | un�nished | ) is boundfun
tion

� assumption: the graph is �nite
Example of a 
on
rete implementation: data stru
-tures
• set V of abstra
t 
ode (=nodes)
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• is expressed as numbers: V = {1, 2, . . . , n}

• n is �xed, and n ≥ 1

• the number of initial node v0 in variable v0

⇒ 1 ≤ v0 ≤ n

• set fun
tion neighbours (expresses the edges)
� is presented as numbers 1, 2, . . . , m, andas �xed arrays �rst[1 . . . n], edges[1 . . . n],and vertex[1 . . . m]

� the starting edges of node v are numberedby 
onse
utive numbers
�rst[v],�rst[v] + 1, . . . ,�rst[v] + edges[v]− 1

⇒ �rst[v] ≥ 1 and �rst[v] + edges[v]− 1 ≤ m

� edge e ends to node vertex[e]
⇒ 1 ≤ vertex[e] ≤ n

� the relation between the abstra
t and the
on
rete way of presentation
neighbours(v) =

{ vertex[i] ∣
∣

�rst[v] ≤ i ≤ �rst[v] + edges[v]− 1
}

• set un�nished
� array sequen
e[1 . . . n],values 1 ≤ sequen
e[v] ≤ n
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� the limits for the used range l and h

� requirement: always when the followingformula is used, it must hold that l ≥
1 ∧ h ≤ n + 1

un�nished =
{ sequen
e[i] ∣

∣ l ≤ i <

h
}

• set found
� Boolean array isfound[1 . . . n]

found =
{

i
∣
∣ 1 ≤ i ≤ n ∧ isfound[i] = True}



OHJ-2506 Program Veri�
ation August 26, 2011 0-240
Implementations of the abstra
t 
ode with their jus-ti�
ations

abstra
t operation implementationa unfinished := {v0} sequen
e[1] := v0;
l := 1; h := 2b found := {v0} for i := 1 to n doisfound[i] := Falseendfor;isfound[v0] := True
 un�nished 6= ∅ l < hd 
hoosesome u ∈ un�nished u := sequen
e[l]e forall v ∈ neighbours(u) do for i := �rst[u] to�rst[u] + edges[u]− 1do v = vertex[i]f v /∈ found ¬isfound[v]g found := found ∪ {v} isfound[v] := Trueh un�nished := sequen
e[h] := v;un�nished ∪ {v} h := h + 1i un�nished := l := l + 1un�nished− {v}

• let us denote the value of an abstra
t or 
on-
rete variable x

� before the investigated statement: x

� after exe
ution: x′
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• in the following justi�
ations there are assump-tions that must be proven to hold before theoperation is exe
uted

� they are proven from the 
on
rete 
ode
(a) un�nished′

=
{ sequen
e′[i] ∣

∣ l′ ≤ i < h′
}

=
{ sequen
e′[i] ∣

∣ 1 ≤ i < 2
}

= {sequen
e′[1]}
= {v0}

•/•

� requirement l′ ≥ 1 ∧ h′ ≤ n + 1 holds,sin
e n ≥ 1

(b) found′
=

{
i
∣
∣ 1 ≤ i ≤ n ∧ isfound′[i] = True}

=
{

i
∣
∣ 1 ≤ i ≤ n ∧ i = v0

}
= {v0}

•/•


 un�nished 6= ∅
⇔

{
sequence[i]

∣
∣ l ≤ i < h

}
6= ∅

⇔ l < h

� assumption:while exe
uted l ≥ 1 ∧ h ≤ n + 1

(d) u′ = sequen
e[l] ∈ un�nished
� assumption: while exe
uted,un�nished 6= ∅, in other words,

1 ≤ l < h ≤ n + 1
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(e) neighbours(u)

=
{ vertex[i] ∣

∣

�rst[u] ≤ i ≤ �rst[u] + edges[u]− 1
}

=
{

v
∣
∣ ∃i : v = vertex[i] ∧�rst[u] ≤ i ≤ �rst[u] + edges[u]− 1

}

therefore v browses set neighbours(u)

(f) v /∈ found
⇔ v /∈

{
i
∣
∣ 1 ≤ i ≤ n ∧ isfound[i] = True}

⇔ v < 1 ∨ v > n ∨ ¬isfound[v]
⇔ ¬isfound[v]

� assumption: while exe
uted, 1 ≤ v ≤ n(in other words, v is a legal node number)
(g) found ∪ {v}

=
{

i
∣
∣ 1 ≤ i ≤ n ∧ isfound[i] = True}

∪ {v}

=
{

i
∣
∣ 1 ≤ i ≤ n ∧ isfound[i] = True ∨ i = v

}

=
{

i
∣
∣ 1 ≤ i ≤ n∧ (isfound[i] = True∨ i = v)

}

=
{

i
∣
∣ 1 ≤ i ≤ n ∧ isfound′[i] = True}

= found′
� assumption: while exe
uted, 1 ≤ v ≤ n

(h) un�nished ∪ {v}
=

{ sequen
e[i] ∣
∣ l ≤ i < h

}
∪ {v}

=
{ sequen
e′[i] ∣

∣ l ≤ i < h
}
∪ {sequen
e′[h]}

=
{ sequen
e′[i] ∣

∣ l ≤ i < h + 1
}

=
{ sequen
e′[i] ∣

∣ l′ ≤ i < h′
}

= un�nished′
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� assumption: while exe
uted,

l ≥ 1 ∧ h′ ≤ n + 1

(i) un�nished− {u}
=

{ sequen
e[i] ∣
∣ l ≤ i < h

}
− {sequen
e[l]}

=
{ sequen
e[i] ∣

∣ l + 1 ≤ i < h
}

=
{ sequen
e′[i] ∣

∣ l′ ≤ i < h′
}

= un�nished′
� assumption: u = sequen
e[l]
� assumption: while exe
uted,

l ≥ 1 ∧ h ≤ n + 1



OHJ-2506 Program Veri�
ation August 26, 2011 0-244
From the abstra
t we get 
on
rete 
ode by substi-tuting the abstra
t operations by 
on
rete
1 sequence[1] := v0; l := 1; h := 2;for i := 1 to n doisfound[i] := Falseendfor;isfound[v0] := True;2 while l < h do3 u := sequen
e[l];4 for i := �rst[u] to �rst[u] + edges[u]− 1 do

v := vertex[i];5 if ¬isfound[v] then6 isfound[v] := True;7 sequen
e[h] := v; h := h + 1;8 endif9 endfor;10 l := l + 111 endwhile
• It must also be proven that the assumptionswe made are holding

� line 2: l ≥ 1 ∧ h ≤ n + 1

� line 3: 1 ≤ l < h ≤ n + 1

� line 5,6: 1 ≤ v ≤ n

� line 7: l ≥ 1 ∧ h′ ≤ n + 1

� line 10: u = sequen
e[l]∧ l ≥ 1∧h ≤ n+1
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• in the end of line 1 l = 1 and after that l doesnot de
rease
⇒ l ≥ 1 in lines 2, 3, 7, and 10

• line 2 ⇒ in line 3 l < h

• isfound[v] := Trueis exe
uted ≤ 1 times for a node
⇒ h in
reases from the initial value 2atmost n− 1 times
⇒ always h ≤ n + 1

• v is got from array vertex by legal index i
⇒ 1 ≤ v ≤ n on lines 5 and 6
• line 3 and on line 7 h 6= l
⇒ u = sequen
e[l] on line 10

Noti
es
• the invariant for abstra
t 
ode was

� easy to understand and natural
� easy to prove to be an invariant

• termination of the abstra
t 
ode was easy toprove
• that the end 
ondition be
omes true neededa little reasoning by indu
tion based on thede�nition of path
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� �sin
e v0 is found and all neighbours ofea
h found node are found, then all nodesthat are rea
hable from v0 are found�

• the 
on
rete 
ode was designed by making anarray-based implementation for the operatorsused in the abstra
t 
ode
� the analogy between how the abstra
t and
on
rete data is expressed was expressedas three easy formulas

• the 
on
rete 
ode was proven to be 
orre
t byproving that
� ea
h 
on
rete operation a

omplishes the
orresponding abstra
t operation (in otherwords, the operation preserves the ana-logue of 
ode)
� the 
on
rete 
ode guarantees that its ownvariables (e.g. l and h) have legal valueswhen the value is used in the analogue

• the analogue between the abstra
t and 
on-
rete way of express is also a kind of invariant!
• in the proof there were many details, but alleasy, and many of them were done by samereasoning
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• use of the abstra
t 
ode made the operationalprin
iple of the 
on
rete 
ode easy to under-stand
• proving the 
on
rete 
ode �dire
tly� had needed
oding of the analogue in to the loop invariant
⇒ that had been 
onfusing

• the 
on
rete implementation 
an (at least insome limits) be repla
ed by another withoutthat the proof of abstra
t 
ode is ne
essary totou
h
A problem
• depth-�rst-sear
h does not �nd all the neigh-bours of same node 
onse
utively
⇒ even the abstra
t 
ode is quite universal, it
annot present the depht-�rst-sear
h method
• the problem 
an be solved by making the ab-stra
t 
ode a little more universal
• an exer
ise
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5.2 Example of a Hard Proof of anAlgorithm
In this subse
tion
• is given an e�
ient sta
k-based non-re
ursivelyimplementation for depth-�rst-sear
h
• is proven that it has the basi
 properties ofdepth-�rst-sear
h
• is given and proven 
orre
t one appli
ation forit

Depth-�rst-subsear
h
• goes through all nodes that are rea
hable fromthe �rst node
• ea
h node is asso
iated with two importantpoint of time: being found and being �nished
• the state of a node is expressed by 
olours

� white: not yet found
� grey: found but not yet �nished
� bla
k: �nished
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(a) when a node is �nished, its all neighbours arefound or �nished

� in other words
∀u ∈ V : ( u↑. 
olour = bla
k ⇒
∀v ∈ neighbours(u) : v↑. 
olour 6= white )

(b) grey nodes form a loopless path from the initialnode v0 to the node that is being pro
essed
∃n ∈ N : ∃v1, . . . , vn : ∀i, j; 0 ≤ i < j ≤ n :

vi 6= vj

∧ v0 → v1 → v2 → · · · → vn

∧ {v0, v1, . . . , vn} =
{

v ∈ V
∣
∣ v↑. 
olour = grey}

(
) the path and the 
olour of nodes 
an 
hangeonly in two ways:
� white node v that is a 
ontinuation of thepath 
hanges to grey (⇒ the path be-
omes longer and v gets name vn+1)

vn → v ∧ v↑. 
olour = white
� the last node vn of the path 
hanges tobla
k (the path be
omes shorter)
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Algorithm (a
knowledgements to I. Kokkarinen for�nding the algorithm)
• the presentation of the graph and the initialnode are as in previous

〈 ∀v ∈ V : v↑. 
olour = white 〉1 push(v0)2 while ¬sta
kempty do3 pop(u);4 if u↑. 
olour = white then5 u↑. 
olour := grey; push(u);6 forall v ∈ neighbours(u) do7 if v↑. 
olour = white then8 push(v)9 endif10 endfor11 else u↑. 
olour = grey then12 u↑. 
olour := bla
k13 endif14 endwhile
The operational prin
iple informally
• in the sta
k there are pointers to nodes
• in the sta
k there 
an be many pointers tosame node
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• in the sta
k there 
an be pointers to nodeswhi
h are not yet �found� in the sen
e of depth-�rst-subsear
h

� the white nodes
• the 
orre
t �nding- and �nishing order is guar-anteed by the 
olouring of nodes and handlingof the sta
k
• a white node is found by popping from thesta
k a pointer to it
• when a node is found

� it is 
oloured to grey
� its still not yet unfounded neighbours areput to the sta
k above it to be found later

• if same node 
omes later ba
k lower in thesta
k, it is bla
k
⇒ nothing is done for it
⇒ only the top most o

urren
e of grey nodesis important

• in the sta
k the the top most o

urren
es ofgrey nodes de�ne the depth-�rts-path
• the other o

urren
es in sta
k are neighboursof the next lower of the top most grey node
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• returning to the sta
k a just found node as greyand the later 
olouring to bla
k are ne
essaryfor appli
ations for depth-�rst-sear
h
Notations
• nS height of the sta
k
• S[1], S[2], . . . S[nS ] 
ontents of the sta
k start-ing from the bottom
• topmost(i) ⇔ ∀j ; i < j ≤ nS : S[j] 6= S[i]

� predi
ate whi
h tells is the o

urren
e ofa node in sta
k the top most o

urren
eof the node
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• GTM =

{
i
∣
∣ topmost(i)∧S[i]↑. 
olour = grey}

� the set of the topmost o

uren
ies of greynodes
• Let

� G = |GTM | the number of grey nodes inthe sta
k
� GTM = {g1, g2, . . . , gG} GTM in order
⇒ 1 ≤ g1 < g2 < · · · gG ≤ nS

The invariant of the main loop in the algorithm 
on-sists on the following parts:
1. all grey nodes have a top most o

urren
e inthe sta
k
∀v ∈ V : (v ↑. 
olour = grey ⇒ ∃k ; 1 ≤ k ≤
G : v = S[gG])
⇔ all grey nodes are in the sta
k sin
e thesta
k is �nite

2. the o

urren
es of nodes in the sta
k are neigh-bours of the top most of the next lower greynode
• ∀k ; 1 ≤ k ≤ G : ∀i ; gk < i ≤ gk+1 :

(S[gk]→ S[i])

• G ≥ 1 ⇒ ∀i ; gG < i ≤ nS : (S[gk] →
S[i])
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3. the white neighbours of grey nodes are in sta
k,and above the top most o

urren
e of the nodein question
∀k ; 1 ≤ k ≤ G : ∀v ∈ neighbours(S[gk]) :

v↑. 
olour 6= white ∨ ∃i ; gk < i ≤ nS : v = S[i]

4. the neighbours of bla
k nodes are 
oloured
∀u ∈ V : ( u↑. 
olour = bla
k ⇒
∀v ∈ neighbours(u) : v↑. 
olour 6= white )

5. if there is anything in the sta
k then the initialnode is in the bottom of it
nS ≥ 1 ⇒ S[1] = v0

6. if in the sta
k there are at least two nodes, thenthe initial node is grey and only in the bottom
nS ≥ 2 ⇒ g1 = 1

Justifying the invariant
• when it is �rst 
ome to line 2, in the sta
k thereis only v0, and all nodes (also v0) are white
⇒ nS = 1 ∧G = 0

⇒ all parts of the invariant are holding
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• item 1 is threatened only when

� a node is 
oloured to grey
� a grey node is removed from the sta
k

• when a node is 
oloured to grey, it is put tothe sta
k
• when a grey node is removed from the sta
k,it is 
oloured to bla
k
⇒ item 1 does not break
• the push operations on lines 5 and 8 preservethe item 2
• a node is 
hanging to grey only on line 5

� the top most o

urren
e of a grey node isall the time in the same position in thesta
k
⇒ item 2 does not break
• lines 5, . . . , 10 ensure that item 3 does notbreak when nodes are inserted in to the sta
k
• be
ause of lines 4 and 5 a node that is removedfrom the sta
k is no longer white
⇒ item 3 does not break
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• the 
olours on nodes 
an 
hange only

white → grey → bla
k
• when a node is 
oloured to bla
k, it was thetop most grey in the sta
k
⇒ be
ause of item 3 it does not have whiteneighbours

⇒ item 4 does not break
• in the beginning the initial node is put to thebottom of the sta
k
• if nodes are inserted in to the sta
k on lines 5and 8, it is �rst inserted the node that was justpopped from the sta
k
• when there is nothing anymore in the sta
k,the algorithm terminates
⇒ item 5 does not break
• line 5 ⇒ the node in the bottom 
hanges togrey before new nodes 
ome in to the sta
k
• item 5 ⇒ if there is anything in the bottom,it is v0

• lines 4 and 7 ⇒ v0 is not 
oming twi
e or morein to the sta
k
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⇒ v0 
hanges to bla
k not until the sta
k be
omesempty
⇒ item 6 does not break

Termination of the algorithm
• in every 
y
le either

� the number of white nodes de
reases, or
� the number of white nodes remains thesame and the height of the sta
k de
reases

⇒ ( nw, nS ) is a bound fun
tion, where nw is thenumber of white nodes
⇒ the algorithm terminates

Now it is possible to show the basi
 properties ofdepth-�rst-subsear
h
• (a) follows dire
tly form item 4 of the invariant
• the path v0 → v1 → v2 → · · · → vn expressedby (b) is formed from the top most o

urren
esof grey nodes as following:

� n = G− 1

� ∀k ; 2 ≤ k ≤ G : vk−1 = S[gk]

� items 5 and 6 of the invariant ⇒ v0 =
S[g1]
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� gG is determinated by the top most o
-
urren
e of node S[gk]

⇒ ∀k, l ; 1 ≤ k < l ≤ G :
gk < gl ∧ S[gk] 6= S[gl]

⇒ ∀i, j ; 0 ≤ i < j ≤ n : vi 6= vj� item 2 of the invariant
⇒ v0 → v1 → v2 → · · · → vn� item 1 of the invariant and the de�nitionof numbers gk

⇒ {v0, v1, . . . , vn} =
{

v ∈ V
∣
∣ v ↑. 
olour =grey}

Noti
es
• the operating prin
iple is based on a huge setof detailed parts of the invariant

� e.g.
�the other o

urren
es of nodes in sta
kare neighbours of the next lower ofthe top most grey node�

� it is almots impossible to understand 
or-re
tly without a formal formatting
• the proof simpli�ed to a long sequen
e of 
he
k-ing the parts of the invariant and the proper-ties of the depth-�rst path
• the single 
he
kings are easy, but . . .
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• . . . they are di�
ult to formalise properly

� even in the algorithm books they are at-most at this level�unfortunately!
• the triple of algorithm, its invariants and proofis often like a house of 
ards, where everythinga�e
ts to everything

� if you �x one part then often another breaks
� but designing algorithms is usually likethis�it is not a fault of proof te
hnique,if it reveals that the isuuse is di�
ult (orthat the algorithm is broken)

• in the proofs and their 
he
kings experien
eand 
aution is required
Full depht-�rst-sear
h
• repeats depht-�rst-subsear
h by new initial nodesuntil all nodes are bla
k
• it 
ould be done by one subsear
h by addingin to the graph a new node v−∞ and edges

(v−∞, v) for all v ∈ V
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⇒ after the �rst 
y
le the sta
k would be

v−∞ v1 v2 . . . v|V |

V

� une�
ient sin
e every node is in the sta
k
More e�
ient full depth-�rst-sear
h
• the idea: let us simulate the lower part of thesta
k by putting nodes v1, v2, . . . , v|V | to thesta
k of the implementation one by one notuntil they are needed
v−∞ v1 v2 . . . vk p1 p2 p3 . . . p8 p9 p10 . . .

simulated part of sta
k · · ·a
tualised part of sta
k
� the order for insertion is the investigationorder of the starting edges of v−∞ ba
k-wards (why?)
� node v−∞ need not to be put in to thesta
k (why?)
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⇒ algorithm

〈 ∀v ∈ V : v↑. 
olour = white 〉0a forall v ∈ V do0b push(v)2 while ¬sta
kempty do. . . . . . (* lines 2, . . . , 14 remain *)14 endwhile15 endfor
• let

� SA= simulated algorithm (v−∞, v1, v2, . . . ,
vk are really in sta
k)

� AA = a
tualised algorithm, where forallgoes through the nodes in opposite orderthan where the �rst 
y
le of SA insertsthem in to the sta
k
• des
ription of simulation:

when the forall-loop has put the nodes
v|V |, v|V |−1, . . . , vk, vk+1in to the sta
k, thenthe simulated part of the sta
k is
v−∞, v1, v2, . . . , vk
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Proof of simulation
• we prove

� on lines 2, . . . , 14 the state of AA in
ludedwith the simulated part of the sta
k = thestate of SA
� AA does not imitate operations dire
tedto v−∞� AA may exe
ute line 2 some extra timeswhen the sta
k is empty
� otherwise exe
utions of lines 2, . . . ,14 ofAA imitate exa
tly and in same order theexe
utions of lines 2, . . . , 14 of SA

• after 1. 
y
le of SA in the beginning of line 2
� the sta
k of SA is v−∞, v1, v2, . . . , v|V |� v−∞ is grey
� all the other nodes are white

• when AA �rst time enters line 2
� only v|V | is in the sta
k of AA
� all nodes are white

⇒ simulation holds
� the simulated part of the sta
k is

v−∞, v1, v2, . . . , v|V |−1
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• if in the beginning of line 2 the sta
k of AA isnot empty then

� both SA and AA exe
ute lines 2, . . . , 14
� both use only the part of AA of the sta
k
⇒ the simulation holds

• if in the beginning of line 2 the sta
k of AAis empty but in the sta
k of SA there is alsosomething else than v−∞, then
� AA 
y
les the forall-loop only on
e
� AA 
opies the top most element of SA into its sta
k
⇒ the simulation holds (the border betweenthe simulated and the a
tualised goes onestep to lower)

• if in the beginning of line 2 in the sta
k of SAthere is only v−∞, then
� SA pops v−∞ from the sta
k, 
olours itto bla
k, and terminates
� AA terminates

⇒ AA simulates SA, as was argued
⇒ AA �nds and 
olours nodes in same orderingthan SA, exe
ept that AA does not handle the(hypotheti
al) node v−∞
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Small optimisation
• if in the line 0b a bal
k node is put in to sta
kthen lines 2, . . . , 14 only remove it from thesta
k
⇒ it is not ne
esssary to put bla
k nodes in sta
kon line 0b
• a node (ex
ept v−∞) 
hanges to grey only if ithas been in the sta
k of AA

� it 
hanges to grey before the sta
k of AAbe
omes empty
⇒ when the sta
k of AA is empty, only v−∞
an be grey

⇒ on line 0b it is su�
ient to put only whitenodes in to sta
k
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⇒ the �nal algorithm

〈 ∀v↑. 
olour = white 〉1 forall v0 ∈ V2 if v0 ↑. 
olour = white then3 push(v0)4 while ¬sta
kempty do5 pop(u)6 if u↑. 
olour = white then7 u↑. 
olour := grey; push(u)8 forall v ∈ neighbours(u) do9 if v↑. 
olour = white then10 push(v)11 endif12 endfor13 elsif u↑. 
olour = grey then14 u↑. 
olour := bla
k15 endif16 endwhile17 endif18 endfor
Appli
ation: re
ognition of 
y
les
• the task is to 
onstru
t the set Cy
 of nodes sothat

� ea
h node of Cy
 belongs to ≥ 1 
y
les
� ≥ 1 of the nodes of ea
h 
y
le are in Cy
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• a 
y
le is a sequen
e of nodes u1, u2, . . . , unsu
h that

� n ≥ 1

� u1 → u2 → · · · → un� un → u1

• node u belong to some 
y
le ⇔
∃v ∈ V : u→ v →∗ u

• proof
� u belongs in to 
y
le u1, u2, . . . , un

⇒ ∃i ; 1 ≤ i ≤ n : u = ui

⇒ if i < n then by 
hoosing v = ui+1 we get
u→ v →∗ un → u1 → uif i = n then by 
hoosing v = u we get
u = un → v →∗ un = u

� ∃v ∈ V : u→ v →∗ u

⇒ ∃n ; n ≥ 1 : ∃u1, u2, . . . , un :
n ≥ 1 ∧ u1 → u2 → · · · → un

� n ≥ 1 ∧ u1 → u2 → · · · → un ∧ un = u1
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• the algorithm is got by full depth-�rst-sear
hby small modi�
ations

〈 ∀v↑. 
olour = white 〉0 Cy
 = ∅;1 forall v0 ∈ V2 if v0 ↑. 
olour = white then3 push(v0)4 while ¬sta
kempty do5 pop(u)6 if u↑. 
olour = white then7 u↑. 
olour := grey; push(u)8 forall v ∈ neighbours(u) do9 if v↑. 
olour = white then10 push(v)10b elsif v↑. 
olour = grey then10
 Cy
 := Cy
 ∪ {u}11 endif12 endfor13 elsif u↑. 
olour = grey then14 u↑. 
olour := bla
k15 endif16 endwhile17 endif18 endfor
〈 ( ∀u ∈ Cy
 : ∃v ∈ V : u→ v →∗ u )
∧( ∀u1, . . . , un ;

n ≥ 1 ∧ u1 → · · · → un ∧ un → u1 :
∃i ; 1 ≤ i ≤ n : ui ∈ Cy
 ) 〉
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Does the algorithm �nd the 
orre
t nodes?
• on line 10
 it holds that

� u→ v be
ause of line 8
� v →∗ u be
ause of the properties (b) ofdepth-�rst-sear
h
⇒ to Cy
 it is added only nodes that are in
y
les
⇒ in the end ∀u ∈ Cy
 : ∃v ∈ V : u→ v →∗

u

• does the algorithm �nd at least one node fromevery 
y
le?
• let u1 → u2 → · · · → un be 
y
le
• let 1 ≤ k ≤ n be 
hosen so that uk is the �rstnode to be 
oloured bla
k of nodes u1, u2, . . . , un

• when ukis 
oloured to bla
k then uk mod n+1 isnot
� white, be
ause of depth-�rst (a)
� bla
k, be
ause uk is the �rst to be 
olouredto bla
k
⇒ uk mod n+1 is grey

• depth-�rst (
)
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⇒ uk mod n+1 was lower in the sta
k than ukor = uk

⇒ uk mod n+1 was grey when uk was found
⇒ line 10
 added uk to Cy


⇒ in the end
∀u1, . . . , un ;

n ≥ 1 ∧ u1 → · · · → un ∧ un = u1 :
∃i ; 1 ≤ i ≤ n : ui ∈ Cy


Termination
• the inserted lines do not a�e
t the variables ofthe original program
⇒ �invisible� from the point of view of exe-
ution of the original program

• the inserted lines terminate
⇒ the program terminates
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6 Summary
The formal de�nition of a notion X tells exa
tlywhat obje
t X is and what not
• also the borderline 
ases
• it is a di�erent 
ase how easy it is to see howthe borders are spe
i�ed
• it is a di�erent 
ase are the borders reasonable

Formal methods are usually bases on dis
rete math-emati
s
• espe
ially notions of set theory and predi
atelogi
 of 1. degree are needed a lot
• the 
al
ulations needed for de�nitions and proofsbe
ome often long and laborious
⇒ prone to errors

• de�nitions and proofs need often versatile datattypes and arguments for reasoning
⇒ di�
ult to automate

⇒ often you 
an get the best bene�t from themethod in a reasonable e�ort by following itinformally, and pro
essing formally only themost di�
ult and the most important parts
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The bene�t and limitations of prooving 
orre
tness
• eventually a programmer et
. wants an answerto the question

�does this program work as I want?�
⇒ the fun
tioning of the program must be 
om-pared to wishes of humans

� validation (kelpoistaminen eli validointi)
� inevitably informal

• means for validation: testing, reviewing, order-ing the program from a reputable vendor,. . .
• the target of validation is

to get a strong 
on�den
e that the pro-gram works as the validator wants
• programs would not need test at all if valida-tion would su

ed in other means
• the �nal program may be very large, 
omplex,and hard to understand
⇒ its validation 
an be a hopeless task

• the informal part of validation 
an be redu
edin the following way:
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� the requirements do
ument of the pro-gram is made as easy to understand aspossible
� prove that the program fulsills its require-ments, that is, the program is veri�ed (ver-i�oidaan)
� the requirements do
uments is validated

• if te requirements do
ument is easy to under-stand and the veri�
ation 
an be automatised,the human part in validation be
omes 
ru
iallyeasier
• even the veri�
ation remains hand-
raft, thiskind of validitation 
an still give more reliableresults than dire
t validation
• still always must be remembered that

� in veri�
ation there 
an happen failuresin 
al
ulations (was it done by human orma
hine)
� the notion �ful�lls the requirements� 
anbe in
orre
tly spe
i�ed (espe
ially in 
on-
urrent systems)
� the requirements do
umentation 
an beim
omplete even that nobody noti
es it
� the reuirements do
umentation 
an be in-
orre
t
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⇒ veri�
ation 
an never prove that a pro-gram is without errors
• even in its best veri�
ation 
an only prove theprogram ful�lls (whatever it may mean) itsformal requirement do
umentation (whateverthe requirements stated by it a
tually are)

Other means to use formal methods as an instrumentof validation
• writing the spe
i�
ation and other do
umentsformally

� enfor
es to think the matter more rigor-ously
� de
reases risk for ambiguous
� enfor
es to handle also the spe
ial 
ases
⇒ imprves the 
orresponden
e of implemen-taion and wishes

• veri�
ation againts in
omplete or even very triv-ial requirements do
umentation 
an be used asa means of validation among other means
� e.g. it is proved that the program termi-nates
� e.g. it is proved that no over�ows happen

• formal analysis 
an be used in same way
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� e.g. the data �ows of the program are
al
ulated and of whi
h inputs a spe
i�edresults depends is printed

• deriving the program formally from its require-ments do
umentation is � from the point ofview of validation � as good as proving that theprogram fulls�lls its requirements do
umenta-tion
� dire
tion of progress is in a way na
lward
� in pra
ti
e deriving and proving often 
om-plete ea
h other

Where formal methods gives the best bene�t?
• when extremely great reliability is needed

� safety-
riti
al systems
• when an error 
an be
ome ex
eptional expen-sive

� e.g. proto
ols for telephone networks
� e.g. universal program libraries

• when a system has to be made working as lessprototype 
y
les as possible
� e.g. designing sili
on 
hips



OHJ-2506 Program Veri�
ation August 26, 2011 0-275
• when the implementations are extremely di�-
ult to understand 
ompared to their spe
i�-
ations

� e.g. programs for numeri
al analysis
� rea
tive systems
� 
ompli
ated algorithms

⇒ the resear
h of formal methods in Departmentof Software Systems is 
on
entrated on rea
tivesystems
About formal methods for rea
tive systems
• essentially di�erent than the methods in this
ourse but they utilise the same ideas
• several di�erent theories and methods basedon them

� in the department there are studied a
-tion systems, temporary logi
, pro
ess al-gebra, and in some sen
e Petri Nets
⇒ 
ourses

� OHJ-2606 State Ma
hines 5 
ru


